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Abstract: With the rapid development of 5G wireless communication and sensing technology, the
Internet of Vehicles (IoV) will establish a widespread network between vehicles and roadside infras-
tructure. The collected road information is transferred to the cloud server with the assistance of road-
side infrastructure, where it is stored and made available to other vehicles as a resource. However, in
an open cloud environment, message confidentiality and vehicle identity privacy are severely compro-
mised, and current attribute-based encryption algorithms still burden vehicles with large computational
costs. In order to resolve these issues, we propose a message-sharing scheme in IoV based on edge
computing. To start, we utilize attribute-based encryption techniques to protect the communications
being delivered. We introduce edge computing, in which the vehicle outsources some operations in
encryption and decryption to roadside units to reduce the vehicle’s computational load. Second, to
guarantee the integrity of the message and the security of the vehicle identity, we utilize anonymous
identity-based signature technology. At the same time, we can batch verify the message, which further
reduces the time and transmission of verifying a large number of message signatures. Based on the
computational Diffie-Hellman problem, it is demonstrated that the proposed scheme is secure under
the random oracle model. Finally, the performance analysis results show that our work is more com-
putationally efficient compared to existing schemes and is more suitable for actual vehicle networking.

Keywords: Internet of Vehicles (IoV); attribute-based encryption; authentication; batch verification;
edge computing

1. Introduction

With the development of science and technology and the improvement of economic level, people
have higher requirements for the convenience and safety of the transportation system. As a kind of
mobile ad hoc networks, vehicular ad hoc networks (VANETS) play an important role in traffic man-
agement and congestion control. In a VANETSs environment, each vehicle acts as a node, allowing


http://http://www.aimspress.com/journal/mbe
http://dx.doi.org/10.3934/mbe.2023921

20810

vehicle-to-vehicle communication. For example, on a road where an accident occurs, vehicles can
alert each other of alternative routes to avoid traffic congestion caused by the accident.

The Internet of Things [1] has accelerated the transition from traditional VANETS to the IoV, thanks
to quickly developing 5G and wireless network communication technologies. Through equipment like
vehicle units, roadside acquisition modules, and vehicle-road communication units, the IoV makes
it possible to collect vehicle operation data in real-time. It creates a data platform for continuously
monitoring the real-time operation data of large-scale vehicles and offers a variety of data services.
On-Board Units and Roadside Units make up the majority of the Internet of Vehicles [2, 3]. Each
vehicle can communicate wirelessly with the infrastructure using the OBU and DRSC protocols [4-7]
and broadcast traffic data to other connected vehicles via the RSU. Depending on the message it re-
ceives, the vehicle will select the best route [8]. The Internet of Vehicles can take advantage of cloud
computing to improve the IoV [9], which enables quick communication between vehicles by storing
and processing collected messages, but this consumes a lot of computer bandwidth and network re-
sources. The OBU in the vehicle is a low-powered IoT device which is lightweight. Therefore, the
development of edge computing has successfully addressed this issue. When the Internet of Vehicles
and edge computing are combined, a portion of the vehicle’s computing tasks are delegated to the edge
service nodes [10], which reduces the user’s computing burden, reduces the time it takes for data to be
transmitted over networks, and significantly increases the efficiency of data processing [11-13]. Addi-
tionally, this complies with the Internet of Vehicles’ real-time processing standards. Roadside devices
serve as edge nodes in the Internet of Vehicles, assisting vehicles with calculations and accelerating
vehicle-to-vehicle communication.

1.1. Motivations and contributions

The Internet of Vehicles plays an important role in ensuring road traffic safety, but its open com-
munication environment also makes the message transmitted in the network have the risk of being
eavesdropped and tampered with. Due to the characteristics of the Internet of Vehicles, the receiver
of the message has variability, so the ordinary public key encryption scheme cannot meet the security
requirements of the Internet of Vehicles. At the same time, in order to protect the privacy of vehicles,
the dissemination of information usually needs to be carried out anonymously. However, the existing
cloud-based message sharing scheme will lead to higher delay and service corresponding time in the
Internet of Vehicles environment, and thus it is not suitable for an environment with limited vehicle
computing power.

Thus, we propose a message-sharing scheme based on edge computing in the loV. The main contri-
butions of the proposed scheme are as follows.

e The attribute-based encryption algorithm is used to encrypt the message, which ensures the lo-
cation of the information transmission target and the specific type of the vehicle, and realizes
the confidentiality of the message and fine-grained access control. Edge computing is introduced
and a “cloud-edge-device” three-layer architecture is constructed. Some of the encrypted and
decrypted calculations are outsourced to the RSU, thereby reducing the computational cost of the
vehicle and realizing the application of the scheme in a resource-constrained device environment.

e This scheme adopts anonymous identity-based message verification and tracking technology,
which can verify the legitimacy of a message signature while protecting vehicle identity infor-
mation. When a traffic accident occurs, a trusted third party can determine the true identity of the
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accident vehicle. In addition, we also use batch verification to reduce the total verification time
on the RSU as an edge node and improve the efficiency of message authentication.

e Theoretical analysis and numerical results show that the proposed scheme has greater advantages
in computational efficiency and communication overhead compared with other current works.
Therefore, our scheme is effective and more suitable for an IoV environment with more resource-
constrained devices.

1.2. Organization

The organization of our paper is shown below. Section 2 introduces existing related works and
the novelty of this scheme. Some preliminaries are provided in Section 3. Section 4 introduces the
system model, and gives a formal definition. We discuss the scheme in Section 5. We prove the
security of the proposed schemes in Section 6. The performance analysis of the scheme is demonstrated
comprehensively in Section 7. Finally, we conclude the paper and discuss future research in Section 8.

2. Related works

Security requirements such as message confidentiality, integrity, and privacy protection [14, 15] are
essential in loV communications. Since cloud servers are semi-trusted, attackers may obtain informa-
tion such as traffic conditions from disseminated messages. The connected vehicles are then broadcast
an erroneous message, which may cause confusion or unexpected situations. On the other hand, in
some situations, only the intended receiver should have access to the information that has been trans-
mitted. A traditional access control scheme that enables fine-grained access control to assure message
delivery to particular areas or specified types of vehicles was proposed by Bethencourt et al. [16]. As
the ToV capacity increases, so does the type of vehicle [17]. Road messages are utilised as attributes in
classic access control-based VANETS [18] since vehicles must develop various access control policies.

Cui et al. [19] also released a scheme for attribute-based encryption that permits fine-grained access
control for vehicle messages. A trusted authority (TA) distributes the vehicle’s attribute keys. A
ciphertext policy attribute-based encryption (CP-ABE) scheme was proposed forth by Kang et al. [20]
to create a flexible access structure for designated vehicles in oV communication. However, vehicles
require much computation and are unsuitable for the current Internet of Vehicles. [21] proposed an
ABE model of edge intelligent IoV parallel outsourcing decryption, which only outsourced part of the
decryption without reducing the computational burden of the data owner. Based on CP-ABE, Ahmed
et al. [22] introduced a new privacy protection collaboration technique, but it needed several exponents
and pair operations, which did not satisfy the current vehicle requirements for efficiency.

Anonymity is essential for privacy protection in IoV communication [23]. An anonymous creden-
tial scheme was introduced by Chim et al. [24] to protect vehicle privacy and ensure that the car cannot
be connected to either side. Pseudonym-based methods can be applied in a range of vehicular com-
munication system settings and are often efficient and straightforward [25]. Vehicle anonymity can
be guaranteed by using signature authentication in oV [26-28]. Previous systems, however, required
preloading of public/private key pairs by the vehicles in order to sign or verify messages, which may
impose a significant authentication cost on storage, creation, and verification.

We compare our scheme with the related work in Table 1. In an edge-based vehicle framework,
the proposed scheme introduces edge computing and uses RSU as an edge node to undertake part of
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the decryption operation of the vehicle, which reduces the computational burden of the vehicle and is
more suitable for the IoV environment where the computational capability of end devices is limited.
In terms of identity privacy protection, the proposed scheme supports vehicle anonymization and only
a trusted third party can determine the real identity of the vehicle. In terms of message security, we
use attribute-based encryption algorithms to protect the confidentiality of messages and support batch
verification of the legitimacy of message signatures, which further reduces the time and transmission
cost of verifying a large number of message signatures.

Table 1. Functional comparison.

Our scheme  Kangetal. [20] Fengetal. [21]  Saidi et al. [22]

Outsourcing encryption  Yes No No Yes
Outsourcing decryption  Yes No Yes Yes
Anonymity Yes No No No
Verfication Yes Yes No No
Batch verfication Yes No No No

3. Preliminaries

3.1. Bilinear pairing

Let G, be a cyclic additive group generated by P, whose order is a prime p, and G, be a cyclic
multiplicative group of the same order p. e : G; X G; — G, is referred to as a bilinear map if it meets
the attributes as follows [29]:

e Bilinearity: e (aP, bQ) = e(P, 0)* for any a, b € Z, P0Gy
e Non-degeneracy: there exist P, Q € Gy, such thate (P, Q) # 1;
e Computability: there is an algorithm to calculate e (P, Q) for any P, Q € G;.

3.2. Computational Diffie-Hellman problem (CDHP) [30]

For a tuple P, xP,yP € G, where P is the generator of G having order g and x,y € Z;, it is infeasible
to calculate xyP.

3.3. Access structure

We refer to the access structure in this scheme as an access tree that is utilized to conceal the source
data’s encryption key. As opposed to the non-leaf node x of 7, which stands for a threshold (AND
gate or OR gate), each leaf node y of 7 has an attribute art(y). We suppose that num, represents the
number of children that of node x, k, represents its threshold, parent(x) represents the parent of node
x that is not the root, and index(x) returns the index of node x. If k, = num,, then x is an AND gate; if
k. =1, then x 1s an OR gate. A ciphertext CT is ultimately output. It finally outputs a ciphertext C7T .
R serves as the root node of the access tree 7. The expression 7,(S) = 1 can be used to state that an
attribute set S satisfies the access tree 7. It is calculated recursively as follows:
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- If x is a non-leaf node, calculate 7,,(S ) for all child nodes » of x, and get messages m and 7,(S) =
1 if and only if at least k, child nodes return.
- If x is a leaf node, then 7,(S) = 1 returns if and only if art(x) € S.

3.4. IoV communication

Figure 1. Vehicular network structure.

The Internet of Vehicles allows vehicles to communicate with infrastructure and other vehicles,
thereby improving traffic management efficiency and ensuring road safety. The typical scenario of
Internet of Vehicles communication is shown in Figure 1, where vehicles on the road share their col-
lected traffic information through RSUs and cloud servers. The communication process is as follows:
the sender vehicle completes the message encryption with the assistance of RSU and uploads it to the
cloud server. The receiver vehicle initiates a message request to the cloud server. The cloud server
sends the message to the RSU nearest the target vehicle for verification and partial decryption. Fi-
nally, the partially decrypted ciphertext is given to the receiver vehicle, and the receiver vehicle finally
decrypts the message to obtain the message.

4. Scheme overview

4.1. System model

We consider an information-sharing scenario in V2I vehicle networking. As shown in Figure 2, it
is composed of five entities. The specific functions of each entity are as follows:

Trusted Authority (TA): The most reputable and authoritative organisation in IoV is TA, the
trusted security centre. Public parameters and system master keys must be made available by TA. In
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IoV, TA is in charge of not only registering RSUs, but also giving each vehicle a real identity and key.

Cloud Server (CS): Users may get computational and storage services via cloud servers. It receives
and stores the ciphertext and signature from the vehicle. After receiving the request sent by vehicle,
the CS sends the stored ciphertext and signature to the RSU.

Data Owner (DO): In the IoV, the vehicle that collects and sends road information acts as a DO. It
defines the access policy, encrypts the message to generate a complete ciphertext with the help of the
RSU, signs the ciphertext with its own anonymous identity, and delivers the ciphertext and signature
to the CS.

Data User (DU): In the IoV, the vehicle that wants to obtain road information acts as a DU, makes
arequest to the cloud server when it satisfies the requirements of the access control policy, and receives
data by decrypting part of the ciphertext sent by the RSU.

Roadside Unit (RSU): The RSU is mainly responsible for outsourcing encryption calculation,
performing verification calculations on the sent ciphertext, decrypting the ciphertext for users whose
attributes satisfy the access policy, and then transmitting partially decrypted data to the corresponding
users.
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Figure 2. System model.

4.2. Formal definition

The scheme consists of the following nine algorithms: Setup, KeyGen, AnonGen, RSU Encrypt,
DO Encrypt, Sign, Verify, RSU Decrypt, and DU Decrypt.

Setup: Given security parameters &, TA outputs the system public key PK and master key M S K by
running this algorithm.
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KeyGen: The key generation algorithm inputs attribute set A of the vehicle, public key PK and the
master key MS K. The private key S K will be output by the TA.

AnonGen: By entering the real vehicle identity, the TA performs this algorithm to produce the
anonymous identity aid and anonymous key ak.

RSU Encrypt: The RSU runs the encryption algorithm using the access policy 7~ and the system
public key PK, outputs a partially encrypted ciphertext CT’ and sends it to the DO.

DO Encrypt: The algorithm is executed by the DO that takes as an input a partially encrypted
ciphertext CT’, a message m, and the public parameter PK. The DO outputs ciphertext CT to the CS.

Sign: The anonymous identity aid and its anonymous key ak, a ciphertext CT', a timestamp ¢, and
the public parameter PK are input to the signature algorithm that is run by the DO. It then produces a
signature o.

Verify: An anonymous identity aid, a signature o, a timestamp ¢, a ciphertext CT and the public
parameter PK are all input to the verify algorithm using the RSU. It returns true such that o is verified.

RSU Decrypt: If the vehicle’s characteristics satisfy the policy 7-, the RSU executes this algorithm,
which requires the inputs of a ciphertext CT, an external secret key SK’, and PK. It produces a
ciphertext CT) that is only partially deciphered.

DU Decrypt: The DU performs this decryption algorithm by taking ciphertext CT, and S K and
outputs a message m.

4.3. Security requirements

Message authentication, identity privacy protection, traceability, unforgeability, confidentiality, and
fine-grained access control are some of the security requirements that the scheme should be able to
achieve. Details of the above requirements are as follows:

Message authentication: The RSU should be able to confirm whether the message is complete
and whether the vehicle transmitting the message is legal once it receives the signature and ciphertext
delivered by the CS.

Identity privacy protection: The vehicles remain anonymous since only a trusted third-party TA
can determine the real identification of the vehicles.

Traceability: Despite that the vehicle’s real identity should be kept a secret from the RSU and
other vehicles, the TA can determine the vehicle’s real identity from the message it transmitted when
malicious vehicles forge messages.

Unforgeability: Malicious vehicles cannot generate fake messages with valid signatures by simu-
lating legitimate vehicles.

Confidentiality: Cloud servers and vehicles’ unauthorized access to information cannot obtain the
information of vehicles collecting road conditions.

Fine-grained access control: A flexible access policy ought to be employed to ensure the message
distribution, and only certain vehicles should receive it.

5. The proposed scheme
The TA first runs the Setup algorithm to generate system parameters, and runs the KeyGen algorithm
and the AnonGen algorithm to generate the private key and anonymous identity of the corresponding

vehicle. Then, the encryption algorithm (divided into RSU partial outsourcing encryption algorithm
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and vehicle encryption algorithm) is executed, the signature algorithm is executed and the ciphertext
and signature are sent to the cloud server for storage. After the receiver vehicle initiates a message
request to the cloud server, the cloud server sends the signature and ciphertext to the RSU nearest the
target vehicle. After receiving the signature and ciphertext, the RSU first verifies its legitimacy. Then,
the RSU uses the outsourcing key of the receiver’s vehicle to perform partial outsourcing decryption
and sends the decryption result to the vehicle. Finally, the vehicle is decrypted to obtain M. The specific
implementation of the algorithm is shown in Figure 3.

TA . Data Ower Data User Edge Server(RSU) Cloud Server
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Figure 3. Algorithm model.

e Setup: TA runs this algorithm to initialize the system. Define the security parameters 1%.

- Provide two cyclic groups, G| and G5, both of prime order p, where G, is an additive cyclic
group and G, 1s a multiplicative cyclic group. P and Q are randomly chosen by the TA, while
a,b € Z, can be also randomly chosen.

- Select three hash functions: H; : {0, 1} » G|, H, : G| — Z;, H; : {0, 1} — zZ.

- Construct a bilinear map e : G; X G; — G, and output e(P, P)“. Expose system parameters
PK = (P, Q,aP,bQ, e(P, P)") and retain the system master key MS K = (a, b).

e KeyGen: The algorithm is run by the TA. It chooses unique @, € Z, and selects r; € Z) related
to each attribute j € A from the attribute set A randomly. The secret key for the corresponding
vehicle is output by the TA.

D=b+p)P,D, =(BP+abQ),D, = aaP,
SK = (5.1)

Dj = BaP +r;H, (j),D; = r;P e
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e AnonGen: The TA chooses u; € Z; between the RSU and the vehicle and gives the vehicle a true
identity rid. The TA generates the vehicle’s shared secret u, and calculates the verification key
as vk = up @ rid. The verification table will store the (vk, u;). Then, the vehicle selects 0 € Z; at
random and outputs the anonymous identity aid = (z; = 6aP,z, = vk ® H,(u,0aP)), where the
vehicle maintains the anonymous key ak = 6.

e Encrypt: To begin, the vehicle utilizes a random symmetric key k € G,, to encrypt the message
m. The ciphertext can be represented by the notation C = § Ey(m) if the symmetric encryption
algorithm is S E. The access policy 7 is then uploaded to the RSU by the vehicle. The following
is a detailed description of the RSU Encrypt and Vehicle Encrypt processes:

- RSU Encrypt: The outsourced encryption is carried out by the RSU utilizing encryption
algorithm. The polynomials are picked in a top-down manner, beginning with the root node
R, in accordance with the provided access policy 7. The threshold is k, = d, + 1,Vx € 7, if
d, is the degree of g,. If x is the root node R, the algorithm selects s € Z; and sets gzr(0) = s.
When y is the child node of x, it sets g,(0) = g.(index(y)). We assume Y to be the set of leaf
nodes in 7. Then, the RSU returns a result CT" that is only partially encrypted as

CT =

T,C3" = saP,Cy = sbQ,
(5.2)
yey

Cy=q,(0)P,C,/ = q,(0) H, (att (y))

- Vehicle Encrypt: First, the vehicle judges whether ¢(C3',bQ) = e(C4,aP) and
e(Cy,Hl (attry)) = e(Cy’,P) are equal after receiving the partial ciphertext CT’. If the
two equations are satisfied, the vehicle runs the encryption algorithm and randomly selects
pE Z;. Then, calculate:

Ci = k- e(P,P)"
C, = paP

(5.3)
C3; =C5" +paP = (s + ¢)aP
Cy=Cy +¢bQ = (s+¢)bQ
And the vehicle outputs ciphertext CT,
C=SE(m),Cy,Cr,C5,Cy,
CT = (5.4)

{Cy =g, (0 P.C/ = q,(0) H, (art(y))}

yeT

e Sign: Under the current timestamp ¢, the vehicle inputs the anonymous identity aid and its
anonymous key ak, a ciphertext CT to calculate ¢ = H3(CT || z1 || z2 || 1), and the signature
6 = (6 + ¢)bQ of the ciphertext. Finally, the vehicle sends the ciphertext CT', signature 6, and
timestamp ¢ to the cloud server for storage.
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e Verify: To make sure that the vehicle is not attempting to distribute misleading information to
others, the RSU first checks the signature after getting the signature and ciphertext from CS. A
detailed description of the single verification and batch verification processes follows:

- Single Verification: The RSU runs the algorithm that calculates whether the timestamp
t is correct to withstand replaying attacks, checks vk @ H,(u1z;) = z, and calculates ¢ =
H; (CT || z1 || z2 || t) with the final encrypted message and signature. Verify the validity of
the signature by checking whether e (6, aP) = e (z; + caP, bQ) holds.

- Batch Verification: The batch verification algorithm can be used to simultaneously check
the final message, when the RSU receives different ciphertexts CTy, CT,, ..., CT,, and
signatures d1, 0, ..., 0,. Allow b to have a low value. First, a random vector v = {v{, v, - - - v,,}
is created with the small exponent test by the RSU, which is between 1 and 20 to ensure
the unforgeability of the signature. The RSU then calculates ¢; = H; (CT; || zi; || zip) and

e (Z vi0;, aP) =e (Z vizi1 + (X viciaP, bQ), if the received message is legal.
i=1 i=1 i=1

e RSU Decrypt: The vehicle user requests to access the [oV data stored in the cloud server. A € Z}
is selected , the outsourced key S K’ is calculated, and it is sent to the RSU by the vehicle. When
the vehicle attributes satisfy the access policy 7, the CS sends the ciphertext to the RSU, which
can help the vehicle decrypt the message, and then the final ciphertext is sent to the vehicle so
that the vehicle can decrypt it by itself.

D' = /lD,D]I = /lD],Dz, = /lDz,

SK' = (5.5

{EJ = ADJ, EJ, = ADj,}jEA
The RSU utilizes S K’ to execute the decryption algorithm after receiving CT. If z is all the
children nodes of x, DecryptNode (CT,S K’, z) is run by the RSU, and the output is stored as F7.
x is a input for DecryptNode (CT,S K’, x). If x is a leaf node, i = attr,. If i € A, we have

DecryptNode (CT,SK', x) = e(P, pP)¥aaxO = p (5.6)

Ifi ¢ A, DecryptNode (CT,SK’,x) = L is output. S, is referred to as a child node of order x
when F, # L. Let S, = index(z:z€ S,) and j = index (z). In the end, it calculates

Fo = T1FA0

€

= [T (e(P, Py'Baa:bisx© .
Z€x

= e(P, P)/lﬁaqx(O)
When every single attribute 7 on the attribute tree is fully satisfied, then
Fr = DecryptNode (CT,SK',R)
= e(P, Py (5.8)
= e(P, Py
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After that, the RSU calculates the following:

e(D/,C3) e(A(BP+abQ), (s +¢)aP)

e(D,,Cy) ~  e(laaP,(s +¢)bQ)

e (ABP, (s + @) aP) - e (AabQ, (s + @) aP) (5.9)
e (daaP, (s + ¢) bQ)

(P, p)/lﬁa(sw)

and 5
M = e
e(P, P)/lﬁa(sw)

:da?WWAWmaw+mm

(5.10)

6( P, P)/lmpb
As aresult, the RSU sends the partially decrypted ciphertext CT, = (C, C;, M) to the appropriate
vehicle if it satisfies all of the attribute requirements.

e Vehicle Decrypt: After running the decryption algorithm to decrypt the symmetric key k using
a random number A when it receives CT), the vehicle then uses the secret key S K to return the
decrypted symmetric key k.

k =Ci- (M)
1
a1
= k- e(P.PY™ - () (5.11)
=k

The vehicle then uses the encryption algorithm C = S E(m) to decrypt the plaintext corresponding
to the ciphertext after decrypting k and obtaining it.

6. Security analysis

In this section, we conduct a detailed security analysis of our scheme concerning the security re-
quirements.

6.1. Unforgeability

Theorem 1. Under the random oracle model, we prove that the scheme is unforgeable against
adaptive chosen message attacks, assuming that the CDHP problem is difficult.

Proof: We will design challenger C to solve the CDHP by using A, who is an adversary. A CDHP
challenge (P, xP,yP) for x,y € Z;, and P € G is taken by C. By carrying out the following steps, we
demonstrate how C uses A to calculate the presented CDHP example xyP.

h-Oracle: Assume that A is unable to determine how to use the the hash function % (-). C keeps
an initially empty list 4%’ to respond to & queries. When A queries C with a message (aid;, m;, t;), C
replies as follows: If the query (aid;, t;) already exists in a tuple (aid;, m;, t;, h;) on the h'*' | C returns
hi = h(m; || t; || zi1 || zin)- In the event that this does not occur, C selects a random number A; € Z,to
set h; = h(m; || t; || zi1 || zi2) and returns A; to A. The (aid;, m;, t;, b;) is added to the h'™.
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Sign Oracle: Even though C does not know the private key, it can nonetheless produce the signature
after receiving a signing query for the message m;. At random, it chooses r;,h; € Z, and z;, € G.
Then, the signature as S; € ;0 and z;; = r,P — h;Q is calculated. Checking the following example
shows whether {aid;, m;, S;,1;} is a valid signature: e (z;; + h(m; || t; || ziy || zi2) @, Q1) = e(S;, P). If
the (aid;, m;, t;, h;) already shows up in A%, C chooses another r;, h; € Z, and z;, € G, and keeps trying
once more. After that, C goes back to A with {aid;, m;, S}, t;}, and (aid;, m;, t;, h;) is stored in the A", All
of C’s signatures are identical to those collected by A’s legitimate vehicle and are therefore all illegible.

Output: By the Forking Lemma [28], after replaying A with the same random tape, C receives two
valid signatures {aid,-, m:,S;, t,-} and {aid,-, m;, S} ﬂ‘} within a polynomial time, where S, = (r; + xh;) Oy,

S = (r,- + xhl*) 0,. Then, C calculates (hi - h;‘)_l . (S,- - S;") = xyP. The final result from C is xyP,
which is the CDHP instance’s solution.

We demonstrate that C solves the specified instance of the CDHP to complete the proof, although
this goes against the notion that the CDHP is difficult. The implication is that an attacker cannot
deceive an RSU or a vehicle by forging its signature. It is possible to achieve message authentication,
integrity, and non-repudiation in this way.

6.2. Identity privacy preserving

We believe it would be difficult for an adversary to discover the true identity of the vehicle. The
proposed scheme generates an anonymous identity aid; = (z;1,2;2) for the vehicle based on its real
identity rid, where z;; = r;P and z;, = rid ® h (r;Q). An adversary is capable of computing »;Q or xz;,
if it is aware of the secret r; from z;; or the private key x from Q . The adversary can then determine rid
by performing the calculations rid = z;, ® h (r;Q) or rid = z;» ® h (xz;1). We counter that if the CDHP
is difficult, the vehicle’s anonymous identification cannot expose its true identify. Based on this, our
system ensures identity privacy-preserving, meaning that only the TA and the vehicle can determine its
true identify.

6.3. Confidentiality

The message m is encrypted using a symmetric encryption technique in this scheme, and after that,
the confidentiality of the message is equivalent to the confidentiality of a random symmetric key k.
From the encryption algorithm, the key for an adversary to break the security of this scheme is to
calculate (P, P)***, which is obviously difficult. Furthermore, even if the outsourced key sent by the
vehicle to the RSU is intercepted, it does not reveal any meaningful details about the random number A
used by the vehicle for decryption. In conclusion, neither the cloud server nor an unauthorized vehicle
nor a malicious third party can access the information contained in the ciphertext, and our scheme
guarantees the confidentiality of the message m.

7. Performance analysis

This section theoretically and numerically analyzes the the advantages and disadvantages of pro-
posed scheme by comparing the schemes of Kang et al. [20], Feng et al. [21] and Saidi et al. [22]. We
mainly consider the computational overhead of system initialization, key generation, encryption and

decryption. For ease of understanding, Table 2 outlines the symbols used in the theoretical analysis
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phase. The relationship between the symbol corresponding time overheadis T, > T, > T,, > T},.

Table 2. Notations.

Symbols Description

T, Time of pairing operation

T, Time of exponential operation
T, Time of multiplication operation
T, Time of hash operation

n Number of attributes

|G| Length of elements in group G,
|G5| Length of elements in group G,
|Z,| Length of elements in group Z,

7.1. Theoretical analysis

Table 3. Computation overhead.

Our scheme Kang et al. [20] Feng et al. [21] Saidi et al. [22]
Setup 2T+ T, + T, T,+2T.+T, Q+mT, +T, 3T, +T,
Keygen (2n+ 8)T,, + nT), 2T, + 4T, + T, B +nT, 2T, + (4 +2n)T,
EN-enc 6T, + nT, — —— AT, +2+7Tn)T, + T,
DO-enc 5T, +T,+T,+nT, 2T,+@&+n)T.+T, S+mT,+@+3mT,+T, 4T,+Q2+3nT,.+T,
EN-dec (n+ 1T, + 5T, D A +mT, +2T, + T, 4 +n)T,, +3nT, + 51T,
DU-dec T, @4 +n)T, +3nT,+5nT, T,+T, T,+T,+T,

Table 4. Communication overhead.

Our scheme Kang et al. [20] Feng et al. [21] Saidi et al. [22]
Setup  2|Gy[ +1Ga| + 2|Z,[  SIGi| +1Gal + |Z,] (1 +mIGil +1Gal + 2|Z,| 2G| + |Ga| + nlZ,|
Keygen (4 + 2n)|G| 3+ n)|G4| 3 + n)|Gy| (2 + 2n)|G4|
EN-enc 4|G4| _ —— (3 + 6n)|G1| + |G,
DO-enc (6 +2n)|G1| +|Ga| (1 +2n)|Gy| +|Gal + (1 +2n)|Z,| (B +3n)|G1| + G2l +1Z,| Q2+ 5n)|G1| + |G2| + |Z,]
EN-dec (2 +n)|G,| —— nGi| + (1 + 2n)|G,| (2 +5n)|G|
DU-dec  3|G,| + 3|G| G2| + nlZ,| 4Gl + 31G2| + 2I1Z,| 6lG>| + 51Z,|

Table 3 compares the computational costs of the proposed scheme to the schemes [20-22]. During
system initialization, the computational cost of [21] fluctuates as the number of attributes increases, re-
sulting in a higher computational overhead than other comparable schemes. Since the proposed scheme
does not require exponential operations with relatively high computational overhead, when the number
of user attributes is constant, the proposed scheme has the lowest computational overhead in the key
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generation phase compared to other schemes. The proposed scheme and [22] adopt outsourced encryp-
tion, outsourcing some encrypted computing to edge nodes, which reduces the computational burden
of users. Since [22] uses more exponential operations, the computational overhead of this scheme in
the encryption phase is lower. In the decryption phase, the proposed scheme, [21] and [22] outsourced
a large number of decryption operations to edge nodes, while [20] did not outsource decryption. After
partial decryption, the proposed scheme only performs multiplication operations, without pairing op-
erations and exponential operations with high computational overhead. By comparison, the proposed
scheme has the highest computational efficiency in the decryption phase.

The proposed scheme and alternative schemes are compared in Table 4 for communication over-
head. In the system initialization, the communication overhead of the proposed scheme is the least,
followed by [20], while [21] and [22] communication overheads all vary with the number of attributes.
In the encryption phase, the proposed scheme and [22] use outsourcing technology, and part of the
encryption is outsourced to edge nodes. By comparison, it can be seen that the users’ communication
overhead in this scheme is the lowest, followed by [20-22]. Suppose the communication overhead of
edge nodes is added together. The communication overhead of our scheme on the group is less than that
of [21]. Hence, the communication overhead of the scheme is minimal at this stage. In the decryption
stage, the proposed scheme, [21] and [22] outsource part of the decryption to the edge nodes, dra-
matically reducing the user’s computational burden. The storage burden of the vehicle is significantly
reduced by using outsourced decryption, which is exceptionally critical for resource-constrained vehi-
cle units in the IoV. Through comprehensive analysis, it can be concluded that the proposed scheme
uses outsourcing technology to the edge nodes, which significantly improves the algorithm’s efficiency
and is more consistent with the actual Internet of Vehicles.

7.2. Numerical analysis

To obtain the computation time of the operations mentioned above, we simulated our scheme on a
laptop’s Linux system with an AMD Ryzen 7 4800 H 2.9 GHz CPU processor and a memory size of 8
GB. The PBC library was used to implement all algorithms.
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= Our scheme ® Our scheme
1600 |- |—e— Kang[20] 700 - e Kang[20] v
1400 4 Feng[21] v 4 Feng[21] A .
> v Ahmed Saidi[22] ’Té‘ 600 F v Ahmed Saidi[22] v
£ N=2
= 1200 |
v Q A
g £ 500 | ° "
= 1000 |- A = v
g k=) =
2 800 1 ° 5 400 - A pe
2 z -
5} L ] 3
5 600 + - K300 4 v
L L]
-
400 | 200 L -
y ° - .
200 "
H of =
0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
10 20 30 40 50 60 70 8 90 100 110 10 20 30 40 50 60 70 8 90 100 110
Number of attributes Number of attributes
(a) Comparison of encryption time. (b) Comparison of decryption time.

Figure 4. Comparison of encryption and decryption time.

By varying the amount of attributes, we test the time variation of the encryption algorithm, decryp-
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tion algorithm and the entire algorithm in numerical simulations to demonstrate the effectiveness of
our scheme. To simulate, we select attribute values of 20, 40, 60, 80 and 100. To minimize the error
caused by the experimental environment factors, we ran the program 50 times and took the average
value as its experimental result.

The experimental results of the computational overhead of the proposed scheme, Kang et al. [20],
Feng et al. [21] and Saidi et al. [22] in the encryption stage and the decryption stage are shown in
Figure 4. Compared with [20-22], with the increase of the number of attributes, our scheme needs less
time to complete the whole encryption and decryption process and has higher computational efficiency.
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(a) Comparison of encryption time on the RSU. (b) Comparison of encryption time on the vehicle.

Figure 5. Comparison of encryption time on the RSU and the vehicle.
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Figure 6. Comparison of decryption time on the RSU and the vehicle.

The proposed scheme and [22] outsource part of the encryption operation to the edge node. Figure
5(a) represents the encryption time of the edge node, and Figure 5(b) represents the encryption time of
the data owner. From Figure 5, we can find that the proposed scheme has lower computational overhead
in both the outsourced encryption phase of the edge node and the outsourced decryption phase of the
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user, so our scheme has higher computational efficiency and lower latency.

In the decryption phase, the proposed scheme, [21] and [22] outsource part of the decryption oper-
ation to an edge node. Figure 6(a) shows that the scheme’s edge node decryption is more efficient than
the others. As shown in Figure 6(b), in the case of the same number of attributes, the user decryption
of the proposed scheme takes the least time and is more efficient.

Eventually, we compared the overall running time of the schemes with the increase in the number
of attributes, as shown in Figure 7. The proposed scheme is generally more efficient than [20-22].
Comprehensive analysis indicates that the scheme adopts outsourcing encryption and decryption, out-
sourcing some operations, which greatly improves the efficiency of the algorithm, reduces the com-
putational burden of users, and is more suitable for the Internet of Vehicles environment with more
resource-constrained devices.
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|}
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Number of attributes

Figure 7. Computational costs of the total algorithm.

8. Conclusions

To enable safe communication between vehicles and infrastructure, a message-sharing scheme
based on edge computing in the IoV is proposed. In the IoV, the selected location or specific type
of vehicle is determined during message transmission. The attribute-based ciphertext policy approach
introduced in this paper can provide message confidentiality and fine-grained access control. Addi-
tionally, due to the vehicular unit’s limited computing and storage capacity in the loV, we introduce
edge computing and construct a three-layer architecture of the “cloud-edge-device”, outsourcing some
operations in the encryption and decryption to the RSU. Furthermore, the computational cost of vehi-
cles is reduced and the computational efficiency of the scheme is improved dramatically. To protect
the privacy of vehicle identity, we adopt an anonymous identity-based signature technology, and a
trusted third party can trace the vehicle’s real identity. At the same time, the proposal supports batch
verification, reduces the computational burden of RSU verification messages and improves verification
efficiency. Theoretical analysis and numerical results demonstrate that the proposed scheme has better
advantages in computational efficiency than the existing schemes and is more suitable for practical loV.
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