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Abstract: QR code based visual encryption schemes are still relatively rare, and the existing schemes
are mainly implemented by averaging grayscale maps. They become distorted when recovering com-
plex secret images. In this paper, we propose a visual cryptography scheme based on QR codes. We
use two adaptive schemes to improve the distortion problem in secret image recovery. The algorithm
for generating the QR code shared matrix is improved, and the secret image can be restored quickly.
This scheme could ensure the uniform distribution of secret vectors. Meanwhile individual shared QR
codes would never reveal any secret information. The proposed algorithm reduces the space consumed
by the secret vector and the probability of falling prey to illegal attacks. Compared with other schemes,
the secret image recovered via the proposed method is clearer and the scheme is suitable for scenarios
in which the secret images are more complex, as it yields better security and practicality.
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1. Introduction

With the development of the Internet, one-dimensional barcodes have become rapidly popularized
in daily life, which has caused the speed of information collection and data processing to increase
rapidly. However, it can only hold a limited amount of information and does not have enough ca-
pacity to provide more descriptions of the attributes of the items. Therefore, the quick response code
(QR code) [1] was proposed; it can effectively solve the shortcomings of 1D codes, such as carrying
too little information and being unable to correct errors. However, the QR code data conversion en-
coding process is intrinsically public, which leads to its low practicality in areas with high security
requirements. How to use QR codes to hide secret information has become a very important topic.

Since visual cryptography [2] was formally proposed at the European Cryptography Annual Con-
ference in 1994, it has been widely studied and applied by a large number of scholars. Based on secret
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sharing and digital image technology, the application of secret sharing technology to visual cryptogra-
phy has become a new research hotspot.Visual cryptography is an encryption scheme for sharing secret
images, and it has the advantages of simplicity, security and stealth over traditional cryptography. The
encryption process is to share the image code and print the shared share on transparencies or store
it in the form of a digital matrix, whereas the decryption process is to superimpose the shared trans-
parencies or perform a heterogeneous operation on the digital matrix that is then observed it by human
visual systems. Visual cryptography is a lightweight recovery technology constructed based on human
visual characteristics, and it requires only simple superposition or an anomaly operation to achieve the
recovery of secret images without any other cryptography techniques.

Most schemes in the early days of visual cryptography development used binary images as car-
rier images to design sharing schemes. In the literature [3], a fully recoverable visual secret sharing
scheme is proposed. This scheme satisfies the condition that pixels do not expand. It achieves loss-
less reconstruction of secret images via linear addition operations. The study in [4] resulted in an
image secret sharing scheme with a threshold of (t, k, n), and the method entails the use of the secret
image to influence the selection of the sharing matrix. Unlike other schemes, t participants can only
decrypt low-quality secret image information, while k participants can recover accurate information.
A two-level threshold-based visual cryptography scheme has also been proposed in the literature [5].
The first-level threshold is used to distinguish low-frequency and high-frequency regions, and different
sharing methods have been adopted for different frequency regions. Low-frequency regions are shared
with solid color pixel blocks, and high-frequency regions are shared using the second-level threshold to
modulate the mapping relationship between the gray values of the secret image and the sharing matrix.
The scheme is based on two-level threshold processing, which enhances the details of secret image
recovery. Researchers [6] have also proposed an optimization scheme based on error diffusion, which
reduces the random patterns of the shared image and only encodes the black pixels of the secret image
to minimize the pixel expansion. A physically based visual secret sharing scheme has been proposed
in the literature [7]. This scheme only needs two parts of sharing, requires no arbitrary pixel expansion
and the recovered pixels have well-defined colors and good resolution. In the literature [8], for the
first time, Tuyls et al. introduced the concept of XOR visual cryptography (i.e., an XOR-based vi-
sual cryptography scheme (XVCS)). This scheme gives a new direction for the development of visual
cryptography. The visual cryptography sharing scheme in which the secret information can be fully
recovered is introduced in the paper, and the pixel expansion of this scheme is 1. The main advantage
of the XVCS is that the XOR operation is extremely easy in secret recovery. XVCSs have received
much attention from many experts and scholars.

1.1. Related work

With the maturity of QR code application technology, more scholars increasingly combine QR code
and visual cryptography technology. Nowadays, the secret sharing scheme based on QR codes has
become a hotspot of visual cryptography research. In [9], the QR code is used as a carrier image for the
secret image. Part of the pixels can be adjusted to make the shared image present the image information
of the QR code. Secret sharing units were designed in [10], mainly by using machine vision recognition
features. The size of the secret unit is composed of 2 × 2 modules, and the secret information of the
carrier module can be determined by calculating the ratio of black and white pixels. However, the
applicability of the shared QR code generated via this scheme is limited, and the pixel expansion is too
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large, which reduces the recognition accuracy of the QR code. To solve the above problems, a secret
sharing based algorithm is proposed in the literature [11]; it combines the error correction mechanism
of QR codes reasonably with the secret sharing scheme. It improved upon the recognition efficiency
of QR codes, but the payload of the secret information is limited. The study in [12] yielded an XVCS
wherein the pixels are divided in the first step. Then the mapping relationship between the gray values
and the division levels is established. A matrix set corresponding to a series of templates is generated
according to the generation algorithm for the sharing matrix. Finally, the corresponding sharing matrix
is selected by the gray value of the secret image to fill and update the individual shared QR codes.
And it is ensured that each shared image itself cannot extract any information. Only by performing
XOR operations on all shared images can the secret image be directly obtained. The scheme is very
convenient in terms of recovering the secret information without computer calculation. And it satisfies
the conditions of non-expanding pixels; however, the secret image will be distorted with this scheme.
When the secret image is too bright or too dark, the mapping scheme for the average gray value cannot
restore the secret image. Through continuous development, the QR code can also be graded [13–17]
to make the secret payload larger.

1.2. Our contribution

This paper introduces an adaptive visual cryptography scheme based on QR codes, and our contri-
butions are as follows:

• Our scheme considers the self-features of the secret image when establishing the mapping be-
tween the gray level and the series of templates. In this work, two methods of adaptive secret im-
age enhancement and adaptive secret image grayscale mapping were used to design the scheme.
The scheme is suitable for more complex scenes, such as scenes in which the secret image can be
quickly recovered when the secret image is too dark or too bright.

• This paper introduces a new vector construction method to make “1” evenly distributed. The
scheme guarantees the randomness of the vector values, that is, the probability of taking any
value is the same. It solves the space consumption and security problems of vectors.

• We demonstrate the safety and effectiveness of the proposed scheme. We also verify the strong
performance of the scheme in real experiments compared to other schemes in the literature.

1.3. Organization

The rest of the paper is organized as follows. In Section 2, we present the main contents of the
scheme. Section 3 mainly proves the effectiveness of the scheme in terms of its comparability and
security; In Section 4, we gives the experimental results. In Section 5, we give the performance analysis
for our scheme. Section 6 gives the summary.

2. Our construction

The visual cryptography sharing scheme, which is a lightweight secret recovery scheme designed
according to the visual properties of the human body. The scheme is mainly for secret sharing and
secret recovery, making it slightly different from traditional cryptography schemes. It is not equivalent
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to traditional encryption algorithms or decryption algorithms. In this section, we present the main
contents of the scheme, which consists of four main algorithms. It includes an algorithm for mapping
grayscale values to templates, an algorithm for generating a set of shared matrices, a secret sharing
algorithm and a secret recovery algorithm.

2.1. Algorithm for mapping grayscale values to templates

We can divide the gray values by intervals to produce different mappings, which allows us to sim-
plify the secret image to get its characteristic image. In the establishment of the mapping relationship
between the image gray level and the series template, the self-characteristics of the secret image should
be considered. The closer the mapping relationship to the image, the higher the similarity between the
obtained features and the original image. In this paper, two methods will be demonstrated for the con-
struction. The first method is to enhance the input secret image and then divide the gray level into five
gray-level intervals. The second method is the adaptive gray-scale partition of the secret image, which
makes the number of pixels in the partition as equal as possible according to the characteristics of the
image itself. Then divide the five gray-level intervals according to the principle of equal probability as
much as possible.

2.1.1. Scheme I: Adaptive secret image mapping

In the visual cryptography scheme, if the secret image is too dark or too bright, it is not accurate
enough in the interval division of gray mapping; this leads to distortion of the recovered secret im-
age. We can perform adaptive partitioning of the secret image so as to establish an effective mapping
relationship and prevent distortion when recovering the secret image.

Based on the above analysis, our partitioning process for the adaptive secret image was developed
as is shown in Figure 1.

The specific steps of the adaptive secret image mapping process are as follows: (The scheme
grayscale mapping designed in this work has five levels.)

Step 1: Input the secret image, generate the histogram of the secret image, H(Xk) as the number of
pixels under the gray level Xk for the total pixel value Count for the secret image.

Step 2: Generate a cumulative histogram for the secret image based on the histogram W(Xk) as the

cumulative probability of the gray level Xk such that W(Xk) =

max∑
k=min

H(Xk)

Count
and Xmin and Xmax is the gray

minimum and gray maximum of the secret image, respectively.
Step 3: Order m = 1.

Step 4: Find Xk satisfying Min
∣∣∣∣∣Count

5
× m −W(Xk)

∣∣∣∣∣ and store them in the array b[m] = Xk.

Step 5: Order m = m + 1 and continue the execution of Step 4; when, m > 5 execute Step 6.
Step 6: Output the array b with the interval divided into (min, b[1]), (b[1], b[2]), · · · , (b[4],max)
Example 1 is given below to further illustrate Scheme I.
Example 1: The shared secret image is an image with overall darker grayscale values, as shown in

Figure 2.
The overall grayscale of the secret image is low, so we need to use the adaptive secret image map-

ping algorithm, as shown in Figure 2. First calculate the histogram, and then generate the cumulative
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Figure 1. Flowchart of adaptive partitioning process for secret images.

(a) (b) (c)

Figure 2. Test diagrams and results for Example 1: (a) secret image; (b) histogram; (c)
cumulative histogram.

histogram; finally, use it to get the endpoints of the interval division to get the grayscale mapping table
of the secret image, as shown in Table 1.

2.1.2. Scheme II: Adaptive secret image enhancement

Image enhancement is a hot research topic in image processing, which is mainly purposed to im-
prove the visual effects of images. Such effects include increasing the contrast, improving the bright-
ness, enhancing the clarity, enriching the details, etc. In the visual cryptography scheme, if the secret
image is too dark or too bright, it is not accurate enough in the interval division of the gray-scale
mapping, which leads to distortion of the recovered secret image. So, we need to process the secret
image at first, and the commonly used image enhancement method is the histogram equalization algo-
rithm. However, the traditional histogram equalization method will introduce visual degradation while
enhancing the image, such as over-enhancement and halos in some regions.

Through [18], we know that the following three characteristics should be maintained in the image
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Table 1. Mapping table for Example 1.

Grayscale level Grayscale value interval
5 [0,4]
4 (4,19]
3 (19,21]
2 (21,23]
1 (23,255]

enhancement process to make the image truly processed: (i) the average value of the enhanced image
should be consistent with that before enhancement as much as possible; (ii) after enhancement, the
contrast of the image needs to be enhanced, that is, the grayscale standard deviation of the output
image needs to be as large as possible; (iii) in the process of image enhancement, it is necessary to
ensure that details are not lost, that is, details with low probability density need special treatment to
prevent them from being merged.

In summary, our enhancement process for the secret image is shown in Figure 3.

Figure 3. Flow-chart for secret image enhancement.

The specific steps of adaptive covert image enhancement are as follows:
Step 1: Input the secret image and calculate the grayscale mean XAver of the image; use the result

to divide the secret image into two sub-images, where the grayscale range of the image is partitioned
as in the following equation:

X =

{
XL = {X(i, j) |X(i, j) < XAver }

XR = {X(i, j) |X(i, j) > XAver }
(2.1)

Step 2: Adaptively expand the sub-region to find an optimal segmentation point, XBest, so that the
pixel density of the two sub-regions after the dynamic mapping process is as uniform as possible. XBest

satisfies Eq (2.2):

CountL

XBest − 0
=

CountR

255 − XBest
⇔ XBest =

255 ×CountL

CountL + CountR
(2.2)

where CountL, CountR is the number of pixels in the left and right sub-regions.
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Then the two new sub-regions are those described in Eq (2.3):

X =

{
X̃L = [0, XBest)
X̃R = [XBest, 255]

(2.3)

The grayscale values of all of the pixels in the secret image are also changed, and the mapping
relationship is described by Eq (2.4):

X̃(i, j) =


X(i, j) − XMin

XAver − XMin
× XBest, X(i, j) ∈ X̃L

XBest +
X(i, j) − XAver

XMax − XAver
× (255 − XBest), X(i, j) ∈ X̃R

(2.4)

where X̃(i, j) is the grayscale value of the image in the position (i, j) and the minimum and maximum
grayscale values of the secret image are respectively XMin and XMax . The grayscale range of the new
secret image at this point is [0, 255].

Step 3: Find the best cut point at PL and PR to the new left and right sub-regions, respectively. The
clipped sub-region does not have the phenomenon of large pixel density in the sub-region. The best
cut point (PL, PR) satisfies Eq (2.5):

PL =
CountL

XBest − 0
andPR =

CountR

255 − XBest
(2.5)

Then the new two sub-region shear conditions are as presented in Eq (2.6):

H̃L(Xk) =

{
H(Xk),H(Xk) ≤ PL

PL,H(Xk) > PL
(2.6)

H̃R(Xk) =

{
H(Xk),H(Xk) ≤ PR

PR,H(Xk) > PR

where Xk is the gray level, the left sub-region satisfies 0 ≤ Xk < XBest, the right sub-region satisfies
XBest ≤ Xk ≤ 255, H(Xk) is the number of pixels under the gray level H(Xk) and H̃L(Xk) and H̃R(Xk)
respectively denote the numbers of pixels under the gray level Xk for the left and right sub-regions after
clipping.

Step 4: Perform histogram equalization on the new left and right sub-regions respectively to get the
new left and right sub-regions X′L and X′R. The histogram after secret image enhancement at this point
is X′ = X′L ∪ X′R.

Step 5: Normalize X′; the normalization of the whole histogram is achieved by calculating the
translation factor. At this point, the normalized histogram X̂ satisfies Eq (2.7):

X̂(i, j) =
XAver

X′Aver
× X(i, j) (2.7)

where X̂(i, j) denotes the gray values at the locations (i, j) of the original secret image; X′Aver denotes
the mean gray values of the histogram after the equalization process.

Step 6: Average the grayscale range to obtain the mapping relationship between grayscale levels
and grayscale intervals as shown in Table 2.
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Table 2. Mapping table for Scheme II.

Grayscale level Grayscale value interval
5 [0,51]
4 (51,102]
3 (102,153]
2 (153,204]
1 (204,255]

In summary, we can know that Step 1 improves the stability of the image grayscale mean. Too much
partitioning will prevent contrast enhancement, and no partition will affect the grayscale mean value.
So we need to determine the number of partitions according to the mean; Step 2 can achieve a better
image enhancement effect. Due to the large pixel density of some intervals, the image enhancement
effect cannot be guaranteed if the traditional histogram equalization method is directly used. We need
to reallocate the interval positions and adjust the grayscale mapping range of the sub-regions; Step
3 makes the grayscale mean more stable after image enhancement. It prevents the pixel points from
being too concentrated in a small interval, which leads to over-enhancement. When a small probability
of gray levels are merged, more details are lost and the histograms of the left and right sub-regions need
to be cut. Step 4 is the image enhancement, and the ideal state is that the pixels are evenly distributed
on each gray level. Step 5 makes the processed grayscale mean stable. The histogram is shifted to
make the gray level stable.

Example 2 is given below to further illustrate Scheme II.
Example 2: The shared secret image is an image with overall brighter grayscale values as shown

in Figure 4.

(a) (b) (c) (d)

Figure 4. Test diagrams and results for Example 2: (a) original secret image; (b) original
histogram; (c) secret image after processing; (d) histogram after processing.

The overall grayscale value of the secret image is high, so the direct equalization interval for map-
ping will be severely distorted. We need to enhance the secret image by using the algorithm of Scheme
I. As shown in Figure 4, we can find that the peak of the enhanced secret image is reduced and more
equalized, making the contour and contrast of the image more obvious. Next, using the enhanced
image for mapping, we can get the mapping table as shown in Table 3.

2.2. Algorithm for generating the set of shared matrices

From the information storage structure of the QR code, it is clear that the binary information storage
structure a × a(a ≥ 3) is used to replace one pixel of information in the QR code. The intermediate
pixels in the information storage structure are controlled without changing the QR code coding and
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Table 3. Mapping table for Example 2.

Grayscale level Grayscale value interval
5 [0,51]
4 (51,102]
3 (102,153]
2 (153,204]
1 (204,255]

decoding rules. The new QR code obtained via the visual sharing scheme can still be extracted and
read by the decoding tool of the QR code, and this structure is called a modular recognition unit.

In this work, a modular cell 3 × 3 was used; the central area aligned with the carrier QR code. The
remaining eight pixels store secret information sequentially in the order of top to bottom and left to
right. That is, the surrounding eight pixels are a set of row vectors in the sharing matrix M. From this,
we can see that the size of the sharing matrix is n × 8, where n is the number of shared QR codes.

The sharing matrix designed in the scheme plays the role of a key in the visual cryptography sharing
scheme, and the corresponding sharing matrix will be selected to fill the shared copies according to the
size of the pixel values.

The sharing matrix generation algorithm is as follows: (The scheme grayscale mapping designed in
this paper have five levels.)

Step 1: Order i = 1; at this point, j = 0.
Step 2: Set j as an 8-bit binary number equal to s.
Step 3: Generate n − 1 random 8-element vectors, ri(i = 1, 2, . . . n − 1), and satisfy H(ri) = 4.
Step 4: Calculate rn = r1⊕ r2⊕ · · · ⊕ rn−1⊕ s; if H(rn) = 4, then let M = [r1, r2, · · · , rn−1, rn]T , where

g = i and M ∈ Mg.
Step 5: Repeat Steps 3 and 4 until all cases of n − 1 random 8-element vectors ri(i = 1, 2, . . . n − 1)

are traversed.
Step 6: Perform a random permutation about the columns of s, repeat Steps 3 and 5 until all

permutations are traversed.
Step 7: Make i = i + 1 and j = 3 × 4i−2+ j; if i ≤ 5 jump to Step 2; otherwise execute Step 8.
Step 8: Output Mg(g = 1, 2, . . . , 5).
We use the secret vector to calculate and generate the corresponding sharing matrix. The secret

vector then makes different gray values correspond to different sharing matrices so that the contrast is
enhanced and the recovered secret image is clearer.

Among the eight pixels added again, at that time, we cannot tell whether it is black or white when
H(ri) = 4 , which confirms that a single shared copy of the QR code is unable to get any information
of the secret image and ensures the security of the secret image. This is the reason why we choose 4 as
the distance to be satisfied.

2.3. Secret sharing algorithm

For secret sharing, each pixel point in the secret image needs to be scanned. The corresponding
sharing matrix is selected to fill the shared QR codes according to the size of the pixel value. The
sharing matrix mainly depends on the grayscale mapping relationship established in Section 2.1. When
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recovering the image, the binary vector of the corresponding position of the shared QR code is the row
vector of the matrix. Two schemes are introduced in this paper, and the secret sharing algorithms for
each of the two schemes are described next.

2.3.1. Steps of secret sharing for Scheme I

Step 1: Input n carrier QR codes C1,C2, · · · ,Cn of size q × q and a secret image S of size 3q × 3q.
Step 2: Expand C1,C2, · · · ,Cn by three times to get n shared QR codes A1, A2, · · · , An, satisfying

Eq (2.8):


At(3i − 2, 3 j − 2) At(3i − 2, 3 j − 1) At(3i − 2, 3 j)
At(3i − 1, 3 j − 2) At(3i − 1, 3 j − 1) At(3i − 1, 3 j)

At(3i, 3 j − 2) At(3i, 3 j − 1) At(3i, 3 j)

 =


Ct(i, j) Ct(i, j) Ct(i, j)
Ct(i, j) Ct(i, j) Ct(i, j)
Ct(i, j) Ct(i, j) Ct(i, j)

 (2.8)

where (i, j) is the ith row and jth column of the carrier QR code that satisfies 1 ≤ i ≤ q, 1 ≤ j ≤ q; t is
the number of the shared QR codes that satisfies 1 ≤ t ≤ n.

Step 3: Partition both the secret image and the shared QR code into 3 × 3 pixel blocks. After
processing, they all have q × q blocks. Each pixel block of the secret image corresponds to n shared
QR codes.

Step 4: Order i = 1, j = 1.
Step 5: Calculate the grayscale mean value of the pixel blocks in the secret image according to Eq

(2.9):

Gaverage =

3i∑
m=3i−2

3 j∑
n=3 j−2

S (m, n)

9
(2.9)

Step 6: Determine the set of Mg according to Gaverage , g is the rank in the mapping table; different
secret images have different gray mapping relationships, and the corresponding ranks will change.

Step 7: Randomly select a matrix M in the set of Mg and assign n vectors in the matrix to n shared
QR codes such that


At(3i − 2, 3 j − 2) At(3i − 2, 3 j − 1) At(3i − 2, 3 j)
At(3i − 1, 3 j − 2) At(3i − 1, 3 j − 1) At(3i − 1, 3 j)

At(3i, 3 j − 2) At(3i, 3 j − 1) At(3i, 3 j)

 =


M(t, 1) M(t, 2) M(t, 3)
M(t, 4) Ct(i, j) M(t, 5)
M(t, 6) M(t, 7) M(t, 8)

 (2.10)

where t is the number of shared QR codes that satisfy 1 ≤ t ≤ n.
Step 8: Order j = j + 1; if j ≤ q, then jump to Step 5; otherwise, execute Step 9.
Step 9: Order i = i + 1; if i ≤ q, then jump to Step 5; otherwise, execute Step 10.
Step 10: Output the updated n new shared QR codes of size 3q × 3q.

2.3.2. Steps of secret sharing for Scheme II

Steps 1–5: Follow the same steps of Scheme I. The grayscale mapping relationship of the two
schemes is different, so the differences from Scheme I start at Step 6.

Mathematical Biosciences and Engineering Volume 19, Issue 12, 12160–12179.
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Step 6: Determine the set of sharing matrices Mg corresponding to the pixel blocks based on

Gaverage, g = 6 −
⌈
Gaverage

51

⌉
. If C1(i, j) ⊕C2(i, j) ⊕ · · · ⊕Cn(i, j) = 1, order g = g − 1.

Steps 7–10: Follow the same steps of Scheme I. Finally, output the updated n new shared QR codes
of size 3q × 3q.

According to the secret sharing algorithm, n shared QR codes with the same specification as the
carrier QR code is generated. This is achieved by keeping the center area consistent with the carrier
QR code and storing the secret level information in the order of the remaining eight pixels from top to
bottom and left to right. This does not change the coding and decoding rules of the original QR code,
as the public information on the original carrier QR code can be read out from the shared QR code by
using standard QR code decoding tools.

2.4. Secret recovery algorithm

For secret recovery, the secret image can be recovered directly by using the visual characteristics of
the human eye to perform the XOR operations for n shared QR codes. Since the Hamming distance
of each shared QR codes is 4, the condition that a single set of shared QR codes cannot recover the
secret image is satisfied. The direct decryption method for XOR operations is a lightweight decryption
method that does not require computer involvement in computing, which greatly reduces the workload.
And in the decryption process, the recovered image size is q × q, so only 3q × 3q times the position
dissimilarity is needed to recover the secret image.

3. Proof of theorems

Theorem 1. Information about the secret image cannot be inferred from less than n shared QR codes.
Proof: The shared QR code is used for secret construction and secret recovery, so the security of shared
QR codes determines the security of the whole system.

In the construction of the sharing matrix, at first, n− 1 vectors are created, i.e., ri(i = 1, 2, . . . n− 1),
and they have eight elements that are randomly generated and satisfy H(ri) = 4. Then, we should
compute rn by rn = r1 ⊕ r2 ⊕ · · · ⊕ rn−1 ⊕ s such that it satisfies H(rn) = 4. At this point, a sharing matrix
about s is generated M = [r1, r2, · · · , rn−1, rn]T . Therefore, a single shared QR code is unable to get any
information about the secret image.

In recovery, the p shared QR codes performing XOR operations are equivalent to the p row vectors
to obtain vector ξ. Then the remaining n − p rows of vectors are subjected to the same operation to
obtain vector ζ. The probability that vectors ξ and ζ belong to the set Mg of sharing matrices is the
same, that is,

P(ξ ∈ Mg) = P(ζ ∈ Mg) (3.1)

In the schemes of this paper, the construction of the shared QR code is only related to the surround-
ing eight neighboring pixels. The pixels depend on the vector of the sharing matrix, so the security of
the schemes introduced in this paper depend on the interrelationship between n vectors in the sharing
matrix.

Therefore, the gray value range of the image cannot be judged; so, when there are less than n shared
QR codes, the information of the secret image cannot be inferred.
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Theorem 2. All vectors s find the vector rn = r1 ⊕ r2 ⊕ · · · ⊕ rn−1 ⊕ s and satisfy H(rn) = 4, and there
exists a corresponding set Mg of sharing matrices for each gray level.
Proof: In the scheme, n(n ≥ 2) is the number of shared QR codes, and we can prove the truth of the
theorem by using the converse method. We assume that an arbitrary rn vector satisfies H(rn) , 4, i.e.,
rn = r1 ⊕ r2 ⊕ · · · ⊕ rn−1 ⊕ s.

H(rn) , 4
⇔ H(r1 ⊕ r2 ⊕ · · · ⊕ rn−1 ⊕ s) , 4
⇔ H(r1) + H(r2) + · · · + H(rn−1) + H(s) − 2k , 4
⇔ H(r1) + H(r2) + · · · + H(rn−1) + even − even , 4
⇔ H(r1) + H(r2) + · · · + H(rn−1) + even , 4
⇔ 4 × (n − 1) + even , 4
⇔ even , even

(3.2)

By analysis, we find that the scheme is even number. When there are an odd number of 1’s for the
position component, the result of the XOR operation is “1”, and when there are an even number of
1’s, the result of the XOR operation is “0”. That is, the number of 1’s is the total number of 1’s in all
vectors minus 2k, where k is the number of times to eliminate “1”.

This is contradictory to natural common sense, so the hypothesis is not valid.
Theorem 3. When the image is recovered, the n shared QR codes are subjected to an XOR operation
and the gray level of the secret image at that location is directly obtained.
Proof: For the secret sharing algorithm described in Section 2.3, we can determine the corresponding
set of sharing matrices based on the gray mean values. In the case of the secret recovery described in
Section 2.4, n shared QR codes are subjected to an XOR operation and the locus of the QR code affects
the grayscale value of the heterogeneous operation result. If C1(i, j) ⊕ C2(i, j) ⊕ · · · ⊕ Cn(i, j) is white,
the value of g is not changed. If it is black, we make g = g − 1.The Hamming weight after the XOR
operation is still the value obtained by the surrounding eight pixel points.

According to Section 2.2, this paper is divided into five levels. If i = 1, then j = 0 and, at this point,
s = 00000000. We know that rn = r1 ⊕ r2 ⊕ · · · ⊕ rn−1 ⊕ s; therefore, s = r1 ⊕ r2 ⊕ · · · ⊕ rn−1 ⊕ rn. We
can get H(s) = 0 from s = 00000000. If i = 2, then j = 3 and, at this point, s = 00000011. We can get
H(s) = 2 if i = 3; then, j = 15 and, at this point, s = 00001111. We can get H(s) = 4 if i = 4; then,
j = 63 and, at this point, s = 00111111. We can get H(s) = 6 if i = 5; then, j = 255 and, at this point,
s = 11111111. We can get H(s) = 8.
That is,

H(s) =



0 i f i = 1 and j = 0 and s = 00000000
2 i f i = 2 and j = 3 and s = 00000011
4 i f i = 3 and j = 15 and s = 00001111
6 i f i = 4 and j = 63 and s = 00111111
8 i f i = 5 and j = 255 and s = 11111111

(3.3)

The five classes proposed in this paper exhibit a trend of grayscale transformation, which mainly
originates from the Hamming distance after XOR operation. The gray transformation trend of each of
the five grades proposed in this paper is mainly the change in Hamming distance; this allowed us to
perform a comparison of different gray levels.
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4. Experiment

This section will be divided into four parts to illustrate the effectiveness of the schemes. It contains
the experimental results, presents an analytical comparison with other related schemes and provides
verification of the homogeneity and robustness of the proposed schemes.

In this section, the grayscale mapping relationship already established in Examples 1 and 2 of
Section 2.1 is used as an example to verify the effectiveness of the proposed schemes. Figure 5 shows
the relevant test QR codes and secret images used for the experiments.

(a) (b)

(c) (d) (e) (f) (g) (h)

Figure 5. Experiment-related test plots: (a,b) secret images for Experiments 1 and 2; (c–e)
carrier QR code image; (f–h) QR code decoding information.

From the secret sharing algorithm described in Section 2.3, we can use the carrier QR code image
of size q × q shown in Figure 5 to generate a new shared QR code of size 3q × 3q, as shown in Figure
6, to verify the readability of the shared QR code.

The secret image recovered uses n shared QR codes to perform XOR operations. This involves
performing XOR operations with the shared QR codes given as (a)–(c) in Figure 6 to recover m as
shown in Figure 6. Similarly, we performed XOR operations with the shared QR codes given as (g)–(i)
in Figure 6 to recover n in Figure 6.

The experimental results in Figure 6 show that Scheme I allows the shared QR codes to be read
accurately. The secret image can be obtained when all of the shared QR codes undergo XOR operations
and less than n shared QR codes cannot obtain any secret information.

The experimental results in Figure 7 show that Scheme II also allows the shared QR codes to be
read accurately.

5. Performance analysis

5.1. Result comparison

In most visual cryptography schemes, the grayscale images are often converted to binary images
through the use of halftone techniques, and then the traditional VCS techniques are used for secret
sharing. Figure 8 presents a comparison with the traditional scheme [12]. When the grayscale distribu-
tion of the secret image is uniform, the recovered effect is very similar. However, when the grayscale
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(a) (b) (c) (d) (e) (f)

(g) (h) (i) (j) (k) (l)

(m) (n)

Figure 6. Resulting plots for Scheme I: (a–c) shared QR codes for Experiment 1; (d–f) shared
QR code decoding information for Experiment 1; (g–i) shared QR codes for Experiment
2; (j–l) shared QR code decoding information for Experiment 2; (m,n) secret recovery for
Experiments 1 and 2.

values of the secret image are concentrated in too dark or too bright areas, the recovered image from
the conventional scheme will be distorted; thus, ours is better.

Both Schemes I and II strengthen the outline of the secret image. Scheme I mainly performs a series
of enhancement operations on the secret image to increase the contrast. Scheme II mainly divides the
interval according to the number of pixels, and the obtained grayscale map will be more in line with
the characteristics of the secret image itself.

A qualitative analysis of the image recovery effect is summarized in Table 4; it can be seen that the
image recovered by the conventional scheme will be distorted, and that the secret images recovered by
using the proposed schemes have a better recovery effect. In Figure 8, a and d are the recovery effects
of the traditional scheme for Experiments 1 and 2, b and e are the recovery effects of the proposed
Scheme I for Experiments 1 and 2 and c and f are the recovery effects of the proposed Scheme II for
Experiments 1 and 2.

Table 4. Similarity comparison.

Experiment 1 Experiment 2
Traditional Scheme Scheme I Scheme II Traditional Scheme Scheme I Scheme II

AHA 0.48 0.62 0.77 0.67 0.77 0.74
DHA 0.47 0.55 0.59 0.51 0.56 0.53
PHA 0.51 0.61 0.72 0.68 0.74 0.75
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(a) (b) (c) (d) (e) (f)

(g) (h) (i) (j) (k) (l)

(m) (n)

Figure 7. Resulting plots for Scheme II: (a–c) shared QR codes for Experiment 1; (d–f)
shared QR code decoding information for Experiment 1; (g–i) shared QR codes for Experi-
ment 2; (j–l) shared QR code decoding information for Experiment 2; (m,n) secret recovery
for Experiments 1 and 2.

AHA is the average hash algorithm similarity. First find the gray average of the image. The pixel is
binarized according to the average value. If it is larger than the average value, it is set to 1, and if it is
smaller than the average value, it is set to 0. Every 8 bits is a hexadecimal value, which is converted
to a string, and the corresponding hash value is generated; DHA is the difference hash algorithm
similarity. First, the difference of gray image is calculated. The positive number is set as 1, and the
negative number is set as 0. Every 8 bits is a hexadecimal value, which is converted to a string, and the
corresponding hash value is generated; PHA is the perceptual hash algorithm similarity. Firstly, the
gray image is subjected to discrete cosine transform (DCT), and the low frequency component is taken
to calculate its average value.The pixel is binarized according to the average value. If it is larger than
the average value, it is set to 1, and if it is smaller than the average value, it is set to 0. Every 8 bits is a
hexadecimal value, which is converted to a string, and the corresponding hash value is generated.

In this paper, we present the above algorithm to compare the original image to the recovered image
and hash value, where the same is represented as 1, a difference is represented as 0 and the number of
same values relative to the total is the similarity. Through Table 4, we can find that the Schemes I and
II proposed in this paper are better than the traditional algorithm in terms of this similarity algorithm,
and that they have better practicality.

5.2. Security analysis

From the process of sharing matrix set generation, we can see that the vector s is a binary encoding
of j. However, in the traditional scheme, the valid bits of the vector s are only the last four bits. The
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(a) (b) (c) (d) (e) (f)

Figure 8. Comparison of experimental effects of programs: (a–c) traditional scheme and
Schemes I and II results for Experiment 1; (d–f) traditional scheme and Schemes I and II
results for Experiment 2.

distribution of “1” in vector rn is not uniform, which not only means space consumption, but it also
makes rn vulnerable to illegal attacks.

The new construction method proposed in this paper makes the “1” as uniformly distributed as
possible. Since the vector s will directly affect the value of rn in the sharing matrix, the uniformity of
the vector in each scheme depends on the distribution of the vector s. Figure 9 shows the frequency
distribution of the vector s.

Figure 9. Frequency distribution of the vector s.

The blue and red lines respectively represent the traditional scheme probability and ours and “+”
represents the distribution probability of the vector s in the ideal state of the vector. From the figure,
we can know that the vector s from each of our schemes is fully consistent with the distribution in the
ideal state. Our schemes make the vectors s and rn more secure.

5.3. Robustness verification

In practical applications, shared QR codes are subject to various kinds of interference during trans-
mission and storage. In this study, we verified the robustness of three common interference methods.
Two schemes have been proposed in this paper; they process secret images differently, but the algo-
rithms for embedding QR codes are the same. Therefore, the following three verification methods were
verified only for Scheme I.

1) Regarding image storage, it is usually used to reduce the storage space of the shared QR codes.
To test that the scheme is still effective after image compression, we constructed Figure 10 to show the
test results for 10, 30 and 50% with lossy compression of the images.

The results show that the QR codes with impaired quality are still readable, and that the secret image
can still be recovered after performing XOR operations.
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(a) t (b) (c) (d) (e) (f)

(g) (h) (i)

Figure 10. Compression test results: (a–c) shared QR code, decoding information and secret
recovery at a 10% compression ratio, respectively; (d–f) respective results at a 30% compres-
sion ratio; (g–i) respective results at a 50% compression ratio.

(a) (b) (c) (d) (e) (f)

(g) (h) (i)

Figure 11. Results of Gaussion noise addition tests: (a–c) shared QR code, decoding infor-
mation and secret recovery at µ = 0 and δ2 = 0.1; (d–f) respective results at µ = 0 and δ2 = 1;
(g–i) respective results at a µ = 0 and δ2 = 10; (j–l) respective results at a µ = 0 and δ2 = 10.

2) During the transmission of the image, the shared QR code may face interference from noise or
unintentionally lose some pixel information. To test the resistance of our scheme to noise interference,
we used the Python platform to add Gaussian noise to the shared QR codes. As can be seen in Figure
11, the results show that, when the Gaussian noise intensity is within a certain range, the shared QR
code can be read and the secret image can be recovered. However, when the variance of the Gaussian
noise is large, neither the shared QR code nor the secret image can be recovered.

Adding channel transmission attacks, such as multiplicative noise and salt-and-pepper noise, can
also lead to recovery of the secret image, as shown in Figure 12.

3) When the mobile device scans the shared QR code during the image scanning process, its angle
may change arbitrarily. In this study, we applied 45° rotation tests to the shared image using Adobe
Photoshop. Figure 13 shows that the rotated shared QR code can still be read, and that the secret image
information can be recovered.
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(a) (b) (c) (d) (e) (f)

Figure 12. Results of noise addition tests: (a–c) shared QR code, decoding information and
secret recovery under the condition of added multiplicative noise; (d–f) under the condition
of added salt-and-pepper noise.

(a) (b) (c)

Figure 13. Rotation test results: (a–c) shared QR code, decoding information and secret
recovery at 45° rotation.

6. Conclusions

This paper introduced an adaptive visual cryptography method based on QR codes. We consider
the secret image’s own characteristics and use two schemes to adjust the secret image adaptively. The
recovered image is distorted even when the grayscale value of the secret image is too dark or too
bright. This method is suitable for the scenarios in which there is a more complicated secret image;
additionally, it offers good security and practicality. The secret image can be recovered quickly. In
addition, the generation algorithm for the shared matrix is improved. The experimental results show that
the proposed scheme has high feasibility and robustness. The proposed schemes can be applied to the
sharing scheme for visual cryptography, not just the QR code. In the future, our research will focus on the
use of QR codes to enable multiple sharing of text secrets and image secrets at the same time. How to
improve the schemes proposed in this paper to make the recovered secret image clearer is also one of the
research directions.
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