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Abstract: We proposed a new type of bitcoin withholding attack named block withholding delay
(BWD). It is different from the traditional withholding attacks which always drop valid blocks. BWD
attackers never discard blocks but they delay the submissions of blocks to the pool managers, resulting
the pool failed in the mining competitions and loss of rewards. We analyzed the optimum strategy of a
BWD attacker who split its computing power into two parts, one was utilized to launch BWD attacks
on the victim pools, while the other part was used for solo mining. We present detailed quantitative
analysis of the maximum incentive that an attacker can earn by carefully splitting its computing power,
and demonstrated that the attacker can obtain higher incentives than its contribution to the network in
different conditions. Furthermore, we proposed a countermeasure against BWD based on the interval
type-2 Takagi-Sugeno-Kang fuzzy inference system (IT2-TSK-FIS). The principle is to modify the
private payoff scheme of pools to increase the risk of losing revenues of the rogue miners who delib-
erately delay block submissions. The scheme dealing the uncertain cause of block delay using fuzzy
inference, and it is so designed that it does not require modifications of public mining protocols or data
structures of the bitcoin network, which makes it applicable in practical pools.
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1. Introduction

Bitcoin is a worldwide cryptocurrency, which was proposed by Nakamoto [1] in 2008. Compared
with traditional currency, bitcoin has many advantages, including easy authentication and transaction,
anonymous, and etc [2]. In addition, the coins are generated by distributed mining of blocks in the
bitcoin community [3], which does not depend on the permits of governments or banks, thus they
cannot be excessively issued and naturally have the property of anti-inflation [4]. Bitcoin has become
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important social wealth, according to the report from CoinDesk [5], the value of bitcoin is over 300
billion dollars.

Salah and et al. [6, 7] proposed that blockchain based technologies, such as smart contracts, can
be key enablers to solve many security problems including internet, IoT and etc. However, due to the
open nature of blockchain, bitcoin is vulnerable to some kinds of attacks [8, 9], including 51% attack,
double-spending, selfish attack, network layer attack, stubborn mining and etc. A 51% attack [10]
refers an attack on the blockchain, for which such an attack is launched by a group of miners controlling
more than 50% of the network’s mining hashrate (computing power). The attackers would be able to
prevent new transactions from gaining confirmations, allowing them to discard others’ transactions.
They would also be able to reverse transactions that were completed, meaning they could even double-
spend bitcoins [11, 12]. The attacker first mined a block, but instead of broadcasting this block to the
network, it surreptitiously mines atop the block to form a private branch. The attacker then spends
some bitcoins on the original branch, while issuing a conflicting transaction on its private branch. For
the attack to succeed, the private branch must keep up with and overtake the original branch after
at least six conformations have been reached, which makes it hard to be implied in the real bitcoin
community. However, recently, some new variation such as fast payment double spending has become
a real threaten to the bitcoin users.

Salah [13] discussed open research challenges of utilizing blockchain technologies, and warnned
that the decentralized power found in blockchain can suffer from abuses and misuses. Selfish attack is
another potential threat found by Eyal [14]. With selfish mining, the attackers keep a secret chain to
themselves and keep mining on the top of the chain until it is ahead of the public fork. The purpose
of selfish mining is to waste the efforts of honest miners mining on the public fork and increase the
attackers’ relative hashrate and revenues. Eyal proved that through selfish mining the hashrate needed
to dominate the blockchain can be largely reduced from 51% to 25% [14]. Hasan [15] proposed that the
attacker may assumes many illegitimate and fake identities with the purpose of gaining more control
and influence within a community of users.

Some network attacks try to undermine the P2P connections of bitcoin networks and control the
transmissions of coin transactions. The typical attacks on the bitcoin network layer include DDOS
[16], eclipse [17] and etc. Furthermore, Kartik [18] proposed stubborn mining, which is a combination
of selfish mining and network-level attacks. During stubborn mining even if the public fork is ahead,
the attackers still keep mining on the private chain with the purpose of catching up through eclipse
attacks on the network layer.

It should be noted that among all the types of bitcoin attacks, bitcoin withholding attack (BWH)
[19, 20] is a real threat, which has been publicly confirmed by the bitcoin community. A BWH attack
conducted on a bitcoin pool in April 2014 indeed be well-incentivized, and the attack caused nearly
200,000 USD in damage to the victim pool [22]. The BWH attackers join a victim pool, imitating
honest miners and sharing the reward from the pool, but they never submit valid blocks to the pool
manager, which seriously undermine the hashrate and interests of the pool. In [23] the BWH attackers
conspire with some malicious pools, which sponsor the attackers to attack opponents and increase the
win probability of themselves. In [24] the attackers split their computing powers, and launch BWH
attacks on a set of victim pools while keep mining on their private pools to maximize the revenues.
Therefore, the attackers earn higher incentives at the expense of other honest miners’s revenue. Cour-
tois [19] studied the detection methods of BWH and pointed out that the pool managers can try to

Mathematical Biosciences and Engineering Volume 17, Issue 1, 309-327.



311

detect the attacks by observing the deviation between the suspicious miners’ contributions and their
computing powers. Rosenfeld [20] suggested a fix of the block structure that would allow the pool
managers to detect BWH attacks by a honey-pot technique. Liu and et al. [21] proposed a generalized
model in BWH attack based on game theory, the discussed the reward and cost of a BWH attacker in a
scenario that only two participants in a pool. They deeply discussed the equilibrium of the two parts in
different resources allocation cases both with pure strategy and mixed strategy. Furthermore, they also
analyzed the possible way to counter against BWH by information asymmetry based on information
conceal mechanism.

In this paper we discussed a new type of bitcoin withholding attack that the rogue miners deliber-
ately delay the submission of valid blocks, named block withholding delay (BWD). The BWD attack
is proposed based on the principle of bitcoin consensus rules [1]: in each mining cycle, the miners con-
tinue mining after the received valid block on the top of the blockchain, and the latter arrived blocks
will be discard from the main chain ultimately. Therefore, although the BWD attackers finally submit-
ted blocks to the pool managers, the submission delay still results in discarding of the blocks without
reward from the community.

BWD differs from traditional BWH in the following ways:(a) BWH drops all of the valid blocks,
on the contrary BWD always submits blocks to the pool managers; (b) the BWD attackers try to delay
block submissions to prevent the victim pool from claiming rewards of the blocks. The BWD attackers
share reward of the pool members but nearly make no contribution to the pool. Therefore compared
with BWH, BWD is a more concealed attack, which undermines the fairness of the pools and discredit
the bitcoin ecosystem in a secret manner.

1.1. Related work

According to the mining rules of bitcoin [1], in each mining cycle the transactions of the network are
collected in a publicly verifiable ledger named a block chain. The participants in the bitcoin community
are called miners who are responsible for solving cryptographic puzzles as a proof-of-work (PoW),
which contains the hash of a new block. If the first n bits of the hash value are continuous zeros, then
the block is valid and the finder can claim reward from the bitcoin network. The number # is called
mining difficult and it is dynamically adjusted to regulate the flow of bitcoins, such that a valid block
is created once in approximately 10 minutes.

With the increasing difficulty of bitcoin mining, the miners join mining pools to complete the PoW
tasks together so as to obtain stable incomes. Each pool runs a private payoff protocol to estimate
the computing power of pool members using partial work proof as a basis for allocating profits [24].
However, the power evaluations may not match with the miners’ real contributions to the pools, and
some dishonest miners may claim excessive gains by exploiting this vulnerability, such as BWH attacks
proposed by Rosenfeld in 2011 [20]. The BWH attackers in a victim pool discard valid blocks, so
as to degenerate the pool’s hashrate. It was proved that by carrying out BWH attacks on a victim
pool the attacker indirectly increased the rewards of other pools. Courtois [25] generalized the BWH
attack introduced by Rosenfeld [20]. They proposed that the BWH attackers can earn more profit in
a long term, and proved that if an attacker has a percent of the total computing power of the network
measured in hashes per second, and it mines for its own account with half capacity, while apply the
other half capacity to attacking pools, the excessive gain could be a/(1 — 4a). Bag [24] focus on the
optimal strategies of a BWH attacker who does private mining with a fixed fraction of its mining power
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and uses the rest of its power in attacking pools. They derived various expressions for the attackers’
revenues under different settings and proposed optimum strategies for their power splitting based on
the distribution of pools’ hashrate in the bitcoin community.

Some researchers try to analysis the pool competitions under BWH attacks using game models.
Laszka [26] provided a game theoretic analysis of the BWH attack and discussed the long term viability
of a Nash equilibrium between pools. Luu [22] investigated the utility of BWH using a general CPS
(computing power splitting) game model of bitcoin, and evaluated the maximum reward of the attackers
under different scenarios. They proposed that the attackers always obtain more reward by mining
dishonestly regardless of their mining powers. Therefore, the attackers have an incentive to carry
out BWH attacks. Eyal [23] analyzed a game where identical mining pools attack each other. They
demonstrated that there does not exist a Nash equilibrium when one of the pools is attacked by BWH,
finally all the pools face a version of the Prisoner’s Dilemma, resulting all of the pools have to attack
each other and earn less than what they should have if none had attacked. These works have shown that
block withholding attack is seriously harmful for the bitcoin community, and the ultimate consequence
of the attacking is to degenerate the credit and profitability of the whole community.

In the paper, we proposed a new type of withholding delay attack BWD. The attackers join pools
and pretend to be honest miners, but they delay the block submissions, resulting in the victims’ failure
of the mining competitions. The rest of the paper is organized as follows, in section 2, we analyzed
the incentives of an attacker whose target is a single pool, and discussed the conditions of excessive
incentives. In section 3, we investigated the revenues of an attacker when it divided its power to
attack multiple pools simultaneously, we also analyzed the optimum power splitting strategy using a
differential evolution algorithm. In section 4, we simulated the BWD attacks based on the real bitcoin
pools’ sizes and computing powers to analyze the excessive incentives; finally, we initiated a study on
effective countermeasures against BWD attacks.

1.2. Contribution

The contribution of this paper including two aspects:

e Proposed a new type of bitcoin withholding attack BWD. It was the first time to analyze bitcoin
withholding delay attack in the pools, which is more concealed than traditional BWH attacks.
BWD was systematically studied under different conditions, and the maximum excessive revenues
of the attackers were quantitatively analyzed. We also explained why block withholding delay
can be well-incentivized for the rogue miners, providing an algorithmic strategy to gain higher
rewards than honest mining. We confirmed our findings by experiments simulated the power
distribution of current real bitcoin pools.

e A countermeasure against BWD. We proposed a new payoff scheme of pools based on type-2 TSK
fuzzy inference system, which dynamically distribute reward to the pool members according to
their fuzzy delay times. The underlying idea is to increase the risk of attacker’s loss of revenues,
such that the more number of delay the less reward it will earn. We proved that the schemes
can make bitcoin mining immune against block withholding delay attack without change of the
existing mining rules.
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Figure 1. The BWD attacks on a single pool with respect to an attacker with a fraction of
total computing power in the network.

2. BWD attacking on a single pool

In this section we investigate the incentives of an attacker who attacks a single pool in the bitcoin
network. Let us simplify the problem and consider a situation when there are only two mining pools
P, and P; in the entire network and a BWD attacker A. As shown in Figure 1, P; is the victim pool,
and other miners in the network constitute another pool P, .The computing power of Py, P, and A is
P1, P2 and a respectively. And the total computing power in the network is

pr+p+a=1 2.1

The attacker A pretends to be an honest miner in P, with 8 fraction of its computing power for
attacking and the rest of its computing power is utilized to mining solo. It should be remind that when
A is mining in Py, it cannot directly submit valid blocks to the bitcoin system, because the coinbase
transaction contained in the blocks will cause the mining reward to go directly to the wallet of P;’s
manager [22]. If A indeed found a valid block at time ¢, it does not immediately submit the block to
Py, actually it intentionally delays the submission until the following two cases: 1)it’s at the expiration
time 7, of the mining cycle; 2)some other miners have broadcasted their findings of valid blocks at time
t < t,, in this case A will submit its block at time #; which uniformly distributes in [z,7,] to make the
submission delay irregular and hard to detect. In both cases the attacker finally submit valid blocks but
only in case 2 its computing powers is really wasted.

Let E4 and E;,i = 1,2 represent the events that A or any honest miner in P; found a valid block
respectively. To simplify the discussion, we ignore the extremely low probability event that both of the
two split parts of A’s computing power mined a valid block respectively in one mining cycle. Then the
probability of A’s power wasting is:

P, = P(E\,Ey,Eq) + P(E|,Ey, Ep) + P(E1, Ey, Ey) (2.2)

The attacker A and the pool members of P; and P, mining blocks independently, thus
P(E\,Es, Ey) = P(E)) - P(E2) - P(A) = pi - p>-af. Similarly P(Ey, E3, Ex) = (1 = p1) - p2 - of
and P(Ey, E2, E5) = p1 - (1 = p2) - of. Finally we get P,, = af(p1 + p2 = p1 - p2)
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Theorem 1. The gain of P, when it is attacked by the BWD attacker A is given by

Proof. 1f the attacker A does not use its computing power to launch BWD attacks on P, the computing
work force of the entire network would have been 1. But when A use § fraction of its computing power
for attacking P,, the wasted power of A is P,, - @f and the effective computing power of the network
is reduced to 1 — P,, - af. Furthermore, P; still expected that its computation power is p; + @ while
its real power is p; + @B(1 — P,,). According to the payoff schemes, P; will give pl"Tﬁaﬁ fraction of its

pi1+ap(1-Py) . Pl O
I_Pwaﬁ PI‘HYﬂ :

revenue to A, and hence the remain profit of P; would be

Let’s calculate the gain of A. From the proof of Theorem 1 we know that the active computing
power of the network is 1 — P,, - @5. Apparently the gain of A is twofold. Firstly, the gain from mining
privately is equal to G| = f_(},_ﬁ >ﬁ, and the expected share of incentive from P is G, = £ ‘“f %;Z;’“ﬁ . pl‘:ﬂaﬁ

, therefore, the total revenue of A is

od-p) pitepd-P,) of

Gi=G,+G, =
ATHIER T CPLaB 1-P.,aB  pi+apf

_ a’(Pl + QIB B Pwaﬁz) (23)
(I =Pyapf) - (p1 +apf)
It is easy to see that, when A launches BWD attacks on Py, the gain of P, is —22—, which is higher

1-P,-aB’
than that when A is mining honestly. As its relative computing power is increased by A’ wasting of

computing powers, P, would indirectly benefit from the attacks on P;. Actually the following theorem
shows that if A does not carefully split its computing power, the attack will just benefit P,, and the gain
from the attacking may not compensate the loss of A caused by the power wasting.

Theorem 2. When the attacker A launches BWD attacks on Py, it will earn excessive incentives if
0<pB< .

Proof. We know that when A takes honest strategy, its gain is Gy = . While A launches BWD attacks
on Py, its gain G4 compared with Gy is G,/Gy = %.
incentives when G, /Gy > 1, which implies that:

p1+aB - Pyap® > (1 - P.ap) - (p1 +aff)

s PyaB(pr+aB-8)>0

e pr>pd-a)

ep/d-a)>p

Therefore, we proved that the attacker can get excessive incentives when 0 < 8 < 1’1—‘0 O

Obviously, A can obtain excessive

As an example in Figure 2, we calculated the excessive incentives of A using Inc = (G4 — Gg) * M,
M is the worth of bitcoins, (when we writing this paper a single bitcoin is worth 3,418 USD and nearly
20% of the 21 million bitcoins are to be mined). From the figure we can see that, /nc increases when «
and S satisfy 8 < p;/(1 — ), and the maximum of /nc is more than 125.64 million dollars. However, if
B continually increases, Inc begins to decrease and even becomes negative. The reason is that when g
is too large, A has to use most of its power for BWD attacking, then both P; and A generate less blocks,
resulting the incentive from P; cannot compensate the loss of A caused by its wasting of powers.
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Figure 2. GA. with different values of @ and g, with p; = 0.3.
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Figure 3. The BWD attacking on multiple pools with respect to an attacker with « fraction
of total computing power in the network.

3. BWD attacking on multiple pools

Since A can acquire additional incentives by attacking a single pool, it may try to attack other pools
to maximize its incomes by similar strategies. Now we consider a more complicated situation that
the attacker A attacks multiple pools simultaneously. As shown in Figure 3, there are n pools, namely
Py, Py, ..., P,, each with computing power p;, and satisfy )\, p;+a = 1. Similarly, A uses 1 -4 fraction
of its computing power for mining solo while the remaining part is divided, such that Sy; fraction of its
computing power is used for attacking pool P;, and satisfy >\, y; = 1.

If A finds a valid block in pool P;, it will delay the block submission till other valid blocks have
been reported in the networks; but if no other blocks are broadcasted at the end of the mining cycle,
then A has to submit its block to P; to avoid exposure of its attacking behaviors. In this manner, A
wastes its mining power in P; with probability

Pyi=aByi- (1= | |- p) 3.
i=1
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where afy; is the probability of A finds a valid block in P;, and 1-[]}_,(1—p;) represents the probability
that at least one pool reported a valid block in a mining cycle. Therefore, the total mining power of the
network is 1 — a8 Y1, ¥iPyi.

The incentive of A consists of the gain from mining privately ; a(F)

—(lﬂ Z?:] yiPwi ’
i+aByi(1-Pwi) Byi " ; it
pools Y7 1(’1’_0‘; g;,: .7 e piiayﬂ%) , where afy;(1 — Pwi) is the effective power of A to make contribution

apyi
pitapyi

and the reward from

to P;. However, the pool P; still believes that A contributes
powers, as it does not know A’s attacking behaviors.

From the previous section, we can see that the factor § is important for the attacker to earn excessive
incentives from the pools, and if S is not set properly then the gain may less than that of honest strategy.
Therefore, we will further discuss the condition of S for excessive incentives when A attacks multiple
pools.

fraction of the pool’s computing

Theorem 3. When the attacker A launches BWD attacks on Py, P, ... P,, it will earn excess incentives
lf0<ﬁ<y(1 ,fori=1,2,..

a(1-p)
_ 1-aB X7, ¥iPyi
Y (f ’_+a‘;‘;§";,(:11_;;vw’3 . p,-i'i 75) - On the other hand when A mining honestly, its gain Gy, is @. Therefore, A
can obtain excessive incentive if G4, /Gy > 1, which means

Proof. The gain of the attacker A when it launches BWD attacks on the n pools is G4 =

(1-p) o pi + aByi(1 — Pwi)
_l_
1 - a,ﬁ Z?:l ’)/iPwi ;( 1 - QIB Z:’:l YiPwi (32)
) Byi )> 1
pi +aByi

LetT; = ay;- (1 - [TL,(1 = p)) . 2y viTi = U, then P,,; = BT and 1 — B Y1, viPyi = 1 - B*U, and
(3.2) can be rewritten as

1 _ﬁzU Z(p, + c:ﬂz/iéiu—ﬁﬂ) -~ fﬁ,g%) o1 a3
Remember that )", y; = 1, then (3.3) is transformed to
) Z((l ~pyy+ PP P
° 1—,182U Z(% ;ﬁ: aﬁ%) > 1 (3.4)
e U- Zn:‘ % >0

Remember that 7; = ay;- (1 -[]~,(1-py) @ X", v:T; = U, substitute them into (3.4) we have equally

condition (3.5).
Zn:[ozzy-z(l - ﬁ(l -p)) - S/ (1- ﬁ(l - p)1>0
=l T pi+ aBy; ’

i=1 i=1

n n (3.5)
2.2 (1 Byi
= 21 [y} (1 - |i:1|<1 =P (=2 > 0

1
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As the left part 012)/!.2(1 — [1,(1 = py)) is larger than 0, it is easy to very that if § < y-(ﬁ@ , for i

= 1,2,...,n, then the right part 1 — pr}}y. is also bigger than 0, which means the condition (3.5) can be
satisfied and the attacker A will earn excessive gains from the attacking. O

Then the optimal values of S and y; are discussed to estimate the maximum incentives of the BWD
attacker. The combinatorial optimization problem of G, with respect to S and vy, are expressed as
follows

max Gy = ald —f)

By 1 - af i, ViPi
i(Pi +afyi(1 — Pwi) — afy;
P l—aB X, viPvi pi+aBy

(3.6)

subject to :0 < y; < I,Zy,- =1
i=1

Pi i =
yi(l —a)’

Obviously G4 is a non-monotonic function with respect to 8 and y;, 1 < i < n, and it is difficult to
solve (3.6) through numerical methods. Therefore, a differential evolution (DE) algorithm is applied
to find the optimal combination of these n + 1 parameters.

Differential evolution (DE) algorithm is an efficient random search technology that is mainly used
for continuous global optimization problems [27]. In the paper, DE is applied to search the global
optimum solution of 8 and v; in (3.6).

Firstly, the possible solutions are coded into real-valued vectors (chromosomes), whose properties
represent the parameters 8 and y;. Then the population evolved through mutations which ensures the
variety of the individuals. Usually the lower the individual’s fitness is, the more genetic modification
it will have. After the mutations, some better offsprings are generated and then DE starts a new round
of evolution until it reached the expected number of generations.

Initialization An initial population Xy = {x, x, ..., X,,} is randomly generated under the constraints
of (3.6), and each individual x;,0 < j < m, includes n+1 elements in (3.7)

0<pB< 1,2,....n

Xj =< Pjos Pj1s s Pjn >,O < Dji <1 (37)

where pj and pj;, 1 <i < n, represent possible value of 8 and y; respectively
Fitness function In the paper, the incentives G, is directly taken as a fitness function to evaluate
the individuals as shown in (3.8).
a(l-pj)
L —apjo Xy pjiPui
S pi+apjopi(l—Py) ___@pjop;i
1 —apjo Zi—y pjiPwi pi+apjop;i

f(xj) =
(3.8)

Mutation: It simulated the biological chromosome mutations to generate new individuals. The
traditional mutation strategies include: crossover mutation, single(multi) point(s) mutation, and etc.
However, remember that the solutions are subjectto 0 <y; < 1,3, 7, = 1,0 <8 < £ ia). Therefore,
we designed some new mutation rules to satisfy the constrains.

il
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Table 1. The Parameters OF DE.

Name Value Description
N 300 Number of chromosomes
G 300 Number of generations
chromosome X(1,2,...10) X(1)1is B, X(2...10) represents y;, i=1...9
a 0.252 The hash power of attacker A

(0.112, 0.102, 0.081, 0.073,

P;,i=1..9 0.054, 0.05, 0.05, 0.048, 0.03) The hash power of the 9 pools
P, 0.35 The rate of exchange strategy
P, 0.35 The rate of modification strategy
Table 2. The best solution of power splitting.
B Y2 Y3 Y4 ¥s Y6 Y7 8 Yo Y10

49.60% 18.62% 18.52% 14.97% 14.87% 8.80% 8.55% 8.14% 5.32% 221%

o Exchange strategy: two genes p;; and pj, 1 < i,k < n are randomly selected from an individual
x; to exchange their positions.

e Modification strategy: two genes pj and py,1 < i,k < n are randomly selected from an in-
dividual x;, then the genes are modified such that: A = min{w - pj,1 — pi},w € [0,1] , and
Pi=Pi—Apir=px+A

e B-update strategy: firstly the upper bound of B: T = min{—L—,1 < i < n} is updated then a

pill-a) © = 0=
new £ is randomly selected from (0, T'] and assigned to pj of x e

After the mutation process, the individuals are selected to the next generation based on their fitness.
Usually the chance to be selected is proportional to the individual’s fitness. Although we have given the
conditions of excessive incentives of BWD both for an attack on a single pool or attacks on multiple
pools simultaneously in theorem 2 and 3. It should be noted that, in the real cases the power ratios
of the pools dynamically change, so do the attackers’ power shares in each pool. Therefore, we just
simplify the discussion in a relatively static situation, if the BWD attack is launched in real network,
the new power ratio should be timely updated during the BWD process.

4. Experiment

In the first group of experiment, the BWD attacks are simulated based on the real bitcoin pools’ sizes
and computing powers. As shown in Figure 4 [28], currently the 10 biggest bitcoin pools P; to Py
have more than 85% computing power of the whole bitcoin networks. We assumed that P, (” Antpool”)
whose computing power is 25.2% attacks other pools using BWD. The maximum incentive G, of P,
was optimized by the DE algorithm with parameters shown in Table 1.

The maximum G4 in each generation is shown in Figure 5, and the final best solution is shown in
Table 2. From the results we can see that using the best solution of power splitting, the attacker P; can
increase its revenue G4 to 25.207%. Compared with the honest strategy, although the attacker only got
0.007% excessive incentives, it means about 1,004,892$ additional revenues from the BWD attacks
(currently there are about 4,200,000 to be mined and each is worth 3,418$).
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= P12 Unknown, = P13 GBMiner,
= P115Slush, 0.026 0.023 0.02

= P10 Bitcoin.com,

0.03

= P9 Bitclub.Network,

0.048
= P8
BW.COM,
0.05
(s] P1 Antpool, 0.252

[a] p7 viaBTC, 0.05

P6 F2pool, 0.054

=] PS5 BTCC,
0.073

(s] P2 BTC.top, 0.112

P3 BTC.com,
0.102

B
Figure 4. The power share of bitcoin Pools[28].

0.25207 ‘__I—

0.25206

0.25205

0.25204

0.25203

incentive of the attacker

0.25202

SIO 1[I)0 ‘\.‘;0 ZEI)O 2;0 360
number of generation

Figure 5. The maximum incentive of each generation.

To further test the optimized BWD strategy, we designed another group of experiments. Suppose
that there are six pools P; to P¢ with computing power 0.49, 0.45, 0.40, 0.35, 0.3, and 0.25 respectively.
Each time one pool P;, 1 <i < 6 is selected to launch BWD attacks on the others. The optimum power
splitting strategy returned by DE as well as the related maximum incentives of the attackers are shown
in Table 3.

From the results we can see that all the BWD attackers (even with small number of computing
powers) can obtain higher revenues than their real power share of the community. Thus all the pools
tend to launch BWD attacks on each other and no one would take honest strategy any more, resulting a
similar situation of Prisoner’s Dilemma in [23] that the pools have to attack each other and finally earn
less than that if all of them have chosen honest strategy. Table 3 shows that the excessive gain of BWD
increases with the attacker’s computing powers, the more the powers is, the more the additional gain
will be. Therefore, the big pools will more incline to get additional incentives through BWD attacks,
which makes the attackers more powerful and finally the hash power and coin shares may concentrate
to some huge pools. However, the optimized solutions in the table also expose that the BWD attackers
are incline to select big pools as their targets. That’s because usually big pools can earn more rewards,
and so does the incentives obtained from these pools through BWD attacks.
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Table 3. The results of BWD attacks launched by different pools.

Attacker « GA  Excessive gain Best attacking strategy optimized by DE
Py 0.49 0.5052 0.0152 < Y2, 3> V4, Vs, V6 >=< 0.4526,0.3560,0.1914,0,0 >
P, 0.45 0.4620 0.0120 <Y1, Y3 V4, Vs, Y6 >=< 0.4637,0.3194,0.2169,0,0 >
Ps 0.40 0.4084 0.0084 <Y1, Y2, V4, Vs, V6 >=< 0.4339,0.3658, 0.2003, 0,0 >
Py 0.35 0.3554 0.0054 <Y1, Y2, V3, Vs, V6 >=< 0.3979,0.3539,0.2481,0,0 >
Ps 0.3 0.3033 0.0033 <Y1 V2, V3s Ya» Y6 >=< 0.4110,0.3257,0.2633,0,0 >
Pg 0.25 0.2518 0.0018 <Y1,Y2 Y3 Ya, Vs >=< 0.3632,0.3575,0.2782,0.0009, 0.0001 >
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Figure 6. The incentives of BWD attackers using the optimized solutions from DE. (a) P,
with hash power 0.49, (b) P, with hash power 0.45, (c) P3 with hash power 0.4, (d) P4 with
hash power 0.35, (e) P5 with hash power 0.30, (f) P6 with hash power 0.25.

The simulated results demonstrated that with the optimized strategies the attackers can acquire
non-ignorable excessive incentives by BWD attacks. In the next section we will discuss the counter-
measures against BWD attacks.

5. Discussion on defenses

As the BWD attackers pretend to be honest miners who always submit full proof of work to the pool
manager, it is hard to judge whether a miner is an attacker or not. Because, even if a miner delayed
the submission of a valid block, we cannot directly mark him as a rogue miner, since the delay can
be attributed to deliberately attacks, network congestions or limited hash powers. By now, there has
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been no effective defense against this type of attack. Thus, BWD may be popularly used and becomes
disastrous for any open mining pool that allows untrusted miners to join pool anytime.

In this section we will compare some existing defense strategy of similar block withhold attacking,
and discuss about how to defeat a possible BWD attacker in a pool.

5.1. Desired properties of defense strategy

A defense to become immediately practical on the existing bitcoin network, it should be non-
intrusive, i.e., should require no incompatibility with the existing bitcoin protocol. Luu [22] proposed
the desired properties for the pools and defense strategies to determine whether a fix is adequate and
practical.

e P,. It does not favor either big or small player, and should treat them equally as long as they are
honest.

P,. It disincentives both pool operator and player to drop (or delay submitting) valid blocks.

P5. It preserves the existing bitcoin block chain.

P4. It is compatible with existing mining hardware.

Ps. It does not affect miners who are not in the pool.

Pg. It requires a minor bitcoin protocol’s change.

P;. It does not make the pool violate P, or P,.

Obviously, the current pooled mining protocol does not satisfy P,, thus making the fix necessary.
Besides, the miners have participated a fierce competition to solve the hash hard problems, the re-
sources of computation and transmission band should be carefully preserved, thus we add an additional
required property:

e Pg. it does not require too much resources of miners and pools.

5.2. Related works of countermeasure against block withholding attacking

The problem of withholding valid blocks has aroused attentions of researchers. Some proposed
to detect rogue miners using traditional security techniques. Courtois [19] proposed an inspection
scheme which records all the mining events and calculates the standard deviation of each miner’s
contributions, which are compared with their statistical records to find out whether there exist some
withholding attackers. Rosenfeld [20] discussed a technique uses Honeypots for luring rogue miners
into a trap. However, in these schemes the pool managers and miners have to expend their computing
power for doing much more computation wasting their valuable resources. Thus, does not satisfy Ps.

One of the main reasons that make the block withholding delay attack profitable is that every power
share has the same value from the miner’ perspective. Thus, Schrijvers [29] and Bag [30] proposed
to counter BWH attack by making the reward strategy incentive compatible. In their measures, in
order to well-incentivize the miners to submit blocks, the finders of the valid blocks can have extra
reward in addition to the normal gains proportional to their computing powers. Although this technique
satisfies the above properties P3 to Pg, it suffers from several drawbacks, especially P; breaks down:
normal shares are worth significantly lesser. Thus, compared with present experience in pools, variance
increases for all pool participants and especially for smaller ones [22].

The source of block withholding is that the miners can check whether they have found a full solu-
tion or a partial proof of work. Some researchers proposed fixes of the bitcoin proof-of-work (PoW)
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Figure 7. Sate machine of the dynamical payoff scheme.

protocol [22] [24]. The general idea of these approaches is to not allow miners to recognize which so-
lution is a valid block, thus preventing dishonest miners from withholding blocks. For example, in the
scheme of [24], each pool privately selects two binary strings r and s, then the pool manager broadcast
the hash value p = Hash(r||s) to the pool members, after that:

e Each miner in the pool try to find a block that includes p as a new field of the header of the block,
and the hash value of the bock must starts with 7’ zero bits.

e The pool receives pool shares (partial proofs) from its members and computes hashes until it finds
a block with a hash value 07||r]|0, 1x. If the pool finds such a block, it broadcasts the block along
with r||s.

e After a block is sent by a mining pool along with the combined nonce r||s, every bitcoin node
checks if the hash of the pad (Hash(r||s)) is included in the block and that the first z — 7’ bits of
the combined nonce are same as r.

Since every partial work needs to have 7’ leading zero bits, no bitcoin miner can distinguish be-
tween a block with a partial PoW and the same with a full PoW. Thus the miners cannot initiate block
withholding attack against the pool. Also, since the pool has to include p in the block header, there is
no way it can diminish the amount of computation needed to solve the puzzle. However, the schemes
required modification of the existing block structure and PoW protocols, which violates property Pg
and hard to be applied in the existing bitcoin system.

5.3. Change the payoff scheme of pools

As the purpose of BWD attackers is to obtain higher revenues. From this point, we proposed to
change the payoff scheme of pools to increase the risk of deliberately delay the submission of blocks,
such that there is a high probability of the BWD attackers to earn less compared with mining honestly.
It should be noted that each pool can implement its private payoft scheme, which is accepted by the
pool members to distribute gains among them. Thus the fix does not affect the public PoW or other
mining rules and satisfies the above property of Ps.

Currently, the pool members should obtain rewards proportional to their contributions (or computing
powers) to the pools [1]. However, from Theorem 3 we can see that the attacker A can get excessive
gains through BWD attacks, and its total revenue is higher than the computing power @. Therefore,
in order to disincentive the attackers to launch BWD attacks, we proposed to modify the pool payoff
schemes in a way such that the pool managers record the submission delay events. And the miners’
reward is dynamically adjusted with respect to their delay times, so as to decrease the BWD attackers’
incentives.

As Figure 7 shows, the dynamical pay off scheme is described by a state machine, where M®
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represents a miner M has delayed i blocks, and v is the input that M successfully submit a valid block,
n represents M failed to find a block in a mining cycle, while d means that M submitted a block after
other miners and the pool earn nothing by the block.

Nevertheless, the delay of the block submission can attribute to many reasons, especially the un-
certain and dynamic congestion of the network or poor calculation power. Therefore, an intellectual
approach is required to deal with the complexity and uncertainness of the block delay cases. Fortu-
nately, Fuzzy logic control (FLC) can provide such an intellectual approach, which is capable of mim-
icking human thought and dealing the uncertainness in the form of fuzzy calculations. It is commonly
known that, using three-dimensional membership the type-2 fuzzy sets can efficiently deal with large
uncertainties. In the paper, we proposed a fuzzy based payoff scheme to disincentive the attackers.

Taken the following attributes into consideration: x;:nubmer of delays , x,:how long for the delay,
..., X,:the recent contribution of the miner, we can construct an interval type-2 Takagi-Sugeno-Kang
(TSK) FLS. An interval type-2 TSK FLS is also described by fuzzy If-Then rules that denote input-
output relations of a system. In general, a first-order interval type-2 TSK [31] models with a rule base
of M rules, each having n antecedents, the kth rule can be expressed as follows:

RN IF x,is A and...x; is Af and x, is Aﬁ

- 2 5.1
THEN y* is G, = Z Crixi + Crp -

i=1

where k=1,....M, C;; (i = 0, 1, ..., n) are consequent interval type-1 fuzzy sets; G, is the output of the kth
rule, it is also an interval type-1 fuzzy set; and A* i = 1,...n are interval type-2 antecedent fuzzy sets.
Furthermore, the corresponding membership functions (MF) of kth input variable and output variable
can be expressed by the way of u(x;) and g (y). These rules simultaneously take into account the
uncertainty about antecedent memblership functions and consequent parameter values.

In an interval type-2 TSK FLS with meet M under product or minimum #-norm [31], the firing set
of the kth rule F*(x) is defined as

kion — rekpoy 2K
Fo(x) = [f*(0), f (0], (5.2)

where

F) = T g () M ()]
—k _ _l (5.3)
f = ”?:ﬂ/h{f(xi) ”#i;_«(xi)]

i 1s the membership function of fuzzification. Accordingly, the inference result of the kth fired
rule is simplified as:

pp(y) = pee(y) M F ) (5.4
Finally, the inference results of the all fired rules are described as:
Ka() = U g () (5.5)

After the fuzzy inference process, the output from an interval type-2 fuzzy set is required. Type-
reducer is employed to convert interval type-2 fuzzy set into type-1 fuzzy set output, which is then
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converted in a numeric output through running the defuzzifier. For the case of our payoff FLS, center
of sets (cos) type reduction is employed as follows

Ycos = [)%)’r], where

M J_(‘k(x)iyi
" Z* Rt (5.6)
M
7oy
Vr = —
Z oM T oy

The output interval of the type-2 FLC system can be calculated based on the values of y; and y,.
After type reduction, we can get an interval set Y,,,, which is applied to defuzzifier to calculate the
crisp output:

Jx) =i +y)/2 (5.7

Let p and a represent the hash power of a pool and M respectively, A denotes the total reward of
the pool. As the submission delay caused by mining competitions or network congestions is typically
a small probability event, if there have been x blocks are delayed by M, its incentives from the pool
should be decreased to A * (a/p) /™, f(x) is calculated by (5.7), C € [1,0) is a penalty factor.
Obviously, as the increasing of the delay times i, the gain of M will decrease dramatically. On the
contrary, if M successfully submitted a valuable block in state M™, then it will jump to state M*D
and get higher reward.

Theorem 4. With the new payoff scheme, the BWD attacker will get less revenues than the honest
strategy if it continuously delay blocks.

Proof. Based on Theorem 3, it is easy to see that the revenue of a BWD attacker A who successively
delayed x blocks is

a(l-p) - By C-f(x;)
A - (=),
[—aBSL, ¥iPu ;( (Pi + aﬁ)’i) : (5.8)

IERE

Obviously, the first part % is less than the gain « by honest strategy; and we can specif-

i=1 Vit wi
ically set the penalty factor C to make sure that the second part Y1 (A, - (%)(C'f @) will quickly
decrease to zero as the increases of the delay times. O

Therefore, the new payoff scheme raised the risk of BWD attackers such that they may earn much
less rewards than honest strategy. Furthermore, our method does not require modifications of the
public protocol of the current bitcoin network, and it can be applicable to the pools as their private
payoff schemes of incentives to discourage the rogue miners.

6. Conclusion
In this paper, we investigated the utility of a new type of bitcoin attack called block withholding
delay (BWD). BWD leverages the vulnerabilities of current consensus protocol of bitcoins, and the at-

tackers try to delay the submissions of valid blocks to the pool managers, which decreases the victims’
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probability of winning monetary rewards from the bitcoin network. On the same time, the attackers
regularly mining on their private pools. Thereby they can get undue profits at the cost of undermining
the overall earnings of all the honest miners in the victim pools. The optimum splitting strategy of
computing powers was quantitatively analyzed for the BWD attacker, and we proposed the conditions
under which BWD is well-incentivized. BWD is a real threat to the viability of pooled mining with
existing protocols in cryptocurrencies. It should be noted that the BWD attack may also be carried out
in other blockchain platforms, as long as the pool’s administrators can not check whether the miners’
real contributions match their reward. We also discussed the countermeasures against BWD attacks
based on the tracking of pool members’ delay behavior using type 2 fuzzy inference system, and pro-
posed a new payoff scheme of pools to prevent the BWD attacks by increasing the risk of earning less
incentives if the blocks are not immediately submitted. The scheme does not require modifications of
the public protocols of the existing bitcoin networks, which makes it applicable to the practical pools.
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