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Abstract: Recently, a new information hiding technology called coverless information
steganography (CIS) is proposed, which uses the original natural image as stego image for the
transmission of secret information which can resist the detection of image steganalysis algorithm, so
it received extensive attention and support. However, it is still a low hidden capacity of the CIS
methods up to now. This paper proposes a high-capacity coverless information steganography
technology. In which we divide the cover image into several image blocks and every image block
can represent one bit secret information which improves the capacity greatly. Then we retrieve the
image blocks for replacement from the image block database based on secret information and then
synthesize them into stego image. The quality of the stego image is still high because the required
image blocks are similar to cover image blocks and they are all from natural images. Moreover, in
order to improve the retrieval efficiency, we have established a double-level index structure. The
experimental results show that compared with the existing CIS methods, the proposed method has
larger capacity and better visual quality.
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1. Introduction

Most of the information hiding methods embed secret information into the complex texture area
of the cover [1] by slight modification of the content and structure (digital image, video [2] and
audio). Although these steganography techniques can implement covert communication, the
information of the cover is modified. It is inevitable to leave a trace of modification on the stego
cover. Therefore, the stego cover is difficult to resist the detection of existing steganalysis algorithms.
In order to resist the detection of steganalysis algorithms, experts from China proposed a new
concept of “coverless information hiding” in May 2014.

“Coverless” does not mean that no cover is needed. The secret information is used to
generate/acquire the stego cover directly instead of embedding them into the cover, and the cover is
not modified. The secret information is transmitted by the natural normal cover, so it can resist all
existing steganalysis algorithms based on anomaly detection. For text, when the secret information is
character, the natural text may contain some of the information that needs to be transmitted. If the
text containing the secret information can be found in some way, and the location of the secret
information in the text and the length of the secret information are determined by a certain labeling
protocol, the secret information can be transmitted by transmitting the natural text; for the image, it
contains a lot of feature information, such as pixel brightness value, color, texture, edge, contour and
high-level semantics. With proper feature description, it is possible to have some mapping
relationship between the feature information and the secret information. If you can obtain a series of
natural images with such a mapping relationship, secret information can be transmitted by these
images. They can resist the detection of various types of image steganalysis methods effectively.

The existing CIS methods have low hidden capacity, and as the secret bits increases in each
image, the number of images which we need in the image database grows exponentially. Besides,
there may be case where we cannot find the images that meet the condition. This paper proposes a
high-capacity CIS technology. In this framework, firstly, we divide the original image into several
image blocks and obtain the hash value of the image. Secondly, the secret information is converted
into a secret binary sequence. The secret binary sequence is matched with the hash sequence of the
original image one by one. If the same location has the same value, the original image block remains
unchanged. If not, the similar natural image block is retrieved in the image block database for
replacement, so that the hash value of original image block is flipped. Finally we synthesize these
image blocks and get the stego image. When the receiver receives the image, the secret information
is extracted by using the same hash method.

The main contributions of this paper can be concluded as follows:

(1) The hidden capacity reaches 10000 bits with a 3 x 3 block size of the proposed method,
which is far more than state-of-art CIS method that can hide 384 bits secret information;

(2) Experiment results show that the visual quality of the stego image is very good of the
proposed method, which solves the boring mosaic effect;

(3) The proposed method can hide all secret data. In other word, the success rate of data
information hiding is 100%;

(4) The hidden secret information can be extracted correctly.

The rest of the paper is organized as follows: Related work is described in Section 2. The
framework of CIS is introduced in Section 3. Experimental results and analysis are provided in
Section 4. Finally, conclusions are drawn in Section 5.
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2. Related work

Recently, many CIS algorithms have been proposed, which can be divided into two
classifications: the text CIS and the image CIS.

In the text field, the algorithm proposed by Chen et al. [3] can only hide one Chinese character
in one text. Later, in order to improve the hidden capacity, Zhou et al. [4] proposed a multi-keyword
information hiding algorithm based on text, in which they decompose the secret information into
keywords and calculate the length of the secret information. Then they retrieve all of natural texts
containing the keywords and its length in text database.

Although the algorithm [4] improves the capacity of information hiding, it is difficult to find the
stego-text because it requires the text containing the secret information and its length at the same
time, which results in a low success rate. Later, Zhou et al. [5] proposed a CIS algorithm based on
“tag + keyword”. It divides the text into keywords and uses the Chinese character mathematical
expression to divide the Chinese characters into part sets which will be selected as the information
location tag, and then the text containing the “tag + keyword” combination is retrieved in the
database. Xia et al. [6] proposed a CIS method based on the least significant bit (LSB) of Chinese
character Unicode encoding. The method which uses the component decomposed by the Chinese
character mathematical expression as a tag has a bad result on security and text retrieval success rate.

In order to solve above problem, Chen et al. [7] proposed a text CIS method based on Chinese
character encoding, in which, the LSB of Chinese character Unicode is selected as the tag selects,
which improved security and retrieval success rate because of its more uniform distribution. In order
to take advantage of the common advantages of various tags, Sun et al. [8] proposed a text CIS
algorithm based on hybrid tags. It uses both Chinese character encoding and Chinese character
mathematical expression as labels. The text with a larger embedded capacity is selected as the cover
text. Chen et al. [9] proposed a text CIS algorithm based on keyword combination and selection,
which converts Chinese characters into binary numbers, and then forms a combined word according
to the word frequency in the text.

Fu et al. [10] proposed a text CIS algorithm based on the label model, in which they use each
tag to locate as many keywords as possible and adds a file header to hide the number of keywords.
In [11], the binary-labeled protocol is used to study the CIS algorithm based on English text.

It can be seen that the traditional text CIS method also has its own defects from the above, and
this method does not modify the cover text, so as long as the text itself has not been changed, the
transmitted secret information will not be affected. Even some modifications to the text itself may
not affect the extraction of hidden information. This is also an important reason why CIS method will
be widely concerned and supported after being proposed.

In the image field, since the digital image itself contains a large amount of redundant
information, and has been widely used in various fields. It is often used as an ideal cover for
information hiding. Similarly, if the unmodified image is used as a cover to deliver secret
information using some methods, the CIS of the image is achieved. Compared to text, images contain
a lot of feature information, such as pixel brightness values, colors, textures, edges, outlines, and
high-level semantics. This is why we focus on studying the coverless image information hiding
method. By describing the feature of the image in a special way, it is possible to make this seemingly
unrelated image information into regular information that can be utilized. If the mapping relationship
between the image and the secret information can be found, the secret information can be transmitted
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through the natural images, thereby the CIS method that can transmit the secret information without
modifying the cover can be obtained which can resist the detection of various types of image
steganalysis methods effectively.

In the field of images, binary bit streams, text, images, etc. can be delivered by images.
Researchers have proposed many algorithms for different secret information type. In [12], the secret
information transmitted is a binary bit stream. For each image in the database, its hash sequence is
obtained by comparing the relationship of adjacent pixel values, and then they retrieve the image
which hash sequence is the same as the secret information sequence as a stego image. The capacity
of the algorithm proposed in this paper is 8 bits.

In order to improve the hidden capacity, Zheng et al. [13] improved the hash algorithm of [12]
and increased the length of the secret information. The capacity is 18 bits. The hash sequence is
obtained based on SIFT features. The gradient direction of the sampling point is used to determine
the hash value of the image block. Yuan et al. [14] proposed the CIS based on SIFT and BOF. This
method converts the secret information into binary. The image hash sequence is obtained through
feature extraction and clustering and the image which hash sequence is the same as the secret
information sequence is transmitted as a stego image to the recipient. Zhou et al. [15] uses
partial-duplicate visual retrieval to realize CIS and the transmitted secret information is image. The
algorithm is inspired by the find that some parts of the two images are similar. Some image blocks
which are similar with secret image blocks can be obtained. However, the secret information cannot
be completely extracted correctly. As shown in the Figure 1, the recovered image has a clear mosaic
effect. The visual quality of the image is very bad. The CIS algorithm proposed in the paper [16] is
combined with natural language processing. The NER system is used to mark the location of hidden
information through an algorithm based on active learning of named entities (NER). The algorithm
proposed in [17,18] combines the CIS with machine learning, and uses the generated model to
generate images related to secret information for transmission. Liu et al. [17] uses ACGAN to
generate digital according to the secret information. After much iteration, digital images with high
visual quality are obtained. Duan et al. [18] uses WGAN to generate a meaning-normal and
independent image different from the secret image. However, the model in [18] is not universal and
every secret image needs to create a new model. Peng et al. [19] generated the feature sequence
through the relation between Direct Current coefficients in the adjacent blocks. The max length of
the feature sequence is 15 that the hidden capacity is very low.

Secrel image Recovered image

Figure 1. The original test image and the test image recovered by paper [15].
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In order to solve the fore-mentioned problems in CIS, a high-capacity CIS algorithm is
proposed in this paper.

3. The proposed coverless steganography method

In this section, we will illustrate the secret information hiding and extracting procedures. Figure 2
shows the framework of the proposed CIS method.

Firstly, we select an original natural image as the cover image from the image database
randomly, then divide it into a number of non-overlapping blocks with same size, and obtain the
binary hash value of image block with hash algorithm.

Secondly, we convert secret information into the binary sequence. Then we match the binary
sequence with the hash sequence of the original image one by one. If the value in the same position
is the same, the original image block in that position remains unchanged. If not, the similar natural
image block is retrieved in the image block database for replacement, so that the binary hash value of
original image block in that position is flipped. Finally we can get the stego image.

At the receiver end, the receiver can also divide the stego image into the same number of image
blocks, and then obtain the binary hash value with the same hash algorithm, and the secret
information can be extracted.

Receiver

Secretinformation

B
g
@

Get blocks replace:m.ent

Figure 2. The flowchart of the proposed method.
3.1. Hash sequence generation
In this section, we introduce the generation of binary hash value of every image block. Then we
can get the hash sequence of the image, which can be mapped to secret information. Every image

block can be represented by 0 or 1 according the hash algorithm. For a given image I, suppose the
size of the image is N,, X Ny, then, the process is described in the following.

Mathematical Biosciences and Engineering Volume 16, Issue 5, 4708-4722.
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Stepl. Divide I into non-overlapping image blocks with sized [ X [, then the number of image
blocks BN = [(N,, X N)/(l X 1)]. For simplify, we set | = 3 in the paper, but the method is still
reasonable under the other value. So, the blocks B; with raster scan order are B; =
{by,b,, ..., bgN}, 1 <i<BN.

Step2. Calculate the mean value of all non-center pixels, denote the mean value is m; =
{my,m,, ..., mgy}, 1 <i<BN.

Step3. For all image blocks, denote the center pixel value is P; = {P;, P, ..., Pgy}, 1 <i<BN
Calculate the binary hash value of every image block by comparing P; and m;. Then, we can get the
hash sequence h; of every image block by the following formula. We can get the hash sequence of
the image by sequentially connecting the binary hash value of the image block.

1, lf Pl->ml-
0, otherwise

[h; = { ,where 1< i< BN] (1)

3.2. Construction of the double-level index

The index is used to store the binary hash value and the image blocks corresponding to it. We
collect a large number of images to construct a large-scale database and divide the images into
blocks to get the image block database. The index can be established according to the binary hash
value of the image block. However, it will cost much time to find a proper image block which
matches the requirement of secret information because every image block in the index should be
compared with cover image block that needs to be replaced.

So we establish double-level index to speed up the retrieval efficiency.

In the first level index, the image blocks are divided into two categories, class 0 and class 1. The
hash value of image block is 0 and 1 for the class 0 and class 1, respectively.

In the second level index, the image blocks are divided into 256 classes according to the mean
value of 8 non-center pixels of an image block. For example, Al represents an image block with a
hash value of 0 and a mean value of 1. The diagram of the double-level index is shown in Figure 3.

3.3. Image block matching using double-level index

For given secret information, this section introduces how to find the image blocks for matching.

To transmit the secret information, the sender matches the sequence of the secret information
with the hash sequence of the original image one by one. If the corresponding location has the same
value, the image block remains unchanged. Otherwise, we should retrieve the image block from the
database according to secret information sequence for matching to achieve the flip of hash value of
the original image block.

In order to ensure the high visual quality of the stego image, we designed an efficient block
matching scheme according to the mean square error (MSE), the processing can be described as follows.

Firstly, we determine the correct category in the first-level index according to the binary hash
value of the secret information, if the value is 0, we select the image blocks in class 0, and else we
select the image blocks in class 1. Secondly, we target the class in the second-level according to the
mean value of all non-center pixels of the image block which needed to be replaced, and then we
calculate the mean square error MSE of all image blocks in the second level index and the original
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image block which needed to be replaced according to the formula 2, and find the image block which
has the smallest MSE for replacement. The smaller the value of MSE, the more similar the image
block found is to the image block that needs to be replaced, so the visual quality of the image will
be higher.

X1
1
[MSE = mZ(oi _B)?,where 1<i<IxI] 2)
i=1

Where O; and B; are the pixel value of the original image block and the second level index image
block, respectively.

Second Level
Frstleved
Mean Block0
0
/ 1 N ...
255
Mean Blockl

Figure 3. The diagram of the image block double-level index.
3.4. The communication of secret information

When the image blocks that best match the original image blocks are found, we can synthesize
them into stego image. We will detail the process of information transfer.

For the sender, as shown in the following Figure 4, we obtain the hash sequence of the original
image according to the hash algorithm introduced above, and then match the secret information
sequence with the hash sequence of the original image one by one. If the same location has the same
value, the corresponding image block remains unchanged. If the value is not the same, then the
natural image block that is most similar to the original image block is found for replacement in the
index. The process is as described in Section 3.3, so that the hash value at the corresponding position
is flipped. Therefore, the hash sequence of the stego image is the same as the secret information
sequence. Finally, the stego image is sent to the receiving end.

Mathematical Biosciences and Engineering Volume 16, Issue 5, 4708-4722.
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Figure 4. The process of transmission.

For the receiving end, the image is segmented according to the same rule to obtain the hash
value of the image block, and then get the hash sequence of the stego image by sequentially
connecting the binary hash value of the image block. Since the stego image is replaced according to
the secret information. The hash sequence of the stego image is the secret information sequence.

4. Experiments

We conduct our experiments on a standard computer with E5-2650 2.60GHz CPU and 24GB
memory, and the ImageNet database is selected as the test set. The experimental results show that
when the number of images exceeds 5000, performance of the proposed method is not significantly
improved, but the efficiency is seriously consumed. Therefore, a total of 5,000 images are chosen as
the candidate image set which is used to provide the replaceable block for the test image.

4.1. Capacity of steganography

In our approach, the capacity is defined as the number of bits hidden in a stego image. Because
every image block can embed 1 bit secret information, the number of the image block is the capacity.
Therefore, we assume that the size of original image is I,, X I;, and the size of image block is [ X [.
For simplify, we set | =3 and [, X I, =300 x 300 in the paper, but the method is still
reasonable for the other setting. The size of the stego image is the same as original image. The
embedding capacity (EC) is calculated using as follows.

Iy XIp

[EC =="] 3)

We compare our embedding capacity with four existing CIS methods. Their approaches are
coverless image steganography using partial-duplicate visual retrieval [15], denoted as CIS-PDVR,
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coverless image steganography method based on bag-of-words [20], denoted as CIS-BOW, coverless
image steganography based on SIFT and BOF [14], denoted as CIS-BOF and robust coverless image
steganography based on DCT and LDA [19], denoted as CIS-DCT.

So far, the largest capacity is provided by the method of CIS-PDVR, in which the secret
information transmitted is an image. The fewer images required, the larger the hidden capacity in
each image, but the worse the quality of the recovered image. Compared with the method in
CIS-DCT, the length of secret information hidden in each image is variable but the maximum length
of secret information is much higher than the length 15 in CIS-DCT, and the longer the length of the
secret information, the more images are needed in CIS-DCT. This problem does not exist in our
method that we just need one image to transmit information. The length of the hash sequence of the
image is constant in CIS-BOW and CIS-BOF, so only 16-bits and 8-bits secret information can be
hidden, respectively. As shown in the Tablel, the hidden capacity of the proposed method is higher
than other methods.

Table 1. The capacity comparison.

Methods EC (bits)
The proposed method 10000
CIS-PVDR [15] 384
CIS-DCT [19] 15
CIS-BOF [14] 8
CIS-BOW [20] 16

4.2. Visual quality of the stego image

We use the peak signal-to-noise ratio (PSNR) to measure the quality of stego image. In general,
PSNR higher than 40 dB indicates that the image quality is excellent (it is very close to the original
image), and 30—40 dB PSNR usually indicates that the image quality is good (That is, the distortion
can be perceived but acceptable). The image quality is poor at 20-30 dB, and the image is
unacceptable when PSNR is less than 20 dB [21].

Figure 5(a—d) give some examples about the test images and (e—h) are the stego images
correspondingly with the maximum length of secret information 1000 bits. The image database,
which is used to provide the replace blocks include 5000 natural images. From the Figure 5, we can
see that there is no obvious mosaic effect, basically the same as the original image.

Mathematical Biosciences and Engineering Volume 16, Issue 5, 4708-4722.
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Figure 5. The original images (a—d) and the corresponding stego images (e—h).

During the experiment, we find that the size of the image database affects the quality of the
stego image. The Table 2 below shows the PSNR for the stego images (Lena, Airplane, Baboon and
Peppers) under different number of image database. As can be seen from the Table 2, the larger the
image database, the better the visual quality of the stego image.

Table 2. PSNR of the stego images.

PSNR The number of image database
(dB) 1000 2500 5000
Lena 36.27 36.91 37.27

Airplane 33.58 34.19 34.59
Baboon 29.47 29.98 30.31
Peppers 36.03 36.67 37.08

For a steady test results, we also select 100 images as test images from the ImageNet database,
than calculate the average PSNR value in the case of different number of image database, and the
results are shown in Table 3, we can see the PSNR values are more than 38dB, which indicates that
the image quality is very good.

Table 3. The average PSNR of 100 images in ImageNet database.

The image number 1000 2500 5000
PSNR 38.01 38.53 39.47

Besides, we compare the SSIM (Structure Similarity Index) of proposed method with the
method of [15] under different number of image database. The SSIM is an image quality evaluation
method that the evaluate result seems more consistent with the subjective sensation, which is in the
range of [0, 1] and when it equals to one, the two images are identical. Figure 6 shows the average
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SSIM of 100 images and the average SSIM in [15]. We can see the SSIM of the proposed method is
higher than that in [15]. The experimental results show that the quality of the image in the proposed
method is better than [15].

SSIM of different methods,compared with [15]

LT v - 4
B B

—#— Our method
0.9 1 —&— Method in paper[15] | |
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Figure 6. SSIM comparison under the different number of images.
4.3. The resistance to steganalysis algorithm

Steganalysis is an attack technique that is opposed to steganography. The purpose of this
technique is to detect secret information and even obtain information content, which is mainly used
to supervise the illegal use of steganography. Because all kinds of digital carriers are rich in source
and content, and there are many hidden algorithms, it is difficult to analyze the specific hidden
information size and content. Therefore, the main purpose of the steganalysis is to judge whether
there is hidden information in the cover. The steganalysis algorithms include special steganalysis
algorithm and general steganalysis algorithm. We choose one typical algorithm respectively for
experiment, which are RS steganalysis algorithm and steganalysis algorithm based on extended DCT
statistical features. Let's take the Lena image as an example.

(1) RS steganalysis algorithm

RS is mainly a method for the steganography using a pseudo-random LSB embedding
algorithm [22]. The RS steganography analysis algorithm considers that there is a certain nonlinear
correlation between the bit planes of the image. When the LSB steganography algorithm is used to
hide the secret information, the correlation will be destroyed. The theory of the RS steganography
analysis method is: any image that has been changed by LSB, the lowest bit distribution satisfies the
randomness, that is, the probability of 0 and 1 is 1/2, and the image that has not been changed does
not have this feature.

Mathematical Biosciences and Engineering Volume 16, Issue 5, 4708-4722.
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For an image that does not contain hidden information, it has the following rules (4):

[Ruy = R_y > Sy = S_pl

“4)

But when secret information is embedded in the image, the following formula (5) is established:

[Roy — S-m > Ry — Sul

)

That is to say, for a cover to be detected, only the above statistics are needed, and then by
comparing the relationship between the four statistical parameters, it can be determined whether the
cover contains secret information. Where R, is the ratio of the regular group to the total of the pixel
groups under the action of the exchange function F1, and R_,, is the ratio of the regular group to the
total of the pixel groups under the action of the offset function F_;, and S;; is the ratio of the
singular groups to all the pixel groups under the action of the exchange function F1, and S_,, is the
ratio of the singular groups to all the pixel groups under the action of the offset function F_;. We
perform LSB matching on the Lena image, and then analyze the stego image, as shown in the
following Figure 7. The left side is the graph of the original image. When the steganography rate is
close to zero, R, is about equal to R_,,, and S, is equal to S_,;. The right side is the stego image.
It is obvious that R,, is not equal to R_,;, Sy, is not equal to S_,; when the steganography rate is

close to zero.
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Figure 7. (Left) Steganalysis result of the original image; (Right) Steganalysis result of

the image with LSB matching.

Then, we test the stego image obtained by the algorithm proposed in this paper. The results are
as follows. From Figure 8, it can be found that when the steganography rate is close to zero, Ry, is
equal to R_p, Sp is about equal to S_p, and Ry > Sy, R_y > S_p, so our algorithm is very

resistant to the RS steganalysis algorithm.
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Figure 8. Steganalysis result with our method.

(2) Steganalysis algorithm based on extended DCT statistical features.

In the steganalysis algorithm with DCT coefficient statistics, Fridrich [23] first proposed the
concept of “calibration” and the calculation principle for steganalysis.

The principle of adopting such a calculation method is as follows: the image’s statistical
characteristics are also similar to the original image after cropping it. However, this process is very
sensitive to the image which has secret information, making the features very different after cropping it.

We extract the features of the stego image and obtain the partial feature difference in Table 4.
We can find that the feature difference between the cropped image and the original image is small,
indicating that the algorithm can also resist steganalysis algorithm based on extended DCT
coefficient statistics.

Table 4. Partial DCT extension feature difference of the image.

Features Partial feature difference
Global Histogram Statistic —-0.0018  —0.0003  —0.0004
Local Histogram Statistic —0.0008 0.0001 0.0002
Double Histogram Features —0.0008 0.0001 0.0002
Correlation of the BlockV 0.0006
Correlation of the BlockB,, 0.0001 0.0017
Co-occurrence Matrix —0.0000  —0.0000 0.0000

Mathematical Biosciences and Engineering Volume 16, Issue 5, 4708-4722.
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5. Conclusion

This paper proposes a high-capacity image coverless steganography method. By matching the
secret information and the hash sequence of the image one by one, the similar natural image block is
found in the image block database for replacement, then the hash value is inverted. Since the stego
image block which obtained from the natural image is the image block most similar to the original
image block, the visual quality of the stego image is still high. And our method can still resist the
steganalysis. However, only one kind of feature is discussed in this article, the next work will focus
on the selection of features describing the cover image and the similarity between cover image block
and replacement image block to obtain stego images with higher visual quality. With the continuous
development of deep learning, the production method is more and more mature, and future work will
be devoted to generating more natural images based on secret information through machine learning,
which can achieve better results than artificial synthesis.
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