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presented in this paper.
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1. Introduction

Computer viruses represent a persistent and evolving threat to cybersecurity, thereby impacting
digital infrastructure, financial systems, and personal data. These self-replicating malicious programs,
which are capable of spreading rapidly across interconnected networks, have become increasingly
sophisticated in their methods of evading detection and maintaining persistence within targeted
systems. Traditional signature-based and heuristic approaches to combating computer viruses often
prove inadequate in addressing the complex and unpredictable nature of virus propagation in today’s
interconnected world. Consequently, the development of mathematical models has become essential to
gain a deeper understanding of virus behavior [1], predict its spread, and devise effective control and
mitigation strategies [2–5].

As a framework for non-integer order differentiation and integration, fractional calculus has proven
to be a valuable mathematical tool to analyze the behavior of dynamical systems [6, 7]. Unlike
conventional models, fractional-order models possess the inherent ability to capture memory effects
and hereditary characteristics frequently observed in real-world virus propagation. Specifically,
fractional discrete-time models offer a robust framework to investigate how viruses spread within
digital systems, where interactions occur at discrete time steps. These models are particularly relevant
to cybersecurity due to their capacity to account for the long-term dependencies and adaptive behaviors
exhibited by computer viruses.

A crucial distinction within fractional-order models arises between commensurate and
incommensurate orders. Commensurate systems are characterized by all fractional derivatives sharing
a common base order, whereas incommensurate systems involve multiple, distinct fractional orders.
Incommensurate fractional systems are known to exhibit rich and complex dynamics, including
chaotic behavior, making their analysis and control particularly challenging [8]. The presence of
chaos in computer virus models signifies that seemingly minor variations in the initial states or
system parameters can cause drastically different outbreak trajectories, thus significantly complicating
prediction and containment efforts [9,10]. This inherent sensitivity to the initial conditions underscores
the critical need for robust control and synchronization techniques to effectively mitigate the chaotic
spread of computer viruses [11–14]. To address these challenges, we employ the Caputo-like fractional
difference operator, which allows for a tractable analysis in the discrete-time domain. This approach
facilitates the decoupling of system memory across compartments with varying fractional orders.
Additionally, we apply bifurcation diagrams, a Lyapunov exponent analysis, and entropy measures
tailored to incommensurate dynamics, thus ensuring a rigorous investigation of the system behavior
under diverse fractional configurations. Modeling such behavior within fractional frameworks helps
bridge the gap between theory and practical cybersecurity applications.

Given this potential for chaotic behavior driven by incommensurate orders, developing effective
strategies for stabilization and synchronization becomes paramount for practical virus containment.
Stabilization involves adaptive strategies to regulate chaotic systems, thus ensuring that the states
become asymptotically stable, often converging to equilibrium points. This capability is vital in fields
such as robotics, where precise motion control is essential. Despite extensive research on integer-order
control, fractional-order control remains largely unexplored due to the complexities of memory effects
and non-local dynamics [15, 16]. Synchronization, another critical aspect, was pioneered by Pecora
and Carroll, who demonstrated how coupled Lorenz systems can follow identical trajectories [17].
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This led to applications in secure communications, which used chaotic signals for encryption. While
synchronization is well-studied for integer-order systems [18, 19], fractional-order synchronization
presents challenges due to its history-dependent behaviors, necessitating novel techniques [20–32]. In
recent years, studies on computer virus propagation have increasingly employed network topology-
aware models, such as scale-free and small-world networks [33, 34], to simulate realistic diffusion
dynamics and assess control strategies. Alongside these, data-driven methods such as machine learning
and deep reinforcement learning have been utilized to predict spread patterns and enhance mitigation
efforts [35,36]. However, such models often neglect the long-term memory effects and incommensurate
dynamics crucial to accurately describe complex cyber-epidemic phenomena. As a result, existing
approaches struggle to accurately capture the complex interplay of discrete events, long-term memory
effects, distinct compartment dynamics, and chaotic behavior inherent in real-world computer virus
propagation.

Compared to prior studies, our work diverges from existing virus modeling approaches in several
key ways. First, most traditional fractional-order cyber-epidemic models (e.g., Wang et al. [37],
Yang et al. [38]) operate in a continuous-time setting with fixed structural parameters, whereas our
incommensurate discrete-time formulation more accurately mirrors the packet-based and event-driven
nature of computer network interactions. Second, machine learning-based prediction and control
methods (e.g., Sgandurra et al. [35], Yanfang Ye, et al. [36]) can capture empirical patterns but
often function as black boxes, thus overlooking the long-term memory effects and incommensurate
dynamics that we explicitly model. Third, unlike commensurate fractional models [39], which assume
uniform memory order across all state variables, our framework accommodates distinct fractional
orders for each compartment, thus enabling richer dynamics and more realistic propagation scenarios.
Finally, although chaos in fractional discrete systems has been generically studied [40], we integrate
chaos stabilization and synchronization control directly within the virus modeling framework, which
are features largely absent from existing topology-aware or AI-driven studies. This combination of
discrete-time incommensurate modeling, explicit chaos control, and integration with stability analyses
constitutes the core novelty of our contribution.

Beyond the modeling of virus propagation, chaotic incommensurate systems have gained
increasing interest in the field of image encryption, where the unpredictability and sensitivity to the
initial conditions are leveraged for security. Notably, recent works have demonstrated how dual
discrete memristor-based 3D chaotic maps can be efficiently implemented in multi-channel image
encryption [41]. Similarly, parallel color image encryption techniques based on 2D Logistic-Rulkov
neuron maps highlight the potential of multi-dimensional chaotic systems for fast and secure encoding
processes [42]. These studies illustrate the promising applications of fractional chaotic dynamics in
secure communications, this motivating further investigations of such systems in cybersecurity.

In this study, we specifically address the stabilization and synchronization of chaos in a fractional
computer virus model with incommensurate orders. Section 2 reviews fundamental concepts of
fractional discrete calculus, including notation and stability analyses for fractional maps. Section 3
focuses on the fractional-order computer virus model with incommensurate orders, thereby detailing
its dynamics. Section 4 moves the discussion towards the application of advanced stabilization
methods, aiming to steer the system toward desirable and stable configurations. We execute nonlinear
stability controller procedures to rigorously ensure that the system’s trajectories achieve asymptotic
convergence to equilibrium points. Section 5 addresses synchronization, thereby providing both
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analytical and numerical evidence of error convergence. The paper concludes with Section 6, which
provides a summary of the main results and suggests directions for further investigation.

2. Fractional discrete tools

This section establishes the key terms and concepts in discrete fractional calculus. We consider
functions defined on Nb = {b, b + 1, b + 2, . . . }, where b ∈ R.

Definition 1. [43] For ϱ(r) : Nb → R and ν > 0, the ν-th order fractional sum is given by the
following:

∆−νb ϱ(r) =
1
Γ(ν)

r−ν∑
s=b

(r − s − 1)(ν−1)ϱ(s), r ∈ Nb+ν, (2.1)

where the falling function is defined as

r(ν) =
Γ(r + 1)
Γ(r + 1 − ν)

, (2.2)

and Γ(.) is Euler’s gamma function.

Definition 2. [44] For ϱ defined on Nb+δ−ν and ν < N, the Caputo fractional difference of order ν is as
follows:

c∆νbϱ(r) = ∆−(δ−ν)
b ∆δϱ(r) =

1
Γ(δ − ν)

r−(δ−ν)∑
s=b

(r − s − 1)(δ−ν−1)∆δϱ(s), (2.3)

for δ = ⌈ν⌉ + 1.
The theorems presented below are essential for the integrated framework of numerical methods and

stability analyses that will be developed for our proposed fractional-order discrete-time system.

Lemme 1. [45] We examine the following fractional difference equations:c∆νbϱ(r) = f (r + ν − 1, ϱ(r + ν − 1)),
∆kϱ(b) = ϱk, δ = ⌈ν⌉ + 1, k = 0, 1, . . . , δ − 1.

(2.4)

These equations are equivalent to the following discrete integral representation:

ϱ(r) = ϱ0(r) +
1
Γ(ν)

r−ν∑
s=b+δ−ν

(r − s − 1)(ν−1) f (s + ν − 1, ϱ(s + ν − 1)), (2.5)

where r ∈ Nb+δ, and ϱ0(r) =
∑δ−1

k=0
(r−b)(k)

Γ(k+1) ∆
kϱ(b).

Lemme 2. [46] Let us consider the following system:

c∆
ν1
0 ϱ1(r) = χ1(ϱ(r + ν1 − 1)),

c∆
ν2
0 ϱ2(r) = χ2(ϱ(r + ν2 − 1)),
...
c∆
νm
0 ϱm(r) = χm(ϱ(r + νm − 1)),

(2.6)
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where χ = (χ1, χ2, ..., χm) : Rm → Rm, and ϱ(r) = (ϱ1(r), ϱ2(r), ..., ϱm(r))T ∈ Rm. Define M as the least
common multiple (LCM) of the denominators u j of ν j, where ν j =

v j

u j
, with (v j, u j) = 1 and v j, u j ∈ Z

+

for j = 1, 2, . . . ,m. Let w = 1
M ; then,

det
(
diag(λMν1 , λMν2 , . . . , λMνn) − (1 − λM)J

)
= 0, (2.7)

where J is the Jacobian matrix of (2.6). If all roots of (2.7) are contained within the stability region
C/Ow, then the solution of the system (2.6) exhibits local asymptotic stability, where

Ow =

{
s ∈ C : |s| ≤

(
2 cos

| arg(s)|
w

)w

, and | arg(s)| ≤
wπ
2

}
. (2.8)

3. The computer virus model

Building upon the framework established by Ansari et al. [47], this paper introduces a new fractional
discrete computer virus propagation model, which is formulated using the Caputo-like operator c∆

νi
b , i =

1, 2, 3, and presents a detailed analyses as follows:
c∆
ν1
b S (n) = α − βI(n + ν1 − 1)Z(n + ν1 − 1) − µS (n + ν1 − 1),

c∆
ν2
b I(n) = βI(n + ν2 − 1)Z(n + ν2 − 1) − γI(n + ν2 − 1) − µI(n + ν2 − 1),

c∆
ν3
b Z(n) =

1
δ

(S (n + ν3 − 1) − Z(n + ν3 − 1)) ,

(3.1)

The model considers three state variables:

• S (n): the proportion of susceptible (uninfected) computers at time step n;
• I(n): the proportion of infected (virus-carrying) computers at time step n;
• Z(n): the proportion of malicious codes or virus copies circulating in the network at time step n,

where νi, i = 1, 2, 3, is the fractional orders. Moreover, it also involves five positive parameters, which
are described in Table 1.

Table 1. Descriptions of parameters used in the model.

Parameter Description
α Connection rate
β Infection rate
γ Recovery rate
µ Removal rate
δ Information delay and memory length

This modeling framework is inspired by real-world scenarios that involve the spread of malicious
software such as worms (e.g., Conficker) or targeted cyberattacks (e.g., Stuxnet). In this context, S
represents the proportion of susceptible (uninfected) systems, I represents the infected systems actively
spreading the virus, and Z represents either auxiliary systems or control measures, β represents the
infection rate, and T represents the average delay or persistence. The model aids in analyzing infection
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peaks, evaluating containment strategies, and designing robust cyber-defense mechanisms. Therefore,
it provides not only theoretical insights but also guidance for practical cybersecurity solutions.

Setting b = 0, Lemma 1 leads to the following numerical formulas for (3.1):
S (n) = S (0) + 1

Γ(ν1)

∑n
j=1
Γ(n− j+ν1)
Γ(n− j+1) [α − βI( j − 1)Z( j − 1) − µS ( j − 1)],

I(n) = I(0) + 1
Γ(ν2)

∑n
j=1
Γ(n− j+ν2)
Γ(n− j+1) [βI( j − 1)Z( j − 1) − γI( j − 1) − µI( j − 1)],

Z(n) = Z(0) + 1
Γ(ν3)

∑n
j=1
Γ(n− j+ν3)
Γ(n− j+1) [ 1

δ
(S ( j − 1) − Z( j − 1))].

(3.2)

The initial states of the system are represented by S (0), I(0), and Z(0).
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Figure 1. Phase portrait, bifurcation diagram, and the corresponding Maximum Lyapunov
Exponent (MLE) for system (3.1): (a) phase portrait for (ν1, ν2, ν3) = (0.99, 0.95, 0.75);
(b) bifurcation diagram concerning ν1 for fixed (ν2, ν3) = (0.95, 0.75); (c) MLE plot
corresponding to (b).

Before introducing stabilization and synchronization strategies for the fractional model (3.1), we
need to examine its fundamental dynamics. For this purpose, we begin with the specific case where
S (0) = 40, I(0) = 30, and Z(0) = 40. Figure 1 provides a compelling visualization of the complex
dynamics exhibited by the incommensurate fractional-order discrete-time system (3.1) by utilizing
the parameter values (α, β, γ, µ, δ) = (20, 0.04, 0.02, 0.2, 7.5). These values were selected based on
extensive numerical experiments using MATLAB; they were found to produce complex and chaotic
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dynamics, which are central to the objective of the study. The phase portraits are displayed in
Figure 1(a), which reveals a chaotic attractor, suggesting complex and irregular system behavior.
This observation is reinforced by the bifurcation diagram in Figure 1(b), which eloquently captures
the transition from stable and periodic behavior at lower parameter values ν1 to chaotic dynamics
as the control parameter ν1 increases. The cascade of bifurcations leading to chaos is a classic
signature of nonlinear systems. Further solidifying this analysis, the Maximum Lyapunov Exponent
(MLE) plot provides a quantitative measure of the system’s chaoticity: using the Jacobian matrix
method [48], the positive MLE values observed at higher ν1 values confirm the presence of chaos,
with the fluctuations suggesting varying degrees of chaotic intensity. The combination of these three
graphical representations-phase portrait, bifurcation diagram, and MLE plot-offers a comprehensive
and insightful portrayal of the system’s motion, thus underscoring the intricate interplay of parameters
and the emergence of chaos in this fractional discrete-time model of computer viruses. In conclusion,
this figure effectively communicates the rich and complex dynamics inherent in this fractional discrete-
time system, thereby highlighting the emergence of chaos and the role of incommensurability in
shaping its behavior.

4. Stabilization of chaos

A key aspect of studying chaotic dynamical systems is the ability to control or stabilize them. In
this context, stabilization involves introducing adaptive terms to the system to asymptotically drive its
states to the fixed point. Note that this model (3.1) has two equilibrium points, E0 = ( b

µ
, 0, b

µ
) and

E∗ = (S ∗, I∗,Z∗), where

S ∗ =
γ + µ

β
, I∗ =

α

γ + µ
−
µ

β
, Z∗ =

γ + µ

β
. (4.1)

4.1. Stabilizing E0

To stabilize the 3D proposed incommensurate model (3.1), we derive a stability requirement that
guarantees the convergence of all states to the free fixed point E0. Theorem 1 is employed in this
analysis.

The following equations describe the controlled model of incommensurate order:
c∆
ν1
b S (n) = α − βI(n + ν1 − 1)Z(n + ν1 − 1) − µS (n + ν1 − 1) + C1(n + ν1 − 1),

c∆
ν2
b I(n) = βI(n + ν2 − 1)Z(n + ν2 − 1) − γI(n + ν2 − 1) − µI(n + ν2 − 1) + C2(n + ν2 − 1),

c∆
ν3
b Z(n) = 1

δ
(S (n + ν3 − 1) − Z(n + ν3 − 1)) + C3(n + ν3 − 1).

(4.2)

Theorem 1. A three-dimensional control law is designed with the specific objective of stabilizing the
dynamics of the incommensurate model (3.1) as follows:

C1(n) = c1(α
µ
− S (n)) + βI(n)Z(n),

C2(n) = c2I(n) − βI(n)Z(n),
C3(n) = c3(α

µ
− Z(n)),

(4.3)
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with c1 = 0.89, c2 = −0.79, and c3 = 0.92.
Proof: Substituting (4.3) into (4.2) yields the following:

c∆
ν1
b S (n) = α − µS (n + ν1 − 1) + c1(α

µ
− S (n + ν1 − 1)),

c∆
ν2
b I(n) = −γI(n + ν2 − 1) − µI(n + ν2 − 1) + c2I(n + ν2 − 1)),

c∆
ν3
b Z(n) = 1

δ
(S (n + ν3 − 1) − Z(n + ν3 − 1)) + c3(α

µ
− Z(n + ν3 − 1)).

(4.4)

Then,
det

(
diag(λMν1 , λMν2 , λMν3) − (1 − λM)H

)
= 0. (4.5)

For (ν1, ν2, ν3) = (0.89, 0.95, 0.75), we get M = 100, and

det



λ89 0 0
0 λ95 0
0 0 λ75

 − (1 − λ100)H

 = 0, (4.6)

where the controlled system’s Jacobian for the previous parameters leading to chaos δ = 7.5, γ =
0.02, β = 0.04, µ = 0.2, α = 20, and c1 = 0.89, c2 = −0.79, and c3 = 0.92, is

H =


−1.09 0 0

0 −1.01 0
1

7.5 0 −79
75

 . (4.7)

The control gains c1 = 0.89, c2 = −0.79, and c3 = 0.92 were systematically optimized to
satisfy the stability conditions of Lemma 2 for the incommensurate system. Through a parametric
sensitivity analysis, we determined these values ensure that all characteristic roots of Eq (4.5) lie strictly
outside O

1
100 , thus guaranteeing asymptotic stability. Their effectiveness was further confirmed through

simulations.
The characteristic equation is given by the following:(

λ75 −
79
75
λ100 +

79
75

)
(λ95 − 1.01λ100 + 1.01)(λ89 − 1.09λ100 + 1.09) = 0. (4.8)

We seek to prove that the asymptotic stability of E0, thereby guaranteeing the convergence of all
states to E0 in the long run. Equation (4.8) has 300 solutions, λ j( j = 1, ..., 300), all of which lie in
C/O

1
100 . By Lemma 2, system (4.2) is locally asymptotically stable to the free fixed point E0 = (α

µ
, 0, α

µ
).

We numerically verified the results of Theorem 1 using MATLAB. The discrete-time states, as
illustrated in Figure 2, confirm the system’s asymptotic stability, with all states converging to E0.
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Figure 2. Stabilization of (3.1) to E0 for (ν1, ν2, ν3) = (0.89, 0.95, 0.75).

4.2. Stabilizing E∗

Now, we will construct adaptive laws that will effectively stabilize the fractional model (3.1), thus
forcing all of its states to asymptotically approach E∗. To manage the dynamics of the incommensurate
model, we introduce the following control mechanism:

c∆
ν1
b S (n) = α − βI(n + ν1 − 1)Z(n + ν1 − 1) − µS (n + ν1 − 1) + F1(n + ν1 − 1),

c∆
ν2
b I(n) = βI(n + ν2 − 1)Z(n + ν2 − 1) − γI(n + ν2 − 1) − µI(n + ν2 − 1) + F2(n + ν2 − 1),

c∆
ν3
b Z(n) = 1

δ
(S (n + ν3 − 1) − Z(n + ν3 − 1)) + F3(n + ν3 − 1).

(4.9)

Theorem 2 creates the control law for the stabilization of the incommensurate model in the direction
of E∗.

Theorem 2. We construct a control law in the following manner:
F1(n) = f1(S ∗ − S (n)) + βI(n)Z(n),
F2(n) = f2(I∗ − I(n)) − βI(n)Z(n),
F3(n) = f3(Z∗ − Z(n)) − 1

T S (n),

(4.10)

where f1 = 0.89, f2 = 0.79, and f3 = 0.92, are constant control gains. Then, the stabilization of the
incommensurate model (3.1) to the E∗ equilibrium is achieved.
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Proof: Substituting (4.10) into (4.9) gives the following
c∆
ν1
b S (n) = α − µS (n + ν1 − 1) + f1(S ∗ − S nr)),

c∆
ν2
b I(n) = −γI(n + ν2 − 1) − µI(n + ν2 − 1) + f2(I∗ − I(n)),

c∆
ν3
b Z(n) = −1

δ
Z(n + ν3 − 1) + f3(Z∗ − Z(n)).

(4.11)

For brevity, we follow the same procedure as in the proof of Theorem 1. First, we derive the
corresponding characteristic equation and analyze the location of its roots:(

λ75 −
79
75
λ100 +

79
75

)
(λ95 − 1.01λ100 + 1.01)(λ89 − 1.09λ100 + 1.09) = 0. (4.12)

All 300 solutions of Eq (4.12), λ j( j = 1, ..., 300), lie within C/O
1

100 . As a result, (4.9) is
asymptotically stable in the direction of E∗. The control coefficients f1 = 0.89, f2 = 0.79, and f3 = 0.92
were determined through a structured parameter search coupled with stability verification based on
Lemma 2. For each candidate set of gains, the characteristic roots of Eq (4.12) were computed, and only
those that satisfied the stability conditions of Lemma 2 were retained. This procedure ensured that the
selected gains provide sufficient negative feedback to suppress chaotic oscillations, while guaranteeing
asymptotic stability of the incommensurate fractional-order system around the equilibrium point E∗.

The validity of Theorem 2 was assessed through a numerical simulation that used the specified
parameters, initial conditions, and control laws in Figure 1. The time evolution of the states, as visually
represented in Figure 3, provides clear evidence of convergence to E∗, thus demonstrating successful
stabilization.
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Figure 3. Stabilization of (3.1) to E∗ for (ν1, ν2, ν3) = (0.89, 0.95, 0.75).
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5. Chaos synchronization

We aim to synchronize fractional discrete models by minimizing the discrepancy between a master
and slave model. The master model is defined using the incommensurate fractional computer model
(3.1). Then, we specify the slave model as follows:

c∆
ν1
b S m(n) = α − βIm(n + ν1 − 1)Zm(n + ν1 − 1) − µS m(n + ν1 − 1),

c∆
ν2
b Im(n) = βIm(n + ν2 − 1)Zm(n + ν2 − 1) − γIm(n + ν2 − 1) − µIm(n + ν2 − 1),

c∆
ν3
b Zm(n) = 1

δ
(S m(n + ν3 − 1) − Zm(n + ν3 − 1)).

(5.1)

The respective slave system is the following:
c∆
ν1
b S s(n) = α − βIs(n + ν1 − 1)Zs(n + ν1 − 1) − µS s(n + ν1 − 1) + T1(n + ν1 − 1),

c∆
ν2
b Is(n) = βIs(n + ν2 − 1)Zs(n + ν2 − 1) − γIs(n + ν2 − 1) − µIs(n + ν2 − 1) + T2(n + ν2 − 1),

c∆
ν3
b Zs(n) = 1

δ
(S s(n + ν3 − 1) − Zs(n + ν3 − 1)) + T3(n + ν3 − 1).

(5.2)
Master-slave system synchronization (Eqs (5.1) and (5.2)) occurs when the controllers Ti(i =

1, ..., 3) ensure asymptotic convergence of the synchronization errors to zero as follows:



c∆
ν1
b e1(n) = −β(Is(n + ν1 − 1)Zs(n + ν1 − 1) − Im(n + ν1 − 1)Zm(n + ν1 − 1))

−µ(S s(n + ν1 − 1) − S m(n + ν1 − 1)) + T1(n + ν1 − 1),
c∆
ν2
b e2(n) = β(Is(n + ν2 − 1)Zs(n + ν2 − 1) − Im(n + ν2 − 1)Zm(n + ν2 − 1))

−γ(Is(n + ν2 − 1) − Im(n + ν2 − 1)) − µ(Is(n + ν2 − 1) − Im(n + ν2 − 1)) + T2(n + ν2 − 1),
c∆
ν3
b e3(n) = 1

δ
(S s(n + ν3 − 1) − S m(n + ν3 − 1) − Zs(n + ν3 − 1) + Zm(n + ν3 − 1)) + T3(n + ν3 − 1).

(5.3)
Theorem 3 presents adaptive rules for the controllers Ti(i = 1, ..., 3), to ensure that the

synchronization error tends asymptotically towards zero.

Theorem 3. Subject to the following:
T1(n + ν1 − 1) = β(Is(n + ν1 − 1)Zs(n + ν1 − 1) − Im(n + ν1 − 1)Zm(n + ν1 − 1)) + t1e1(n + ν1 − 1),
T2(n + ν2 − 1) = −β(Is(n + ν2 − 1)Zs(n + ν2 − 1) − Im(n + ν2 − 1)Zm(n + ν2 − 1)) + t2e2(n + ν2 − 1),
T3(n + ν3 − 1) = t3e3(n + ν3 − 1).

(5.4)

Synchronization is realized among the master system (5.1) and the slave systems (5.2), for t1 =

−0.35, t2 = −0.51, and t3 = −0.8.
Proof: The error dynamics are derived by first applying the fractional difference operator to the
synchronization errors in Eq (5.3) and subsequently substituting the proposed controllers (5.4) as
follows: 

c∆
ν1
b e1(n) = −µe1(n + ν1 − 1) + t1e1(n + ν1 − 1),

c∆
ν2
b e2(n) = −µe2(n + ν2 − 1) − γe2(n + ν2 − 1) + t2e2(n + ν2 − 1),

c∆
ν3
b e3(n) = 1

δ
(e1(n + ν3 − 1) − e3(n + ν3 − 1)) + t3e3(n + ν3 − 1).

(5.5)
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Thus,
det

(
diag(λMν1 , λMν2 , λMν3) − (1 − λM)L

)
= 0. (5.6)

To avoid redundancy, we adopt the same methodology as used in the proof of Theorem 1.
Specifically, we construct the characteristic equation and examine the root conditions to establish
stability as follows:(

λ75 −
14
15
λ100 +

14
15

)
(λ95 − 0.73λ100 + 0.73)(λ89 − 0.55λ100 + 0.55) = 0. (5.7)

The 300 solutions, λ j( j = 1, ..., 300), of Eq (5.7), lie in C/O
1

100 . Fast convergence of the errors
in (5.3) to zero is necessary for synchronization. Because matrix L meets the stability condition of
Lemma 2, the error system (5.3) is asymptotically stable, thus leading to the synchronization of systems
(5.1) and (5.2).

To illustrate the effectiveness of the synchronization scheme proposed in Theorem 3, we
numerically simulate the error dynamics governed by system (5.3) using the parameters defined
previously with (ν1, ν2, ν3) = (0.89, 0.95, 0.75).

Figure 4 displays the evolution of the synchronization errors for four distinct sets of initial
conditions, which were selected to represent both small and large deviations from the equilibrium state.
In all cases, the error trajectories monotonically converge toward zero, thus confirming the robustness
of the proposed synchronization scheme against variations in the initial state of the master and slave
systems. This consistent convergence across multiple scenarios demonstrates that the control law is
not limited to specific initial configurations but ensures global-like synchronization within the tested
parameter domain.

It is important to note that numerical solutions of fractional-order discrete systems may be subject
to the accumulation of truncation and round-off errors over long iterations, due to the memory effect
inherent in fractional differences. In our simulations, we mitigated this by employing double-precision
arithmetic and verifying the convergence consistency when either reducing the step size or increasing
the computation precision. The resulting numerical deviations were found to be negligible and did not
alter the qualitative synchronization behavior presented in Figure 4.
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Figure 4. Evolution of the synchronization errors (5.3): (a), (b) for (e1(0), e2(0), e3(0)) =
(0.1, 0.5, 0.4); (c), (d) for (e1(0), e2(0), e3(0)) = (0.2,−0.3, 0.8); (e), (f) for
(e1(0), e2(0), e3(0)) = (0.5, 0.3,−0.2); (g), (h) for (e1(0), e2(0), e3(0)) = (−0.4, 0.2,−0.5).
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6. Conclusions and perspectives

This research delved into the intricate state space of chaos in a fractional-order discrete computer
virus model with incommensurate orders, thereby exploring both stabilization and synchronization
strategies. Through bifurcation diagrams, Lyapunov exponents, and phase portraits, we identified
chaotic behavior under specific parameter conditions, thus emphasizing the unpredictability of virus
spread and the need for effective mitigation techniques. To this end, we proposed control mechanisms
to stabilize two key equilibria: the virus-free equilibrium E0 and the endemic state E∗. Both strategies
successfully suppressed chaos, thereby demonstrating their potential to regulate erratic viral dynamics.
In addition, synchronization methods were introduced to model virus behavior in interconnected
systems, thus providing valuable insights for managing propagation in networked environments.

Beyond virus modeling, the developed control and synchronization strategies for chaotic
incommensurate discrete-time systems hold significant promise for broader applications in
cryptography, information security, and secure communication systems. Recent studies have
demonstrated how such systems can enhance encryption robustness and computational efficiency,
which were exemplified by 3D memristive maps with dual discrete memristors [41] and 2D
logistic Rulkov neuron-based parallel image encryption schemes [42]. Additionally, Gao et al. [49]
introduced a three-dimensional memristor-based hyperchaotic map tailored for pseudorandom number
generation and multi-image encryption. This model systematically evaluates the chaotic characteristics
and encryption performance, thereby offering a valuable point of comparison and complementing
our incommensurate-order system in terms of high-dimensional chaotic dynamics and parallel
encryption capabilities. These applications collectively underscore the potential of our fractional
chaotic framework to advance cybersecurity solutions.

Future work will focus on validating the model’s practical relevance through simulations based
on real virus propagation datasets and realistic network structures such as small-world, scale-free,
and random topologies. This will enable the assessment of the model’s performance in practical
cybersecurity environments and guide its application in mitigating real threats. Additionally, we
plan to investigate adaptive and hybrid control strategies that dynamically respond to changing virus
patterns, including the effects of time delays and multi-layered network interactions. Moreover, future
efforts will explore interdisciplinary applications of the proposed framework in evolving cybersecurity
contexts, including anomaly detection, predictive defense models, and data-driven strategies for virus
containment.
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