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1. Introduction

Many public-key cryptosystems and protocols have been proposed since Diffie and Hellman [9]
introduced the idea of public-key cryptography in 1976. Many applications use public-key
cryptosystems and protocols, such as SSH [28], OpenPGP [4], and SSL/TLS [8]. The security of
public-key cryptosystems and protocols depends on a trapdoor one-way function and the algebraic
structure defined on it. The algebraic structures can be commutative or non-commutative. For
examples:

e The security of RSA [23] and its variants [ 16] depends on the difficulty of the integer factorization
problem (IFP). The algebraic structure is commutative, such as a ring Z,, where n = pgq is the
product of two large primes p, g; or a ring Z,[x] [5]. Shor [24] showed that quantum computers
solve IFP in polynomial time.
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e The security of Diffie-Hellman [9], ElGaml [11] and their variants [12] is based on the discrete
logarithm problem (DLP) in a cyclic group, in particular, an elliptic curve [12] over a finite field
F,. It is expected that the DLP can be solved in polynomial time using quantum computers [24].

e The security of NTRU [13] lies in the difficulty of hard problems in lattice reduction called the
shortest vector and the closest vector problems [6, 13,19,20]. The NTRU is defined on a ring of
polynomials Z,[X]/(X" — 1). This class of cryptosystems and protocols is resistant to quantum
attacks.

e The security of some key exchange protocols, such as Anshel et al. [3] and Ko et al. [17], is based
basically on the hardness of the conjugator search problem (CSP) defined on non-commutative
groups G: given two elements, g, g» € G, find an element i € G, such that g; = hg,h™". Shpilrain-
Ushakov [25] noted that instead of using CSP, we can use the double coset problem (DCP): given
g1,82 € G, find hy, h, € G such that g; = hy g h,.

One of the algebraic structures that is recently used in public-key cryptography is semiring [10].
In [7], Grigoriev and Shpilrain suggested using a tropical semiring in public-key cryptosystems. In
particular, they showed that solving systems of polynomial equations in a tropical semiring is NP-
hard. Huang et al. [15] suggested a public-key encryption and key exchange protocol based on tropical
circular matrices. Their security is based on the difficulty of solving tropical non-linear systems of
integers. Durcheva [18] proposed a robustness and efficiency key exchange protocol suitable for IoT
platforms with security based on the matrix decomposition problem.

Alhussaini and Sergeev [1] used the max-min semiring and the max-T semiring to improve the
tropical Stickel key exchange protocol [26]. H. Huang et al. [14] presented a new matrix semiring and
extended the Diffie-Hellman key exchange protocol [9] using the new matrix semiring. The extended
protocol is suitable for post-quantum cryptography. Its security is based on solving two problems:
Problems 2.4 and 2.5, which can be solved by solving quadratic polynomial systems over the presented
matrix semiring, which is an NP-hard problem.

In this paper, we are interested in designing a public-key encryption using the semiring defined
in [14]. The security of the presented encryption relies on two hard problems: Problems 2.4 and 2.5,
see Section 2.

This paper is organized as follows: In Section 2, we review the semiring with a matrix structure and
some related hard problems. In Section 3, we present the proposed public-key encryption and prove its
correctness. An example of encrypting a message is presented in Section 4. The security analysis of
the proposed encryption is presented in Section 5. Section 6 shows the performance of the proposed
public-key encryption. Section 7 includes the conclusion.

2. Preliminaries
This section provides a necessary background of a semiring with a matrix structure [14,27] and

computational problems based on the semiring.

Definition 2.1. Let G be a nonempty set, B and R be two binary operations (addition and
multiplication) defined on G. An algebraic structure (G, 8, R) is called a semiring if:

1) (G, B) is a monoid and commutative with an identity element denoted by Og;
2) (G, R) is a monoid with an identity element denoted by 1g;
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3) Multiplication distributes over addition from both sides:

g1 (g HEg3) = (g1 ®g)B(g Rg3),
(g1 B g)Rg; = (g1 Rg3) B (g ®g3);

4) O R g =g® 0 =0g forall g € G;
5) 0g # 1¢.

It is not necessary in a semiring that the additive inverse of an element g € G exists. In the case
where an additive inverse in G exists, then G is called a ring. If ® is commutative, then the semiring
(G, B, R) is commutative.

Let N be the set of natural numbers with zero and G = N U {co}. Then (G, B, R) is a semiring [14],
where the binary operations B and R over G = N U oo are defined as follows:

8 if 6(g2) < 6(g1),
81H8 =18 if 6(g2) > 6(g1),
max(gi,g2) if 6(g1) = 6(g2),
81 if 6(g1) < 6(22),
g1Rg =1 if 6(g1) > 6(82),
min(g,g2) if 6(g1) = 6(g2),

where 6(g) is the sum of all digits of g if g € N; otherwise, i.e., g = 00, 6(g) = oo.
For example, 6(92834) =9 +2 + 8 +3 + 4 = 26.

Definition 2.2. [14] Let (G, 8, R) be a semiring and M,(G) be the set of all n X n matrices over G. If
A = (aij), B = (bij) € My(G), then

1) AEHB:(aijEEbij).
2) ARB = ((aio X b()j) H(a) X blj) BH...H (ai(n—l) X b(n—l)j)) .

The identity elements for addition, 0,,, and multiplication, 1,,, are

00 - 0

00 - 0
Og = . ,

00 - 0

o 0 0

0 oo 0
Ig = )

0 O 1%
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Definition 2.3. A matrix A € M,(G) is called a circulant if A is of the following form:

ao [ R
an—1 2 o Ay
A=|A-2 dp-1 -+ dp-3|,
| ap as [P aop |
The circulant matrix A can be represented by the first row of A as follows: A = [ay,ay, -+ ,a,-1]. Each

row of the remaining rows of A is a right cyclic shift (right rotation) of the previous row.

Let A, B € M,(G) be two circulant matrices. Then AR B = BR A is circulant [14]. For example, let

274 512 571 241 361 350 274 536
A= 241 274 512 571 B= 536 361 350 274

571 241 274 S512|° 274 536 361 350|

512 571 241 274 350 274 536 361

Then

274 571 274 274
274 274 571 274
ARB=BRA=\ 01 294 274 571"

571 274 274 274

The semiring given in Definition 2.2 is used to propose the key exchange protocol [14] with security
based on the following two hard problems.

Problem 2.4 (MAP [14]). Let P,, P, € M,(G) be two circuant matrices, and U = Py ® T ® P, for an
arbitrary matrix T € M,(G). By giving U and T, the challenge is to obtain two circulant matrices P,
and P> such thatU = PR T R P;.

Problem 2.5 (CMAP [14]). Let P,, P,, By, B, € M,(G) be circuant matrices, U = Py ® T R P,, and
V =By R T ® B, for an arbitrary matrix T € M,(G). By giving U, V, and T, the challenge is to obtain
K=PIRB RTRB,R P,.

Problem 2.6 (Decision MAP). Given T, U € M, (G). Are there two circulant matrices P, and P, such
thatU = PR T R P,.

In [14], it is shown that the solution of CMAP is identical to obtaining the matrix K from the known
parameters of the protocol. In addition, MAP can be transformed into the problem of solving quadratic
polynomial systems on the semiring (G, B, R).

Proposition 2.7. [14] MAP can be transformed to the problem of solving quadratic polynomial
systems on the semiring (G, 8, R).

Therefore, solving such problems is NP-hard.
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3. The proposed public-key encryption

In this section, we propose a public-key encryption. The algebraic structure for the proposed
encryption is M,(G). This section consists of two subsections. In Section 3.1, we describe the key
generation for the proposed encryption. In Section 3.2, we present the encryption and decryption
processes. We also provide the correctness of the proposed encryption.

3.1. Key generation

The private-key consists of two circulant matrices Py, P, € M,(G), while the public-key consists of
two matrices S, T € M,(G), where T = P1 RS R P,.
Algorithm 1 describes the generation of public and private keys for the proposed encryption.

Algorithm 1. Key generation
Input:

— n: matrix dimension

Output: Public matrices S,T € M,(G) and private circulant matrices Py, P, € M,(G).
Begin

1: Generate randomly a matrix S € M,(G).

2: Generate randomly two circulant matrices Py, P, € M,(G).

3: ComputeT = P RS R P,.

4: Return (S,T), and (P, P,) as the public-key and private-key respectively.
End

3.2. Encryption

This section describes the encryption and decryption processes. It also provides the correctness of
the encryption. The proposed encryption algorithm uses the public matrices S, 7T € M, (G) and a secure
k—bit hash function, Hash, i.e., the size of the output of Hash(-) is k—bit. Because of our construction
of encryption, we will consider the plaintext m as a list of t—blocks, mg, m,...,m,_; each of length
k-bit. If the size of the last block m;,_; is less than k, we can add some bits, i.e., padding, such that the
size of m,_; is k—Dbit.

The sender encrypts the message m by choosing two random circulant matrices, say By and B,, then
the sender calculates U = B1 RS ® B, and U’ = B|RT R B,. Then the sender computes Hy = Hash(U"),
where Hash is a secure hash function. If the plaintext m is a sequence of blocks, mg, my, ..., m,_;, then
the sender computes H; = Hash(H,_,) and obtains the corresponding ciphertext block g; by computing
gi = m; ® H;, see Figure 1. The ciphertext is ¢ = (U, (g0, &1, - - -»81-1))-

To decrypt the ciphertext, c, the receiver has the private-key (P; and P,), so the receiver can easily
compute U’ = P; ® U ®R P,. Similarly, as in encryption, the receiver has Hy = Hash(U’) and H; =
Hash(H;_,). Since g; = m; ® H; using Algorithm 2, we have

g&i®H, =(m®H,)®H =m,.
This recovers the plaintext m; see Figure 2.
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Figure 1. Encryption.
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Figure 2. Decryption.

Algorithm 2. Encryption
Input:

— Public matrices S, T € M, (G).
— A secure k—bit hash function Hash.
— A plaintext m = (my, ..., m,_1), m; € {0, 1}*,0 < i<t

Output: ciphertext c.
Begin
1: Generate randomly two circulant matrices By, B, € M, (G).
22U =B ®TXB,.
3: U=B1®S R B,.
4: H =U".

AIMS Mathematics Volume 10, Issue 4, 8569-8586.
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s:fori=0tot—1do

6 H; = Hash(H;_,).

7: g&i=m;® H;.

8: end for

9: Return the ciphertext c = (U, (g0, 815 --581-1))-
End

Let ¢ = Enc.(m) denote the ciphertext ¢ obtained by encrypting a message m using Algorithm 2,
where e is the public-key.

Remark 3.1. e If each element x; of a matrix X € M,(G) is represented by b—bits, then X can be
considered as a sequence of bits of length b * n>. Thus, we can easily apply a secure k—bit hash
function, Hash, on X to produce a hash value of length k. Thus, Step 6 ati = 0 (Hy = Hash(H_,))
in Algorithm 2 can be easily implemented.

e Both matrices B, and B, should be kept secret, and there is no necessity to retain them, i.e.,
destroy them.

Algorithm 3. Decryption
Input:

— Private matrices Py, P, € M, (G).
— Ciphertext ¢ = (U, (g0, 81, - - -, 8-1)), where U € M,(G) and g; € {0, 1}¥,0 < i < t.
— A secure k—bit hash function Hash.

Output: The plaintext m = (my, . ..,m,_), where m; € {0,1}%,0 < i < t.
Begin

1: U =PiRURP,.

2: H | = U'.

3: fori=0tot—1do

4: H; = Hash(Hi_l).

5: m;=g;® Hi-

6: end for
7: Return the plaintext m = (my, my, ..., m; ;)
End

Similarly, let m = Dec,(c) denote the plaintext m recovered from the ciphertext ¢ using Algorithm 3,
where d is the private-key.
In Theorem 3.2, we prove the correctness of the proposed public-key encryption.

Theorem 3.2. Let ¢ = (S,T) be the public-key of the proposed cryptosystem for encryption and d =
(P1, Py) be the corresponding private-key. Then m = Dec,(Enc.(m)) for every message m.

Proof. Represent the message m as a sequence of blocks m;,0 < i < ¢, such that each block m; is of
size k, where k is the length of a hash value. This means that m can be written as m = (my, ..., m, ),
m; € {0, 1}*. Using Algorithm 2, we get that Enc.(m) = ¢, where ¢ = (U, (g0, g1, - -.,8i-1)). We have
that U = B| ® S ® B,, for two random matrices B, B, € M,(G). Therefore,

U =P RURP, =P RB, RS ®RB, R P,.
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Since Py, P, and By, B, are circulant matrices, we have the following:

(using Algorithm3) U' =P R U R P,

=P RBXSXRB,XP,
=BRPIRSRP, X B,

=BRTRB,

= U’ (using Algorithm 2)

Note that at Step 4 in Algorithms 2 and at Step 2 in Algorithm 3, we have H_; =

,and H; =

Hash(H;_,) fori = 0,1,...,¢# — 1. Since in Algorithm 2 we have g; = m; ® H;, we also have, in

Algorithm 3, that
g&i®H; =(m®H,)®H; =m,.

4. Example

We give an example of the key generation and encryption process. Let n = 5. Using Algorithm 1,

the generated keys are as follows.
The private-key is

38 55 247 209 19 128

19 38 55 247 209 91
P, =1209 19 38 55 247], P, =164
247 209 19 38 55 219
55 247 209 19 38 198

The public-key is

149 6 84 46 O 247

244 46 171 241 221 244
S=|17 180 42 226 248|, T =164
216 246 45 60 O 164

207 176 190 36 34 209

198
128
91

164
219

219
128
209
247
209

219
198
128
91
164

164
219
198
128
91

91
164
219{.
198
128

209
246
247
219
164

209

219

219
84
38

164
164
209].
84
128

Consider the plaintext m in the hexadecimal representation (of size 512 bits) as follows:

6¢
35
79
3e
bf
92
Te
e0

76
0d
42
31
ab
70
06
17

35
al
34
21
6¢
Ta
00

9

Oa
40
2¢
51
do
13
da
93

6a
b8
63
Oa
fr
40
c0
61

cl
4d
fe
f6
28
c7
c4
a2

fe
3¢
f3
Oa
da
76
8d
ac
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To encrypt m using Algorithm 2, two random circulant matrices B; and B, are generated:

120 148 144 171 250 1 28 250 87 94
250 120 148 144 171 94 1 28 250 87
By =171 250 120 148 144{, B,=187 94 1 28 250].
144 171 250 120 148 250 87 94 1 28
148 144 171 250 120 28 250 &7 94 1

Then, we compute U’ = By R TR B, and U = B; ® S R B, as follows:

246 246 219 164 128 46 28 28 244 244
148 94 219 209 209 28 226 148 94 28
U =194 219 84 84 148], U=1246 216 28 216 246|.
209 164 128 209 209 94 190 28 28 148
219 209 209 148 94 84 84 46 148 94

The suggested hash function to be used is the Keccak SHA3-512 [21]. Therefore, we have Hy =
Hash(U’) in hexadecimal form as follows:

(77 20 FO 56 C5 00 70 BO]
F6 22 74 AE C2 7B CD 43
6A C8 B7 49 8B 18 8D D6

_|AB D1 6E F8 6D F8 48 3D

20 CE 49 F5 38 62 AE 57|

45 AF 8 27 29 F8 75 FB
B2 60 42 CD D9 20 FD 8A

|ES 33 82 5C 24 23 EE 07]

Since the size of the given plaintext m equals the size of the hash digest of the Keccak SHA3-512, we
consider the given plaintext as one block. Thus, the ciphertext of m is ¢ = (U, go), where gy = m & Hy:

(42 2a 9a 97 a9 fe 06 cc]
51 62 cc e3 f7 47 0 dO
Se e4 d4 b7 f2 eb cf 19
_|8a 80 64 0e 53 f2 79 af
80=14c 1e b6 dd 87 28 08 49|
3f bc ¢S5 e0 bb 8e 05 88
b2 ba 82 09 d7 ad fb 79
[1c a0 e3 fe c4 8f f9 Of]

Similarly, for decryption, we have the private-key P; and P,, while the ciphertext is (U, go). We
compute U’ = Py R U ® P, and Hy = Hash(U’). Since, in this example, we consider the plaintext as
one block, we have the plaintext m = gy ® H,.

5. Security analysis

This section discusses the security of the proposed public-key encryption.

AIMS Mathematics Volume 10, Issue 4, 8569-8586.
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5.1. Brute-force attack

In this attack, the adversary finds all possible keys. Since the private matrices, Py, and P, are
circulant, knowing any row in the matrix leads to discovering the private matrix. If each element g;; in
a matrix A € M, (G) is represented by b—bits, then the brute-force attack takes time O(2"") to find the
matrix key. For example, if b = 8, then it is secure to take n > 13 to avoid the attack. If A € M,(G) is
not a circulant matrix, then the brute-force attack takes 0(2”"2). For example, if b = 8§, then it is safe
to take n > 4 to avoid the attack. Note that, as b increases, n decreases, and vice versa. Therefore,
estimating the private keys P, P,, or the matrix U’ (Step 2 in Algorithm 2 and Step 1 in Algorithm 3)
is hard. Thus, the brute-force attack is not practical for the proposed encryption.

For small values of n and b, there is a (very) small possibility that the entries of matrices, such as T
in Algorithm 1 and U’ in Algorithm 2, are one or two repeated elements.

Thus, to prevent such a situation and to increase the security of generating keys and encrypting
messages, we introduce a new terminology called matrix weight to ensure that the number of different
elements in each row or column in some generated matrices, such as 7" in Algorithm 1 and U’ in
Algorithm 2, is not small.

Definition 5.1. Let A = (a;j)) € M,(G). The matrix weight of A, denoted by C(A), is the minimum
number of distinct elements in each row and column. Formally,

Q(A) = minimum{#{ay;,0 < j <n},--- ,#{au-1);,0 < j <n},#ap,0<i<n}, -, #ain-1),0 <1 < nj}.

Note that the cardinality, denoted by #, of a set is the total number of unique elements in a set.
For example, consider the following matrix:

DN =N
D W AN B
— N WD
W W = W

we have Q(A) = 2.
Now, we give an example to show that there is a possibility that all elements of a matrix are equal.
Let the private-key be

21 173 9 32 57 26 190 11 236 178
57 21 173 96 32 178 26 190 11 236
P, =132 57 21 173 96, P, =1236 178 26 190 11 |.
9% 32 57 21 173 11 236 178 26 190
173 96 32 57 21 190 11 236 178 26

We have Q(P;) = 5, while Q(P,) = 5.
The public-key is

75 52 232 56 179 57 96 227 236 57
53 113 99 101 229 236 96 236 59 96
S=19 253 249 70 103{(, T=|75 57 236 57 238].
199 234 96 11 359 236 57 236 96 75
238 75 213 227 116 236 96 236 229 57
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We have Q(S) = 5, while Q(T) = 2.
The two random circulant matrices B;, B, in Algorithm 2 are

63 221 52 170 222 180 235 26 90 14
222 63 221 52 170 14 180 235 26 90
B, ={170 222 63 221 52|, B,=190 14 180 235 26
52 170 222 63 221 26 90 14 180 235
221 52 170 222 63 235 26 90 14 180

We have Q(B;) = 5, while Q(B;) =5,

63 63 63 63 63
63 63 63 63 63
U =163 63 63 63 63].
63 63 63 63 63
63 63 63 63 63

We have Q(U’) = 1.

Given a matrix, A € M,(G), we propose that (A) > w, where w is a security parameter referring
to the minimum number of different elements needed in each row and column of A, i.e., Q(A) > w.
Note that this does not mean that the matrix A has only w different elements. We could not calculate
the optimal value for w.

In general, efficiency and security are inversely proportional. For different values of w, we show,
in Table 1, the number of matrices X with Q(X) > w from 10* randomly generated public keys for
different matrix dimensions. The results in the table show that large w may lead to inefficiency of the
encryption since we try generating different matrices until we find one with Q greater than or equal to
w.

Table 1. The number of public-keys with Q(T) > w per 10* randomly public-keys.

n w=73 w=4% w=>5
15 8355 6474 7

30 9609 9232 392
48 9805 9673 3461
64 9887 9791 5016
80 9919 9919 6658

We claim that it is safe to set w > 3 since we do not know the position of different elements, and a
matrix may have more than w different elements.

Note that if n and b increase, the possibility of finding a matrix with a small weight decreases.
Determining an optimal w may not be easy.

Open Problem 5.2. Given M, (G). Finding the optimal value of w that renders estimating U infeasible.

Thus, it is better to check whether the generated matrix 7 in Step 3 of Algorithm 1 has a weight less
than w or not. If Q(T') < w, then we have to generate other matrices, P;, P,, and so 7. Similarly, for U’
at Step 2 in Algorithm 2. We did not check the weight of Py, P, By, and B, because they are random
matrices.

AIMS Mathematics Volume 10, Issue 4, 8569-8586.
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Algorithm 4. Modified key genereation
Input:

— n: matrix dimension.
— w: security parameter (matrix weight).

Output: Public matrices S,T € M,(G) and private circulant matrices Py, P, € M,(G).
Begin
Generate randomly a matrix S € M, (G).
Generate randomly two circulant matrices Py, P, € M, (G).
Compute T = P RS R P;.
if UT) < wthen
Go to step 1.
end if
Return (S, T), and (P, P) as the public-key and private-key respectively.
End

Similarly, we can modify Algorithm 2.

5.2. Knowing U’

If an adversary obtains U’, then he/she can recover the plaintext but not the private-key due to the
hardness of Problems 2.4 and 2.5. On the other hand, knowing U’ does not imply knowing the random
matrices, By, and B,, in Algorithm 2 because of Problem 2.4. If an adversary wants to estimate U’,
then he/she takes 0(b”2), as mentioned in Section 5.1.

5.3. Known plaintext attack

Obtaining the matrix U’ is hard due to Problem 2.5. However, if an adversary knows plaintext
m = my, my,--- ,m,_; and the corresponding ciphertext, ¢ = (U, (g0, &1, - - -, &1)), then he/she can get
Hy = go®my. We have Hy = Hash(U") using Algorithm 2. Since Hash is secure, the adversary cannot
recover U’.

5.4. Chosen ciphertext attack

Assume that the challenge ciphertext is ¢ = (U, g). We investigate the possibility that an adversary
with access to an oracle machine could return the plaintext of any suggested ciphertext ¢’ = (U’, g)
other than ¢ = (U, g). Note that, in the decryption process, the plaintext is obtained by performing the
bitwise-XOR between g’ and the hash value Hash(U’). Using a secure hash function, Hash, in the
decryption makes the chosen ciphertext attack on the proposed encryption more difficult. However,
choosing a ciphertext with a special pattern does not help the attacker obtain information about the
private-key. Thus, the chosen ciphertext attack is inefficient.

5.5. Private-key recovery attack

The problem of finding the private-key P;, P, from the public-key §,7 is formulated as MAP
(Problem 2.4). In [14], it is declared that MAP can be reduced to the NP-complete problem of solving
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quadratic polynomial systems over the semiring (G, B, ®). Currently, no method is known to solve the
MAP in polynomial time. Therefore, this indicates that obtaining the private-key from the public-key
is a hard problem.

5.6. Solving linear system

Otero et al. [22] proposed a method to find the maximal solution of a linear equation system defined
over an additively idempotent semiring. Our proposed public-key encryption has the private-key (P,
and P,) and the public-key (S and T'), where T = P; RS R P,. If an attacker discovers either the matrix
P, or P,, then he/she can use the method of Otero et al. to obtain the other matrix. Thus, we must
prevent the attacker from obtaining prior information about part of the private-key.

Durcheva and Danilchenko [18] presented Diffie-Hellman like key-exchange protocol based on
tropical semiring and block matrices. Assuming that Alice and Bob are communicating, the key-
exchange protocol proposed three public square tropical (n X n) matrices M, N, and T. The private-key
of Alice is constructed by selecting an integer a and two private tropical polynomials of matrices p;
and ¢g; and substituting A = p;(M) and B = q;(N). The public attribute of Alice:

a-1
T, = ZA”‘H RT®B.
i=0
Similarly, the private-key of Bob contains an integer b and private tropical polynomials of matrices p,
and g,, where C = p,(M) and D = ¢g,(N). The public attribute of Bob:
b-1
T, = Z CmTwD.
i=0
Otero et al. [22] succeeded in converting the cryptanalysis of the protocol proposed by Durcheva and
Danilchenko [18] into a solution of a linear system based on the prior knowledge of the two public
matrices M and N.

In our proposed public-key encryption, the private-key does not come from tropical polynomials of
matrices. Therefore, the cryptanalysis of Otero et al. [22] is not applicable in the case of our proposed
encryption. The security depends on the MAC and CMAC problems, which can be converted to 3-SAT.

Similarly, Alhussaini et al. [2] presented a cryptanalysis of the tropical stickel protocol proposed by
Grigoriev and Shpilrain [7]. In this tropical stickel protocol, there are public matrices A, B, W, U. The
relationship between U and W is based on private tropical polynomials of matrices p; and g; where
U = pi(A)® W R ¢;(B). But in our proposed public-key encryption, the public-key is two matrices,
S and T, where T = P ® S ® P, for two circulant private matrices P; and P,. Thus, the attack in [2]
does not work on our proposed encryption.

6. Experiments

This section provides the performance of key generation, encryption, and decryption processes for
different matrix dimensions. The implementation is written in Python 3.7.8 and ran on an Intel(R)
Core(TM) 15-8250U CPU 1.60 GHz under the Windows 10 operating system.

The implementation is byte-oriented; that is, the integer range is [0,255]. The matrix dimensions
we used in the implementation are n = 15, 30, 48, 64, 80. We have done two types of implementations:
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(1) The first measures the performance of key generation, Algorithm 4. The second column in Table 2
shows the average running time (in seconds) to generate 10° random keys (public and private).

(2) The second measures the performance of the encryption and decryption processes. Since
Algorithms 2 and 3 use a secure hash function, we used the Keccak SHA3-512 [21] implemented
in Python (“hashlib” Module). The third and fourth columns in Table 2 show the average running
times (in seconds) to encrypt plaintext and decrypt ciphertext, respectively. The number of tested
blocks in encryption and decryption for each n is 2000, where each block is 512—bits. In Table 3,
we calculate the size (in bytes) of the private and public keys of our encryption schema.

Table 2. The average execution time, in seconds, for generating keys, encryption, and
decryption, where w = 3.

n Key generation Encryption Decryption
15 0.011 0.0000 0.0000
30 0.075 0.0005 0.0001
48 0.305 0.0115 0.0061
64 0.741 0.0481 0.0250
80 1.40 0.2120 0.0720

Table 3. The size (in bytes) of private and public keys of the proposed encryption, where

w = 3.
n Size of private-key (P, P,) Size of public-key (S, T)
15 30 450
30 60 1800
48 96 4,608
64 128 8,192
80 160 12,800

Now, we compare our encryption schema with a recent public-key encryption [15]. Tables 2 and 3
show that the average running time for generating keys using our schema is less than that given in [15].
In addition, the average running times for encryption and decryption are shorter than those given
in [15]. The drawback of the proposed encryption is the size of the public-key (not the private-key). It
is longer than that given in [15].

The key generation of our schema is faster than the key construction in the key exchange
protocols [14]. The size of the public-key in our schema is longer than that given in [14], but shorter
than that given in [18].

7. Conclusions and future work

We have proposed a post-quantum public-key encryption. Our encryption scheme is robust and
efficient for protecting the data, making it suitable for IoT platforms where devices often have limited
resources and need to communicate quickly and safely. The encryption and decryption processes are

faster than those given in [15]. The key generation algorithm is faster than that given in [14, 15, 18].
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The main drawback of the proposed encryption is the size of the public-key. It is large compared
to [15]. Although the security of the proposed cryptosystem depends on the hardness of solving MAP
and CMAP, the use of a secure hash function prevents some attacks.

In the future, we intend to (1) find a method to reduce the size of the public-key, such as more
efficient representations; (2) provide a formal security proof, in particular, for chosen plaintext and
ciphertext attacks; (3) extend the cryptosystem to a digital signature.
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Appendix

This appendix contains some data from [14, 18] to compare it with our results.

Table 4 presents the average execution time, in seconds, to generate keys for the protocol [14] using

a processor faster than our processor used in the implementation. By comparing the data in Tables 2
and 4, we find that the key generation of our system is faster than the key generation of [14].

Table 4. The average execution time, in seconds, for generating keys [14].

n Key generation
20 0.2066
25 0.4029
30 0.6872
35 1.1041
40 1.6526
45 2.3468

Table 5 presents the size of the private and public keys (in megabytes MB) [18]. By comparing

Tables 3 and 5, we find that the key size of our schema is shorter than the key size given in [18].
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Table S. Private and public key size (in MB) [18].

n Public-key Private-key
60 27.3 27.3
65 323 323
70 37.5 37.5
75 43.0 43.0
80 48.8 48.8
85 54.8 54.8
90 61.0 61.0
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