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Abstract: In this paper, we proposed a reachable set control method for a class of Markov jump
cyber-physical systems (MJCPSs) with time-varying delays, which addressed the challenges posed by
false data injection (FDI) attacks to system security. The goal was to find the set of regions where
all MJCPSs states were reachable from the origin in the presence of bounded disturbances. The
adaptive event-triggered control strategy was introduced to save network resources. It also reduced the
impact of FDI attacks and external disturbances on system security. The conservatism of the results
were reduced by constructing the Lyapunov-Krasovskii (L-K) functional with time-varying delays.
Difference terms were estimated by using the discrete Wirtinger inequality and the improved extended
reciprocally convex matrix inequality, and the ellipsoid reachable set of the MJCPS was obtained.
Then, the reachable set controller was obtained by linear matrix inequalities (LMIs) solving technique.
Finally, an example simulation proved the validity of the results.
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1. Introduction

The integration of physical systems and network systems has become a trend. This integration forms
cyber-physical systems (CPSs) [1]. CPSs realize real-time information interaction between cyber and
physical modules, which have the advantages of efficiency, convenience, and transparency. A typical
CPS consists of three parts: sensing part, network part, and control part. In the practical application
of some CPSs, external disturbances, internal failures, and changes in the working environment often
occur [2]. Those situations can lead to abrupt changes in the modes of the CPS, while also causing the
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system to not operate safely [3]. Markov jump cyber-physical systems (MJCPSs) introduce Markov
jump properties to describe the abrupt change of system modes. Scholars have paid increasing attention
to MJCPSs in recent years and have obtained some research results, such as attack-compensated output
control [4], sliding mode control [5], and adaptive resilient control [6].

MICPSs are characterized by the openness of network transmission, thus making them vulnerable to
the threat of cyber attacks during information transmission. Common cyber attacks include deception
attacks [7] and denial of service (DOS) attacks [8]. Deception attacks are related to the state of the
system and carefully designed by the attacker. As a result, deception attacks tend to be more destructive
than DOS attacks [9], the most typical of which are false data injection (FDI) attacks. When the
system state information of MJCPSs is transmitted between physical and network modules, the attacker
tampers with the system state information by secretly injecting false information, which leads to system
paralysis. Reachable set control is an important branch of system security research and the reachable
set control can defend against FDI attacks. The existence of FDI attacks and external disturbances will
destroy the security of the system and make the system unstable. The system can be restored to normal
by reachable set control. Therefore, reachable set control has great significance in theoretical research
and practical application. The reachable set is the set of all states of the system that can be reached from
the original state under the influence of bounded disturbances [10]. Scholars have conducted reachable
set research on stealth attacks [11], deception attacks [12], and hybrid attacks [13] that MJCPSs may be
subjected to. However, there are few studies on the reachable set of discrete MJCPSs, and even fewer
on the reachable set of MJCPSs under FDI attacks. Therefore, obtaining more applicable reachable set
control results for discrete MJCPSs under FDI attacks is a motivation for this paper.

Influenced by physical factors such as material and temperature, the transmission of signals at actual
MICPSs creates time delays that cannot be eliminated [14]. In the transmission of the signal, most
of the time delays are not constant. The magnitude of time delays varies with time because of the
physical factors, such as material and temperature change. This kind of delay is called time-varying
delay. It makes the current state information of the system also contain the state information of the
previous time [15]. The presence of system delays increases the conservatism of research results in the
reachable set of MJCPSs [16]. Therefore, reducing the conservatism that system delays bring to the
study of reachable sets of MJCPSs is another motivation for this paper.

Since MJCPSs are characterized by data exchange and sharing, remote monitoring and control, they
require continuous network transmission. However, network bandwidth is usually limited, leading to
problems such as information congestion and inefficient utilization of network resources during data
transmission. Event-triggered control strategies can effectively save network resources. Moreover,
event-triggered control strategies can also reduce the impact of cyber attacks and external disturbances
on the MJCPS [17]. There are many kinds of event-triggered control strategies, including but not
limited to hybrid-triggered security control strategies [18], dynamic event-triggered security control
strategies [19], and memory-based event-triggered security control strategies [20]. Ordinary event-
triggered control strategies give fixed trigger thresholds and consider global information. Adaptive
event-triggered control strategies introduce dynamic trigger thresholds that eliminate the need for
global data and provide more flexible trigger conditions. It can flexibly change the trigger threshold
when FDI attacks and external disturbances occur. This reduces the number of triggers and increases
the security of the MJCPS. Obtaining more effective reachable set control effects through adaptive
event-triggered control strategies is also the research motivation.
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The contributions of the paper are as follows:

1) In this paper, the reachable set problem of MJCPS with time-varying delays and external
disturbances under FDI attacks is studied for the first time. Compared to other papers [21], this
paper considers a variety of adverse effects on the MJCPS, and the results are more applicable.

2) The adaptive event-triggered control strategy is added to save network resources during data
transmission. It also reduces the impact of FDI attacks and external disturbances on the MJCPS.

3) By constructing the new Lyapunov-Krasovskii (L-K) functional with system time-varying delays
and utilizing the Wirtinger inequality and the improved extended reciprocally convex matrix
inequality, sufficient conditions of less conservative for reachable set estimation are derived. It is
transformed into the form of the linear matrix inequality (LMI) and solved to obtain the optimal
solution of the reachable set controller.

4) The validity of the results is proved by a boost converter circuit system example.

Notations: R" stands for an n-dimensional real matrix; Z stands for nonnegative integers; and E {-}
represents the mathematical expectation. The symmetric term in a symmetric matrix is represented by
the symbol #, and |||| indicates the Euclidean norm. The diagonal matrix is represented by the symbol
diag{---}.

2. Problems formulation and preliminaries

Figure 1 shows the design diagram of the reachable set controller of the MJCPS under FDI attacks.
As can be seen from the figure, the sensor obtains the sampled signal x(k) and sends it to the event
generator. The event generator is compared the sampled signal with the trigger conditions. The signal
which meets the conditions will be sent to the network transmission. When the signal does not meet the
trigger conditions, the zero-order hold (ZOH) will keep the information of the previous time unchanged
to ensure the continuity of the signal. In the transmission process, it is assumed that the network-
induced delay of the network transmission is o(k), which satisfies o(k) € [0, 0], and the attacker
randomly carries out FDI attacks. Finally, the controller processes the signal x(k — o(k)).

x(k
Plant |—>| Senor I(—)>| Event Generator |

A
F(k—o(k))
FDI attacks
(k- o (k)

| Actuator |(—| Controller |(—| ZOH |

Figure 1. Design diagram of reachable set controller of MJCPS under FDI attacks.
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2.1. Cyber-physical system model description
Consider the following MJCPS:

{ x(k + 1) =A, x(k)+B, u(k)+F, x(k — d(k))+D, w(k),

u(k) = K, x(k), 2.1

where x(k) € R", u(k) € R™, K,, represent the state vector, the controller input, and the controller gain;
d(k) is a time-varying delay; d(k) € [d,,, dy], where d,, and d,; are constant; w(k) € R! represents the
external disturbance, and the following mean bounded condition is met:

Ew! (k)yw(k)] < @, (2.2)

where @ is a constant. A,,, B,,,C,,, D, , F,, are constant matrices of known suitable dimensions. Here,
{ri,k € Z} is a discrete-time Markov chain, which takes from a finite space N = {1,2,...,N}. The
system transition probability is 7,, = Pr{ri.1 = glry = p}, where 0 < m,, < 1 for all p,q € N, and
Sl Tpg = 1forall p e N. Tl = [npq] is a matrix of transition probability.

2.2. Adaptive event-triggered control strategy

The adaptive event-triggered control strategy is adopted to reduce the waste of network resources.
The corresponding trigger condition is:

ki1 = kp + min {kI[X(k) = x(k)1" Q [x(k) = x(kin)] > ﬂ(k)xT(km)QX(km)}, (2.3)

where k,, represents the most recent trigger time; x(k,,) denotes the latest transmitted state; and Q is
the undetermined positive definite weighting matrix. The adaptive triggered threshold (k) meets:

1

_ Lt _ r _
Ad(k) = 0 [ 90 ﬁo] [x(k) = x(kn)]” Q [x(k) = x(k)] , 2.4)

where A(k) = d(k + 1) — 9(k) and ¢y > 0. It is inevitable that there is transmission delay in the
transmission process. The delay existing in network transmission is analyzed as in references [22]
and [23]. The mechanism (2.3) can be rewritten as:

kst = ky + min {k|e§Qex > 9(k)xT (k — (k) Qx(k — o'(k))} , (2.5)

where e, = x(k) — x(k,,). The delay is 0 < o(k) < oy, and 0, is a constant. So, x(k) after passing the
adaptive event-triggered control strategy can be expressed as: X(k — o(k)) = x(k — o(k)) — e,.

Remark 1. The common event-triggered control strategy relies on global information to set a fixed
trigger threshold, which may cause the loss of important information. The adaptive event-triggered
control strategy in this paper not only preserves system data as much as possible, but also helps the
system recover quickly after FDI attacks and external disturbances happened. Compared with other
adaptive laws, this adaptive law is adjusted by focusing on the difference in state near the trigger time.
When the FDI attack or the disturbance occur, e, will increase, then AW(k) will increase, consequently
causing an increase in 9(k). The trigger condition will become harder, and the system will maintain
its previous trigger state unchanged under the ZOH, thereby effectively mitigating the impact of FDI
attacks and disturbances on MJCPSs state. In addition, in order to avoid Zeno behavior, the sampling
period of the system is used as the minimum time interval between two events.
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2.3. FDI attacks

FDI attacks occur during network communications such as data sharing and remote control in the
MICPS (2.1). Different from the previous attacks from [24], the attacker eliminates the original correct
data in the system while carrying out the attacks signal input, which is more destructive to the system.
The attacks signal model can be expressed as:

Xk = o(k)) = x(k — o°(k)) + a(k) [-x(k — o(k)) + E(X(k — o(Kk)], (2.6)

where a(k) = 0 or (k) = 1 represent failure or success of the attack launched by the attacker at time k.
a/(k) satisfies the Bernoulli distribution; E{a(k)} = Prob{a(k) = 1} = &, E{l —a(k)} = Prob{a(k) = 0} =
1 — @; and é(X(k — o(k))) denotes the FDI attacks signal in discrete time, satisfying:

€k — a())l, < NG ux(k — a(k)ll, (2.7)
where G, is a known matrix.

Remark 2. FDI attacks pose a huge threat to the security of the MJCPS as they are well-designed by
the attackers. The attack model in this paper is to erase the original state information of the MJCPS and
inject error information. In order to avoid the attacks signal being detected and improve the success
rate of the FDI attack, the attacker sets an energy upper limit for the attacks signal. In the actual
MJCPS, the attacks signal will be affected by the external environment, signal disturbances, and other
factors. Therefore, it is random whether the FDI attacks signal can be injected into the MJCPS. In this
paper; the Bernoulli distribution function is used to describe the probability distribution of whether an
attacker launches a successful FDI attack. In order to be closer to the actual MJCPS, the system state
in this paper introduces the corresponding delay in the network transmission after the event-triggered
control strategy processing, so the FDI attacks signal should contain the corresponding delay.

2.4. Preliminary
When r; = p, there is the system such that:
x(k+1) = Apx(k) + (1 — a(k))B,K,x(k — o(k)) + a(k)B,K,&(x(k — o(k))) + F,x(k — d(k))
+D,w(k) = (1 — a(k))B,K,e,. (2.8)

Here are the definition and a few lemmas.
Definition 1. [25] For Yk > 0, the reachable set of the MJCPS is denoted as follows:

H(x) = {x(k)|x(k) and w(k) satisfy (2.1) and (2.2)},
and the ellipsoid bound of the MJCPS can be given as:
&x(Up, 1) = (x(R)E{x" (k) Upx(k)|xo, ro} < 1, x(k) € R", Up > 0.

Lemma 1. [26] For a given symmetric matrix R > 0, a sequence of discrete-time variable § :
Z[y1,y2] — R", and integers 0 < y; < y3,

r2-1
2=y ) ¥ (ORx(6) > Q[RQ, + 3QIRQ,, (2.9)

=y1
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where

2 Y2
Q; = x(y2) = x(y1), Qo = x(y2) + x(y1) — I (S:Zw x(0).

Lemma 2. [27] For a real scalar 0 < y < 1, real matrices D; > 0, D, > 0 and an arbitrary matrix N,

we obtain
X ! >
0 :{DZ

Lemma 3. [28] Consider the MJCPS (2.1) with a well-squared bounded external disturbance, assuming
that V(xy, i) is an L-K functional satisfying the initial condition V(xy, rg) = 0 and w(k) satisfies (2.2).
If there exists a scalar 8 € (0, 1), for any Yk > 0: E[V (x4 1, e D)Xk, 7] = BV (X, 71) — 1%ﬂwT(k)w(k) <0,
then E[V(xk, I’k)le, 7"()] <1

(2.10)

D + (1 —x)(D, — ND;'N") N
% D, +x(D, - N"D'N)|

3. Reachable set estimation analysis

In this part, we give the analysis of reachable set estimation for the MJCPS (2.1). First, the range of
the reachable set for the MJCPS is obtained by estimation in Theorem 1. Second, the controller gain
of the MJCPS reachable set controller is obtained in Theorem 2. Define the following symbols:

n(k) = [ (), 2 (k= dy), 57 (k= d(R) . 27k = dy)., 27 (k= o)), 27 (k= o), E (k= (k).
ml k), mid (k). mE (R, mi k), mLk), el w ()] .

X

with
) k k—dy 2 k—d(k)
my(k) = x(0),my(k) = ————— x(6),m3(k) = —————— x(9),
d,+1 5:1<Z—dm dk)-d,+1 s dy—dk)+1 6:;11”
k k=o (k)
2
my(k) =

2
sl 1 L O = Z X0).

(k)

3.1. Reachable set estimation of the MJCPS

Theorem 1. For given scalars dy, d,,, oy, ¥, &, and the matrix Gy, if there is a scalar 0 < 8 < 1,
positive definite matrices P;(i = 1,...,7),U, € R™" Ni(i = 1,...,4) € R*?" such that, for Yp € N :

[P aky=d,.cri)=0 o3 N, ©i Ny
PP = * — 5t X2 0 |<o, G.1)
* * - WLMX?’
TP\ aymdyoiymoy 93 N2 eI NT
7 = * — 5t X2 0 |<o, (3.2)
* * - ﬁ"LMX3
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[T dt0)=dyy o )=0 O N @3 Ny
PL = * — 5 X 0 |<o, (3.3)
k * - IBD.LMX_@
Tl dw=dy.otr=o  P5NT A
PP = * — 5 X2 0 |<o, (3.4)
* * - ﬁ("LMX3
where
T? I;Hf (65 - 613)TGLU[,
I? =1 % H2 0 )
* * -U,

1 -
T’ = O + @y + O3 + O + D5 — ?'86{4614,

o] = —Bel Uye, + I(k)el Qes — el U7 — el Qeys,

Dy = el (P) + Py + Py + Py)e; — BMel Pres — BT el Preg — B el Prey — B el Pyey + dyye’ Prey,
O3 = el (%P5 + d2y, P + Ty Per — 7o X1 — ™ [0F | E [Z] —B|ef f|F [ﬁ;‘] ,
duy = dy — dpy,

Hll) = (VT Up, NTpUp, ..., NTNUp),

I = diag {~-U,U;'U,, ~U,U;' Uy, ... =U, U3 U, |,

e — ey+1 :|(7 — 4’ 5)’

* 3Py+4 €y + €yil — €y47 e+ €yil — €y47

[ZdM—d(k)—dm X2 d/\/;,—d(k) 1\]1 + d(k)—d, Nzl lZUM—U(k) X3 O'M(;O'(k) N3 + 0'(/((7)-—0'," N4l
E = , F = M M ,

Xy=[Py+4 0 ](7:1,2,3),90y= A ]@:1,2,3),%:

d, d o
mM InMdM+d(k)—2dm mM M O'M+O'(k)
* d—X2 * —X3
mM oM

lp = Apel + (1 - &)BPKPeS + &BPKP€7 + Fp€3 - (1 - &)BpreB + Dp€14,
€y = [Onx(y—l)n,Ian,Onx(13—y)><n,0n><l](7 =1,2,...,13),e14 = [Ox13n, L1l (3.5)

the ellipsoid set ,(U,, 1) is a reachable set of the MJCPS (2.8).
Proof: We choose the L-K functional:

3
V(k, xio 1) = Vilk, X 70) + ) Vik, x0). (3.6)
i=2

where

Vitk, xg, i) = x' (k)Upx(k),

k-1 k—1 k—1
V)= > BN @OP@+ D A @OPx@) + ) BN (6)Px(©)
0=k—d(k) o=k—0opm o=k—dp,
k—1 —dy k-1
+ Y BT @Px@ + Y, Y BT OPIX),
S=k—dy y=k—dy+1 6=y
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— k-1 —d, k-1
Vstk,x) =dp D BT @Psx©O) + du D Y BT (9)P6x ()

y=—dy 6=k+y y=—dy o=k+y

-1 k-l
rou Y, Y B @)Px().

y=—oy o=k+y

Define AV (k, xi, ry) as the forward difference, then we have:

AV (K, xi,750) =(B = DV, Xt 1) + X (R, > 70, Ulp () = X" (R)BU (k)

geN
=(8 — DVik, xi, 7o) + 7" (k)DL + @ (k) (3.7)
where ®f = 3y Tyl Ul
k—dm k_dm
AVy(k, ) SOTWO+ Y BxT (@)P1x(6) + dyx” (ROP1x(h) = > BXT (6)P1x(6),
0=k—dpy+1 O0=k—dpy+1

=(B = D)Va(k, x¢) + 1" (kK)an(k),

(3.8)
where
0 =[x (), 5" (k — d(k)). " (k = dy), <" (k= dyp)]
W = diag {P1 + Py + Ps + Py, —B™ Py, —3% Py, B (P, + P4)}.
k—1
AVs(k, xi) =(B = DVi(k, x) + do, x" (k) Psx(k) + iy x" (k) Pox(k) — d, Z B0x" (8)Psx(5)
o=k—dp,
k—du—1 k—1
—duu Y, B OPXO) —ou Y A (6)Prx(6)
(5:k—dM (5:k—(TM
<(B — 1)Vs(k, xp) + d2 x" (k)Psx(k) + d2 ,,x" (k)Pex(k) + o3, x" (k) P7x(k)
k—1 k—dy—1 k—1
—dpf" D" X OPsx(©0) — duuB™ Y X (OPex(0) —aup™ Y ' (6)P1x(0).
o=k—d, o=k—dy o=k—0y
(3.9)
Those can be obtained by Lemma 1:
k—1
~d,p ) X (6)Psx(8) < =By’ (ke Xioin(k). (3.10)
o=k—d,
k—du—1 k—dy,—1 k—d(k)—1

~duf™ Y K @)Pex(6) = - mMﬁf’M[ PRI ]xT(a)P6x<5)

o=k—dy o=k—d(k)  o=k-dy
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d B dpi B
= _d(k;wf d n" (k)2 Xaam(k) — Wﬁj—ﬂd(k)ﬂT(k)%TXMw(k). (3.11)

It is estimated by Lemma 2 that:
deﬁdM

— ' (k) MX (k) — " (k)"
0 (k)ps" Ao —d, 2|21 m (K)gs dy — d(k)

 pdy | P21(K) @an(k) MdM d(k)
F Losn(k)] Lom(k)] a
L d(k)

de

Xz) w3n(k)

0" ()" No X5 NE gan(k))

mM

+B < "(k)ps" N{ X5 Nygsn(k)), (3.12)

and using the same processing method as (3.12), the another integral term can be estimated as:

k-1

— B Z T (8)P7x(6) (3.13)
S=k—o
B @am(k) @am(k) wOM—~ ak)  p T —1AT
M _ N, k
[90577(/0} [%n(k)] o (7" (K)ps” N4 X3 Ny @an(k))
57 T s NEX N, (3.14)
Therefore, it can be obtained that:
AV3(k, xi) <(B = DV3(k, x1) + 17 (k)(D@3 + D3)n(k), (3.15)
where
dy —dk d,,
= i M( G =) )TNy X; N ) + (; - (03" N X, Nygs)
+’80MWO'—MO-()(904TN4X3_1N4T(P4) +,3(TM ik )(SDSTNTX_INWS)

In addition, assuming the attacks signal £(x(k — o (k))) satisfies (2.7), we have:

' (k — (k)G U,Gy(k — o(k)) — " (5k — (k) U,£(F(k — o(k))) > 0. (3.16)

Meanwhile, from (2.5), we can get:
Ik)x" (k — o (k) Qx(k — o(k)) — el Qe, > 0. (3.17)
Combining (3.7)—(3.17), we get:

AV(k, xi, 1) < (B — DV(k, xp, 110) + 17" (kR)DP(k), (3.18)
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where

Q7 = QF + OF + @y + O3 + O3 + DY,
O = @ + I(k)el Qes — et Uyer — e130e13, @ = (es — €13) G, U,Gules — er3).

To obtain the reachable set of the MJCPS (2.1), the following function is defined:
1 -
J = E[V(k + 1, xpr1, e DIK, X, 1id = BV (K, Xy 1) — F'BW(k)TW(k)- (3.19)
Combining (3.18) and (3.19), we get:
J <" ()d k), (3.20)

where @7 = ®” — ZEy(k) w(k).
By using the Schur complement, if (3.1)=(3.4) hold, ®” < 0 holds, which means E[V(k +

1, Xee1, T DIk, X, 7] — BV (K, i, 10) — %WTW < 0 holds, then based on Lemma 3, E[x" (k)U ,x(k)] < 1
holds. This completes the proof.

Remark 3. In general, after constructing the L-K functional, the reachable set estimation result,
which is obtained by applying the Jensen summation inequality to handle summation terms, tends
to be conservative. In order to reduce conservatism, researchers have adopted many methods, which
also increase the difficulty of computation [29]. This paper employs the Wirtinger inequality and
improved extended reciprocally convex matrix inequality to estimate the integral term, which reduce
the conservatism of the results and the complexity of the calculation. At the same time, by designing
Vao(k, xi), two summation terms are cleverly eliminated in AV,(k, x;). In addition, more time-varying
delays and system information are introduced. These further reduce conservatism of the results and
calculation difficulty.

Remark 4. In this paper, the problem of reachable sets for the discrete-time MJCPS under FDI
attacks is studied for the first time. Unlike the result of previous studies, this paper considers the
effect of unfavorable factors such as time-varying delays information, mode jumps, and FDI attacks.
Considering these factors makes it difficult to design the controller. In addition, it is also difficult to
reduce the conservatism of the results and the complexity of the calculation at the same time. In order
to solve these difficulties, the L-K functional with more time-varying delays is constructed, and the
satisfactory results are obtained through the Wirtinger inequality and improved extended reciprocally
convex matrix inequality techniques.

3.2. Reachable set controller design

In this part, the reachable set controller is designed and obtained.
Theorem 2. For given scalars dy, d,,, oy, %9, &, and matrices Gy, O, if there is a scalar 0 < 8 < 1,
positive definite matrices are Pf (i=1,....,7,H, eR" Ny, (i = 1,...,4) e R¥ K € R™" such
that, for Vp € N:

[_H" Hp ]< 0, (3.21)
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[T 4t0)=d.0(1)=0 ©r Nzlz @1 Nap
P = * - ﬁ[,LMXf 0 <0, (3.22)
L op
k % - ,B"_MX3
1 |a=dpoto=oy €3 N2p @iNg]
P = * — X3 0 <0, (3.23)
1 %p
%k % _ﬁ‘T_MXS
17l iw=dyom=o O3V, AN
$r = ; N 0 |<o. (3.24)
i * * - BULMXg
R P S —TLY 1T£, QiN 3Tp
P = x R 0 |<o, (3.25)
* * —B%MX‘;
where
[T LI (es - en)"HY G,
FP = | * Hz 0 N

T
* * _Hp
50— LA L B o B p 128,
TP =0y + 0y + Oy + Oy + Q5 = ——ejgems,
) = ~pel Hyer + 0kl Qes — el Hyey — ey Oens,
®F = e[ (P} + PY + P + Py — plel Ples — B7Ve Phes — Bnel Phey — B e Phes + dyye] Pley,
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I, = diag{-H,, —H.>, ..., —Hy},

. [P 0
5:[ vt ](y:1,2,3),

24
* 3P7 "
. 2dy —d(k)—d XP dM—d(k)](]1 + d(k)—dy, ]\72 R 20y —o (k) X'P ou—o(k) N3 + (k)= ]’\74
EP = dmm 2 dmm 4 M P FP = oM 3 oM P om 4
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de 2 om 3

[, = A,H,e, + (1 — a(k)B,K es + a(k)B,K e; + F,H,e3 — (1 — a(k))B,K,e13 + D,e14.
Then, controller gains are given by K, = prH » and the reachable set of (2.8) is defined by £,(0, 1).
Proof. Define H, = U,'.P/ = H'PH, (i = 1,...,7),N;, = HINH, (i = 1,...,4),0 =
H'QH, K, = K,H,' h, = diag{H,...H,,1,H,...H,}.
N———

————
13 N+5

By pre-multiplying and post—multiblying LMIs (3.1)—(3.4) with hg and h,, we get:

W, =¥ (i=1,...,4), (3.26)
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where ‘i’f’ (i = 1,...,4) are defined in (3.22)-(3.25). If ‘i’f’ <0G =1,...,4 hold, that means
hIT,‘I’fhp <0@=1,...,4aretrue,so ¥/ <0 =1,...,4).
Then, combining Theorem 1:

E[x" (k)H,x(k)] < 1, (3.27)

from LMI (3.21), we obtain —H,, + H;@Hp <0.Dueto H, = Uljl, we get —U, + @ < 0. Eventually,
we get:

E[x" (k)®x(k)] < E[x" (b)U,x(k)] < 1. (3.28)

Therefore, when (3.21)—(3.25) are satisfied, the reachability set of the system can be obtained, and
the controller gain K, of the MJCPS can be obtained by solving K, = IepHp. This completes the
proof. O

4. A practical example

In this part, a practical example is given to verify the validity of the reachable set control method to
the MJCPS (2.1).
Example. (Boost converter circuit system) In order to verify the validity of the result, example
Boost converter circuit system is used for verification [30]. The corresponding parameters and known
matrices are set as follows:

1 -02 0.2 ~0.04 -0.1 -0.02
Al‘[z —0.2]’31‘[ 0 ]’Dl‘[ 0.02 ]’Fl‘[ 0 001 ]
10 0.2 0.1 02 0.1
Az‘[o 0.8]’32‘[ 0 ]’DZ‘[ -0.1 ]’F2‘[0.3 ~0.1 ]
3
25T
2
_0'3‘15

=
1
0571

0 10 20 30 40 50 G0 70 80 90 100
kitime step

Figure 2. Random Markov jump mode.
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0.5389

.

0

Also, given scalars dy = 2,d,, = 1,0y = 1,9 = 0.15,& = 0.5, and matrices G, = [ 0’81 0(())2 ],
0 - 0.8 0.2 ne of the Markov i< sh i Fi )
05339 |"'11=| 03 07 , one of the Markov jump processes is shown in Figure 2.

The random external disturbances signal conforming to |[w(k)|| < 0.3 is selected and shown in

Figure 3. The FDI attacks signal is [

— tanh(0.1x,(k))

T
tanh(0.01x,(k)) ] and shown in

disturbances signal
0.5 . . .

Figure 4.

0.3 A
0.2 ‘ II| rlll
0.1 hl | “ ﬂ “ !q| ‘ﬂll Il
o1 |M L'/ ‘ n|h'|I ‘ H ||||||I ‘
|/| ||| Y ’ V u V'

| \
A| il M Wl
|

=

—
I
P

| 1
02t ”.Jll I|||”||| | | l ‘ v U U |.I'
0.3}
0.4t
%% 10 2 3 40 s e 70 8 s 100

kitime step
Figure 3. Disturbances signal w(k).
. 1072 FDI attacks signal
\
4 | r'.' |||
f A
3f ] A\ '| \
] ) || || | || | ||| \ \ hu||
| || || || '.ll | || llv’ |II ﬂ |‘ -J| l || ||| ﬂ 1|1||!,|“||| ||
f { | M R .'\-"/ nor ., N
0 1“-':‘;|I'LL'1|"I | || l ¥ || 4';‘". _J' I'. II' \Hv | A |a "\\I' M.‘.l |II-\- \; ||I |.| |I | | /
MY |+ |‘|“’=,,.,\_J.{ AT NN
1 -'lII | || | I|I || V | ||| “ ! II IlII | ‘ || | | ||' ||
27 u"l‘ || |‘ ! |/ V I'l|| ||F ‘ || || || || n
| |
S
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0 10 2 3 4 s o6 70 80 0 100
kitime step

Figure 4. FDI attacks signal &(x(k — o(k))).

The resident time and trigger time of adaptive event-triggered control strategy are shown in Figure
5. It can be found that after the adaptive event-triggered control strategy is added to the MJCPS, the
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event generator triggers a total of 59 times within 100 seconds, effectively saving network resources
and improving transmission efficiency.

9

8

w = o @ =~
L4
£
E
-
s
5

Release instant and release interval
M

=

| A

0 10 20 30 40 50 &0 70 80 90 100
k/time step

Figure 5. Adaptive event-triggered control strategy release instants and intervals.

By using LMI solving technology, the value range of S is [ 0.875, 1). We select 5§ = 0.88, then the
controller gain K, can be solved.

K, =[ -3.0686 0.7565 ], K, =[ —-6.4315 -0.3777 ].

The ellipsoid reachable set £(0, 1) of all states that the MJCPS can reach from the initial state is
shown in Figure 6. It can be seen that all states of the MJCPS are in the ellipsoid range, which proves
that the designed controller is effective.

o -
0.4t

02r

047

061 d(k) aik)

087

%

08 06 04 D2 0 0.2 0.4 0.6 0.8
()

Figure 6. Reachable set status of the MJCPS.
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5. Conclusions

In this paper, the reachable set problem of MJCPS (2.1) with time-varying delays and external
disturbances under FDI attacks is studied for the first time. To begin, by selecting the L-K functional
with delays information and combining the discrete Wirtinger inequality and the improved extended
reciprocally convex matrix inequality, the conservatism and computational difficulty of the result are
reduced. Additionally, the adaptive event-triggered control strategy is introduced to reduce the waste
of network resources. At the same time, it reduces the impact of FDI attacks and external disturbances
on the MJCPS security. What’s more, the controller gain of the MJCPS is obtained by using LMI
technology. Finally, the validity of the research results is verified by the circuit simulation of the boost
converter circuit system.
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