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1.

Introduction

The Fibonacci sequence {F,} is defined as

F,=F,1+F,» n>0,
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with initial conditions Fy, = 0 and F; = 1. This sequence and its generalizations (e.g. k-Fibonacci
sequences and k-Pell sequences), have been investigated extensively and there are applications in many
diverse fields [1-3].

The Pell sequence {P,} is defined as

P,=2P, 1+ P, 5, n>2,

with initial conditions Py = 0 and P, = 1. This sequence and its generalizations have also been studied
extensively [4-7]. The Pell p—numbers are defined as follows.

Definition 1.1 ( [8]). For an integer p, the Pell p—numbers, denoted by {P(n, p)}, are
Pn+p+1)=2P(n+ p)+ Pn), n>0,
where P(0) = P(1) = PQ2)=---=P(p)=0, P(p)=1and P(p+1)=0.
Example 1.1. (i) The Pell p—numbers for p = 2 are given by
P(n+3)=2P(n+2)+ P(n), n >0,

so the sequence is {P(n,2)}; =1{0,1,0,0,1,2,4,9,20,...}.
(ii) The Pell p—numbers for p = 3 are given by

Pn+4)=2P(n+3)+ Pn), n >0,
so, the sequence is {P(n,3)}; = {0,0,1,0,0,0,1,2,4,8,17,36,76, 160, ... }.

The generalized order k-Pell sequences were defined in [9] as the semi-direct product of finite
cyclic groups. In [10], the quaternion-Pell sequence was introduced and extended to finite cyclic
groups. The generalized order k-Pell sequences for special groups of nilpotency class 2 were given
in [11]. Two new identities involving generalized Fibonacci and generalized Lucas numbers were
introduced in [12]. In [13], a Horadam-type of generalization was provided which involves the
generalized Fibonacci, generalized Lucas, Fibonacci, Lucas, Pell, Pell-Lucas, Fermat, Fermat-Lucas,
Jacobsthal, Jacobsthal-Lucas, balancing, and co-balancing numbers. Expressions connecting two
generalized classes of Fibonacci and Lucas polynomials were given in [14]. A class of polynomials
known as convolved Pell polynomials was investigated in [15].

Another important sequence is the Mersenne numbers. The nth Mersenne number has the form
M, = 2" — 1 where n is a nonnegative integer. A generalization of these numbers is as follows:

Definition 1.2 ([16]). For k > 3 an integer, the generalized Mersenne numbers, denoted by {M(k,n)};,
are

M(k,n) =kMk,n—1)—(k— 1D)M(k,n—-2), n >0,
with initial conditions M(k,0) = 0 and M(k,1) = 1.

For k = 3, we have
M@3,n)=3MQ3,n—-1)-2M3,n—-2), n >0,

which gives the sequence {M(3,n)}; = {0,1,3,7,---}. The Mersenne numbers and their
generalizations and properties have been studied extensively [17-21]. The characteristic polynomials
of the Pell p—numbers and generalized Mersenne numbers are x”*' — 2x” — 1 and x*> — kx + k — 1,
respectively.

The Hadamard-type product of polynomials f and g is defined as follows:
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Definition 1.3 ( [22]). The Hadamard-type product of polynomials f and g is f * g = Y,ioo(a; * b)x'

where
_ | aib;, if aib; # 0,
ai*bi_{ai‘i'bi, if aib; =0,

and f(x) = aux™ + -+ +a;x + ay and g(x) = byx" + b,_1 X' + -+ + by x + by.

Diffie-Hellman key exchange is one of the earliest and most widely used public-key cryptographic
primitives [23-26]. It allows two parties who have never met to exchange a secret key over an open
channel. In [27], the Diffie-Hellman key exchange protocol was studied using matrices over
noncommutative rings. A universal algebraic generalization of the Diffie-Hellman scheme was
proposed in [28].

Motivated by the above results and the practical importance of Diffie-Hellman key exchange, we
first generalize the Pell numbers and study their combinatorial representations. Then the characteristic
polynomials of the Pell p—numbers and generalized Mersenne numbers are used to obtain new
sequences. As an application, these sequences are employed to obtain a new Diffie-Hellman key
exchange. This is the first algorithm that uses sequences and matrices to obtain a key.

The remainder of this paper is organized as follows: Section 2 presents the Pell (p, f)—numbers and
their combinatorial representation and matrices are given. In Section 3, the Hadamard-type product
of Pell p—number polynomials and generalized Mersenne numbers are considered. Section 4 provides
a Diffie-Hellman key exchange using the Pell (p, f)—numbers and the Hadamard-type Pell-Mersenne
p—numbers. Finally, some concluding remarks are given in Section 5.

2. The Pell (p, f)—numbers

In this section, we define the Pell (p, f)—numbers and obtain new sequences. Then their structure is
investigated. The Pell (p, f)—numbers, p an integer, are defined as follows.

Definition 2.1. For integers p and t, the Pell (p,t)—numbers, denoted by {P,(p, )}, are
P,p,t) =2P,.\(p,) + Pppi(p, ) + -+ Py i(p,t), n 2 p+1t+1, 2.1
where Po(p,1) = P\(p,1) = -+ = Ppri(p,1) = 0, Ppy(p,1) = 1.
Example 2.1. (i) The Pell (p,t)—numbers for p =2 and t = 1 are given by
P,2,1)=2P, 12, 1)+ P, 52,1)+ P,_4(2,1), n > 4,

so the sequence is {P,(2,1)}; = {0,0,0,1,2,4,9,21,48,109, 2438, 565, ... }.
(ii) The Pell (p,t)—numbers for p = 3 and t = 1 are given by

P,(3,1)=2P,.1(3,1) + P,_4(3,1) + P,_s(3, 1), n = 5,
so the sequence is {P,(3,1)}7 = {0,0,0,1,2,4,8,17,37,80,172,...}.

Lemma 2.1. Let u(x) be the generating function of the Pell (p, t)—numbers. Then

xp+t

(2.2)

ux) = .
() 1_2x_xp+l_xp+2___,_xp+z+l
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Proof. We have
u(x) = > Po(p, X"
n=1
= Pi(p,0)x + Pa(p, 00 + -+ + Pou(p, DX+ > Py(p, DX

n=p+t+1

= -po + Z [2Pn—l(pa t) + Pn—p—l(p’ t) +--t Pn—p—t—l(p’ t)]xn

n=p+t+1
=X+ 3 2PN+ D Py (P k4 Y Py (p DX
n=p+t+1 n=p+t+l n=pitl
= x"*' 4+ 2x Z P, (p, )x" + xP*! Z Py(p, X" 4 - 4 x] Z Plp, D"
n=1 n=1 n=1

= X"+ 2xu(x) + X u(x) + -+ P ().

Theorem 2.1. The Pell (p, t)—numbers {P,(p, t)} have the following exponential representation

> (x) .
1(x) = x"""exp E Q(Z +xP + xP e XY p > 2,
i
i=1

Proof. Using (2.2), we have

Inu(x) = InxP™ = In(1 — 2x — xPF1 — xP*2 — ..o = xPHIHD),
Since
—In(1 = 2x — 2P = X2 == PPy = [—x(2 4 X 4 X
o X - %x2(2 +xP 4 xPT e xPT?
—m—%ﬂQ+ﬂ+ﬂ“+~meV—mL
the result follows.
Let ¢ = 1. Then the recurrence relation (2.1) gives
P(p,1) | [2 0 --- 0 1 1] P.i(p,1) |
Py_i(p, 1) 10 - 01 1| Pualp, D)
Prpsi. D] 0 0 o 10 0f| Pupespn 1)
| Pupp D] 100 - 0 1 0]|Pupii(p, D)
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Lemma 2.2. For p =2,t =1, and n > 4, we have

Pp3(2,1) P2, 1) + Py(2, 1) Pria(2,1) + Prai(2, 1) Pria(2, 1)
(My(1))" = P2, ) P2, D)+ P2, 1) P2, D+ P2, 1) Pun(2,1)
Ppa(2,1) P2, D)+ Poa(2,1) P2, 1)+ Py (2,1) Pr(2,1)

P,(2,1) P2, 1) + P32, 1) P2, + P2, 1) Poa(2,D)],,

where

My(1) =

i e

0
0
1
0

SO = N
—_—0 O =

0
Proof. By induction on n. For p =2, ¢t =1, and n = 4, we have

21 6 13 9 P;(2,1) Ps(2,1) + Ps(2,1) Ps(2,1)+ Pe(2,1) Pe(2,1)

(My(1))* = 9 3 6 4| |Ps(2,1) Ps2,1)+P3(2,1) P4u(2,1)+Ps5(2,1) Ps(2,1)
: 141 3 2 [Ps(2,1) P3(2,1)+ Py(2,1) P3(2,1) + Py(2,1) Py2, D’

2 0 1 1 Ps2,1) P2, 1)+ Pi(2,1) P,(2,1)+ P3(2,1) P3(2,1)

Now, assume that the statement holds for n = s. Then forn = s + 1

(My(1))**!
2 0 1 1 Py3(2,1) P2, D)+ Py(2,1)  Pyo(2, 1)+ Pe1(2,1) Pya(2,1)
_|1 000 [P ) P@D+PLQRD  Pa@D+PRD P
010 0|7 |Pui(2,1) P2, 1)+ P, 52,1) P2, 1)+P,_ (2, 1) Py2,1)
0 0 1 0] [ P2 1) Py 1)+P,32,1) P2, 1)+ P, 2,1) P, (2,1

[Ps14(2,1) Ps2(2,1) + Pe1(2,1) P32, 1) + Po2(2,1) Pyi3(2,1)
Py3(2,1) P2, 1)+ Py(2,1) P2, 1)+ Pey1(2,1) Pya(2,1)
Pyn(2,1) P2, + P, (2,1) P2, 1)+ Py(2,1) P2,
P..1(2,1) P12, 1)+ P,»(2,1) P,2,1)+P,_1(2,1) P.(2,1)

which completes the proof. m|

Let M,(1) = [m; j](p+2)x(p+2) be the companion matrix for the Pell (p, I)-numbers. It can be readily
established by mathematical induction on n that for p >3 andn > p + 2

(M, (D) = _
Pn+p+1(p» 1) Pn(P’ 1) + Pn+1(p’ 1) e Pn+p(p’ 1) + Pn+p—1(p» 1) Pn+p(pa 1)
Prip(p, 1) Poa(p, )+ Pu(p, 1) -+ Pppa(p, D)+ Prip2(p, 1) Prypai(p, 1)
Pn+1(p51) Pn—p+1(p7 1)+Pn—p(p’ 1) Pl’l(p’ 1)+Pn—1(p’ 1) Pn(p, 1)

| Pu(p, 1) Puy(p, D)+ Pupa(p, 1) --- Pua(p, 1) + Pua(p, 1) Pyi(p,1) |

Theorem 2.2. Foru e N, p>2andn > p + 2, we have

(i) (Mp(1))"(Mp(1))* = (M,(1))"™.
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(it) (Mp(1))"(M,(1))* = (Mp(1))*(Mp(1))".

Proof. By induction on u. For u = 1 we have

(M,(1))"M,(1) =
7Pn+p+1(p’1) Pn(p’1)+Pn+1(p71) Pn+p(p’1)+Pn+p—1(p’1) Pn+p(pa1) ]
Pn+p+(pa1) Pn—l(pal)'i'Pn(p’l) Pn+p—1(pa1)+Pn+p—2(p’1) Pn+p—1(p91)
Pn+l(pa 1) Pn—p+1(p’ 1)+Pn—p(p9 1) Pn(p, 1)+Pn—1(pa 1) Pn(pa 1)
| Pu(p, 1) Puy(p, D)+ Pupa(p, 1) --- Pua(p, 1) + Pua(p, 1) Py i(p, 1) |
2 0 0 --- 0 1 1]
100 - 000
N
000 .---100
000 - 01 0
[Prip2(po 1) Posi(p, 1)+ Poa(p, 1) -+ Pripi(p, D+ Puip(p, 1) Pripii(p, D]
Pn+p+l(p, 1) Pn(p, 1)+Pn+1(p$ 1) Pn+p(p’ 1)+Pn+p—1(p’1) Pn+p(p7 1)
Pn+2(p71) Pn—p+2(p’1)+Pn—p+l(p71) Pn+1(p,1)+Pn(pa1) Pn+1(p,1)
| Puri(p, 1) Pucpir(p, D) + Puy(p, 1) oo+ Pu(p, 1) + Pui(p, 1) Py(p,1) |
= (M)

Now suppose it is true for u = s. Then foru = s + 1

(My(1))"M, (1) = M,(1)"*M,(1) =

Pn+s+p+1(P, 1) Pus(p, 1) + Ppisii(p, 1) T Pn+s+p(P, D+ Pn+s+p—1(P, 1)) Pn+s+p(pa D) ]
Pisipi (D, 1) Puis1(p, 1) + Prig(p, 1) T Pn+s+p—l(p7 D+ Ppisipo(p, 1)) Ppisip-1(p, D
Pn+s+1(p, 1) Pn+s—p+l(p9 1) + Pn+s—p(pa 1) e Pn+s(p’ 1) + Pn+s—1(pa 1) Pn+s(p, 1)
| Pn+s(17, l) Pn+s—p(p’ 1) + Pn+s—p—1(P, 1) e Pn+s—1(P, 1) + Pn+s—2(P, 1) Pn+s—1(p’ 1) |
2 0 0 0 1 1]
100 .- 000
X[Dorr b = My
000 1 00
0 0 0 010

which completes the proof of (i). For (i1), using (i) we have
(M,(1)"(M,(1))" = (M, (1)) = (M,(1))"™" = (M,(1))"(M,(1))".
O
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For n < 0, the Pell (p, f)—numbers are defined as

P_,(p,t) = P—n+p+z+1(P, 1) — 2P—n+p+t(p, D+ P_(p,t)+---+ P (p, 1), n>0.

For n < 0, the companion matrix of the Pell (p, 1)-numbers are defined as follows. For n = —1 we
have ) _
o1 0 -+ 0 0 O
o o1 -0 0 O
(My(D)-y = :
0 0 0 0 1
1 -2 0 - 0 -1 -1

and by induction on n, we obtain

(Mp(l))—n = _

P—n+p+1(pa 1) P—n(p, 1) + P—n+1(p7 1) e P—n+p(p, 1) + P—n+p—1(p’ 1) P—n+p(pa 1)
P—n+p(p’ 1) P—n—l(p’ 1) + P—n(p» 1) e P—n+p—l(p’ 1) + P—n+p—2(p» 1) P—n+p—l(pa 1)
Pi(p, 1) Poypur(p, 1)+ Popp(p, 1) -+ P_,(p, 1)+ P_i(p, 1) P_,(p, 1)

| P—n(p’ 1) P—n—p(p’ 1) + P—n—p—l(p, 1) e P—n—l(p’ 1) + P—n—2(pa 1) P—n—l(p’ 1) ]

Theorem 2.3. ForueN, p > 2, andn > p + 2, we have

(l) (Mp(l))—n(Mp(l))—u = (Mp(l))—(n+u)-

(it) (Mp(1))-n(Mp(1))-y = (Mp(1)) (M (1)) .

Proof. The proof is similar to that of Theorem 2.2 and so is omitted. O
3. The Hadamard-type Pell-Mersenne p—numbers

In this section, new sequences are obtained using the Hadamard-type product of the Pell p—numbers
and Mersenne numbers. Then, some results on their structure are obtained. First, we give the new
Hadamard-type Pell-Mersenne p—sequences.

Definition 3.1. For integers k > 3 and p > 3, the Hadamard-type Pell-Mersenne p—sequences, denoted
by {MP,(k, p)}y, are

MP,.psi(k, p) = 2M P, p(k, p) = MPy(k, p) + kMP,.i(k, p) + (k = DMP,(k,p), n >0,  (3.1)

with initial conditions MPy(k, p) = MP(k,p) =--- = MP,_(k,p) = 0 and MP,(k,p) = 1.

For example, the Hadamard-type Pell-Mersenne p—sequence for p = 3 and k = 3 is given by
MP,.4(3,3) = 2MP,.3(3,3) — MP,12(3,3) + 3MP,11(3,3) + 2MP,(3,3), n 2 0,
so {MP,(3,3)}; =1{0,0,0,1,2,3,7,19,44,96, - - - }, and for p = 4 and k = 3 is given by

MP,.5(4,3) = 2MP,.4(4,3) = MP,2(4,3) + 3MP,.1(4,3) + 2MP,(4,3), n 2 0,
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so {MP,4,3)}y =1{0,0,0,0,1,2,3,8,24,58,133,...}.
From the recurrence relation (3.1), we have

i < {20 -+ 0 -1 k k-1]; ;
MPn+p+1(k’ p) 1 0 . O 0 0 0 MPn+p(k’ p)
MPI’H'[)(k’ p) 0 1 .. O 0 0 0 MPn+p—l(k9 p)
MP.oteop) | |0 | MP,.1(k, p)
00 -0 1 0 O
7MPn+1(kap) i 0 0 . O 0 1 0 | MPVl(k7p) i

The Hadamard-type Pell-Mersenne p—numbers have the following companion matrix

2 0 0 0 -1 k k—1]
1 0 0 0 0 O

Ny(k) = o1ro0-.-- 00 0 O ,
o oo -- 0 01 O

(p+Dx(p+1)
and is called the Hadamard-type Pell-Mersenne p—matrix.

Theorem 3.1. For p =3,k =3, and n > 4, we have

MP,.53,3) -MP,»(3,3)+BMP,,1(3,3)+2MP,(3,3))

MP,.,3,3) -MP,,;(3,3)+(3MP,(3,3)+2MP,_,(3,3))

MP,.(3,3) -MP,(3,3)+3BMP,_1(3,3)+2MP,_»(3,3))
MP,3,3) -MP,_1(3,3) +(BMP,_»(3,3) +2MP,_3(3,3))

3MP,.»(3,3)+2MP,1(3,3) 3MP,,»(3,3)
3MP,,1(3,3)+2MP,(3,3) 3MP,.1(3,3)
3MP,(3,3) +2MP,_;(3,3) 3MP,(3,3)

3MP,_,(3,3)+2MP,»(3,3) 3MP,_,(3,3)

(N5(3))" =

= U,(3)

where
2 -1 32
1 0 00
N3(3)‘0 1 00
0 0 1 0],
Proof. By induction on n. For n = 4 we have
1 -1 3 21 19 6 27 14
1 0 00 7 5 13 6
4 _ _
(N3(3))‘0 1 00/ |3 1 8 4
0 0 10 2 -1 3 2

4x4
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MP;(3,3) —MPs(3,3)+ BMPs5(3,3) + 2MP4(3,3)) 3MPs(3,3) + 2MPs(3,3) 3MPs(3,3)
_|MPs(3,3) —MPs(3,3) + (B3MP4(3,3) + 2MP5(3,3)) 3MPs(3,3) + 2MP4(3,3) 3MPs(3,3)
~[MPs(3,3) —MP4(3,3) + (BMP5(3,3) + 2MP5(3,3)) 3MP4(3,3) + 2MP5(3,3) 3MP4(3,3)|’

MP4(3,3) —MP53,3)+ 3MP,(3,3) +2MP(3,3)) 3MP5(3,3) + 2MP»(3,3) 3MP5(3,3)

so the statement is true. Now, assume that the statement holds for n = ¢. Then, forn = t + 1 we have

2 -1 3 2 MP,3(3,3) —-MP,;»,(3,3)+(3MP,,(3,3) + 2MP,(3, 3))
(N (3))t+] _ 1 O O 0 X MPZ‘+2(39 3) _MPZ+1(39 3) + (3MPt(3’ 3) + ZMPt—l(3’ 3))
3 101 00 MP,.1(3,3) —-MP,3,3)+ (BMP,_1(3,3) + 2MP,_»,(3,3))
0O 0 10 MP,(3,3) -MP,_;(3,3)+ (BMP,_»(3,3) + 2MP,_5(3,3))
3MP,»(3,3) + 2MP,1(3,3) 3MP,»(3,3)
3MP,(3,3) +2MP,(3,3) 3MP.,1(3,3) | _ Ui (3)
3MP,(3,3) +2MP,_1(3,3) 3MP,.3,3) |~ "0
3MP,_,(3,3)+ 2MP, »(3,3) 3MP,_;(3,3)
which completes the proof. O

Corollary 3.1. For p =3,k >4, and n > 4, we have

MP,3(k,3)  =MPpia(k,3) + (kMP,.1(k, 3) + (k= DMP,(k, 3))

MP,5(k,3)  =MPy.i(k,3) + (kMP,(k,3) + (k = )MP,_,(k,3))

MP,(k,3)  —MP,(k,3)+ (kMP,_(k,3) + (k — 1)MP,_»(k, 3))
MP,(k,3) —MP,_(k,3) + (kMP,_»(k,3) + (k — )M P,_3(k, 3))

kMP, »(k,3) + (k= 1)MP,,(k,3) kMP,.»(k,3)
kMP,, (k,3) + (k= DMP,(k,3)  kMP,,(k,3)
kMP,(k,3) + (k — O)MP,_,(k,3)  kMP,(k,3) |

kMP,_,(k,3) + (k = D)MP,_2(k,3) kMP,_,(k,3)

(N3(k))" =

where
2 -1 k k-1
1 0 O 0
M=o 1 0 o0
0 0 1 0 "
Using inductionon p >4 andn > p + 1 gives
[ MPn+p(k, P) kMPn+p—l(ka P) + (k - I)MPn+p—2(k’ P) (k - 1)MPn+p—l(ka p)
MPn+p—1(ka P) kMPn+p—2(ka P) + (k - I)MPn+p—3(k’ p) (k - 1)]wpn+p—2(k’ P)
(N3(3))" = 3 N; : E
MP,,(k, p) kMP,(k, p) + (k = 1)MP,_,(k, p) (k= 1)MP,(k, p)
| MP,(k, p) kMP,(k, p) + (k= DMP, o(k,p) (k= )MP,_y(k, p)

—MP,5(k, p) + (kMP,.,(k, p) + (k = 1)M P, (k, p))
—MP,.\(k, p) + (kMP,(k, p) + (k = )M P,_,(k, p))

_MPn—(p—3)(ka P) + (kMPn(p—Z)(ka P) + (k - 1)MPn—(p—1)(ka p))
_MPn—(p—Z)(k» P) + (kMPn(p—l)(ka P) + (k - 1)MPn—p(k’ P))
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_MPn+p—l(k’ P) + (kMPn+p—2(k’ P) + (k - I)MPn+p—3(k’ P)) ]
_MPn+p—2(ka P) + (kMPn+p—3(ka P) + (k - l)MPn+p—4(k’ P))

_MPn(k’ P) + (kMPn—l(ka P) + (k - I)Mpn—Z(k’ P))
—MP,_i(k, p) + (kMP,_>(k, p) + (k = 1)M P,_3(k, p))

Lemma 3.1. Let y(x) be the Hadamard-type Pell-Mersenne p—numbers. Then

xP

—2x+ xPt —kxP — (k — Dxr+l’ (3-2)

y(x) = T

Proof. We have
() = > MP,(k, p)x"
n=1

= MPi(k, p)x' + MPy(k, )k, )X + - + MP, (k. p)x"™ + MP,(k, p)x” + > MP,(k, p)x"

n=p+1

= 3"+ > [2MPyy(k, p) = MP,olk, p) + kMP,1 (K, p) + (k = DMP,(k, )"

n=p+1
=37+ Y 2MPy(k pix' = Y MPua(k,pix' +k Y MP(k, p)x’
n=p+1 n=p+1 n=p+1

+(k=1) > MP,(k,p)x"

n=p+1

=x+2x ) MP,(k,p)x" = 2 " MP,(k, p)x" + kx” >~ MP,(k, p)x"

n=1 n=1 n=1

+ (k= D™ " MP,(k, p)x”

n=1

= xP + 2xy(x) — X" 'y(x) + kxPy(x) + (k — DxPy(x).
O

Theorem 3.2. The Hadamard-type Pell-Mersenne p—numbers sequences {MP,(k,p)} have the
following exponential representation

y(x) = x” epo %(2 — X"+ kx4 (k= DxP), p > 5.
i=1

Proof. Using (3.2), we have
In(y(x)) = Inx” —In(1 = 2x + x"' — kx” — (k — 1)x"*™h).
Since

—In(1 =2x+ xP" —kx? = (k= DxP™) = —[-x(2 = xP 72 + kxP~' + (k= D)xP)
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1 1, :
- Ex2(2 — P2 kP k= D) = = =X Q= P kP (k= D) — L]
l

= Z g(z — X"+ kx4 (k= DxP),

i=1

the result follows. O

4. Diffie-Hellman Key Exchange Using the Pell (p, 1)-numbers and the Hadamard-type
Pell-Mersenne p—numbers

In this section, we present a new Diffie-Hellman key exchange using the Pell (p, f)—numbers and
Hadamard-type Pell-Mersenne p—numbers matrices. Then, a security analysis is given. Two
algorithms are given below.

Algorithm 1. Alice and Bob want to establish a secret key. They select a Pell (p,t)—numbers matrix
and q a prime number over an insecure channel. Alice chooses a random number a > 4 and sends
M,(1)* (mod q) to Bob. Bob chooses a random number b > 4 and sends M p(l)” (mod q) to Alice.
Alice and Bob both compute M,(1)*> (mod q) and use this as their private key. The algorithm steps
are given below and illustrated in Figure 1.

Step 1. The prime number q and generator M,(1) are public (assume all users have agreed on the
general linear group over a finite field F, and M,(1) as the Pell (p, 1)—matrix).

Step 2. Alice chooses a random number a > 4 and sends M,(1)* (mod q) to Bob.

Step 3. Bob chooses a random number b > 4 and sends M p(l)b (mod g) to Alice.

Step 4. Alice and Bob both compute M,(1)* (mod q) and use this as the private key for future
communications.

Alice chooses a Bob chooses b

(31, (1)).g) public key

(J[ﬂ (l))a modg

Alice Bob

(AMP(I))b mod g

Pa—

Alice computes Bob computes

(2, (1)) (M, (1)) modg (3, (1)) (M, (1)) modg
Figure 1. Algorithm 1.

Example 4.1. Let (M,(1), 13) be the public key. Alice chooses a = 4 and using Lemma 2.2 computes
M,(1)* (mod 13)

21 6 13 91 [8 6 0 9
9 3 6 4| |9 3 6 4
4 _ =
M) =14 1 3 2|F|4 1 3 o| Mod1d)
20 1 1] [2 011
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and sends this to Bob. Bob chooses b = 7 and obtains M»(1)” (mod 13)

248 69 157 109] [1 4 1 5
;{109 30 69 48| |5 4 4 9

M) =14e 13 30 21||o 0 4 g|@d13)
2106 13 9 8 6 09

and sends this to Alice. From Theorem 2.2, we have M>(1)*M,(1)" = M»(1)"M,(1)*, so Alice and Bob
both compute

248 69 157 109][8 6 0 9
109 30 69 489 3 6 4
7 4 _
(M>(1))" (M>(1))" = 48 13 30 21|l4 1 3 2
21 6 13 92011
(1 4 1 5][21 6 13 9] [6 6 6 6
54 409(|9 3 6 4/ |6 760
“looaslla 13 27|06 7 6 ™I
8 6 0092 0 1 1] 6162

This is used as the private key for future communications.
Algorithm 2. This algorithm is the same as Algorithm I but in Step 1 N,(k) is used.

Example 4.2. Let (N3(3), 11) be the public key. Alice chooses a = 5 and using Lemma 2.2 computes
N3(3)’ (mod 11)

44 8 71 38 0O 8 55
19 6 27 14 8 6 53
5_ —
(N3(3))° = 7 513 6|17 5 2 6 (mod 11),
31 8 4 31 8 4

and sends this to Bob. Bob chooses b = 6 and obtains N(3)® (mod 11)

96 27 170 88] [8 5 5 0
44 8 71 38| |0 8 5 5
6 _ =
WG =l19 6 27 14|l 6 5 3| @d1D:
7 5 13 6| 7526

and sends this to Alice. From Theorem 2.2, we have N3(3)’N3(3)® = N5(3)°N;(3)°, so Alice and Bob
both compute

08558550/ [999 8
8 6 5 3|0 8 55/ 41238
5 6 _ _
NG NB)" =17 5 5 6lls 6 5 3|4 7 5 1] medID.
3184|7526 |6 3209

This is used as the private key for future communications.
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One way for an adversary to obtain the key is to generate all possible matrices. Since g can be a
very large prime number, it is intractable to check all q’"2 matrices where m is the matrix size. Because
the matrices used to make the key are invertible, it is possible to check only the order of the general
linear group GL,,(F,) which also can be made intractable by choosing g a very large prime number and
m large.

GL,(F,), g a prime number, consists of all invertible matrices of order m X m over F, [29]. This
group has order

| GLu(Fy) 1= (¢" = 4" ")(g" = ¢" ) (¢" = D).
Consider M, (1). Since M, (1) is a (p + 2) X (p + 2) matrix, we must check
| GLya(Fy) 1= (677 =" )" = ¢") -+ (q"" = g)(g""* = 1), (4.1)
matrices. For example, for Myg(1) over F37, we have
| GLso(F3) |= 37°° — 37*)(37°" — 37*%)--- (37°° = 37)(37° — 1) = 3.1 x 10%%,
and for the key N, (k)

| GLyu1(Fp) |= (@' = ¢" )" —q"™ ) - (@ = (g"" = D). (4.2)

Table 1 gives N,(k), g, and | GL,(F,) | for2 < p < 4and 2 < g < 11. This shows that as p and
q increase, the number of matrices grows significantly. Thus, it can be made intractable to break the
protocol. From (4.1) and (4.2), it is clear that the key size increases with p, i.e. | GL,(F,) |—> oo.
Therefore, if the key space is large it is not practical to break the system via a brute-force attack [30].

Table 1. N,(k), g, and | GL,(F,) |for2 < p<4and2 < g < 11.

N,k g |GL,(F,)]
Ny(k) 2 | GLy(Fy) |= (2° = 2%)(2° - 2)(2° — 1) = 168

3 | GLy(F3) |= (33 =333 =3)33 - 1) = 11232

5 | GLy(Fs) |= (53 = 5%)(5° = 5)(5° — 1) = 1488000

7 | GLy(Fy) |= (73 = )73 = 7)(7* - 1) = 28613088

11 | GLy(Fyy) |= (113 = 112)(113 = 11)(113 = 1) = 2124276000
N;k) 2 | GLy(Fy) |= 2% = 22" = 252" = 2)(2° — 1) = 20160

3 | GLy(F3) |= (3* = 33)(3* = 32)(3* - 3)(3% — 1) = 24261120

5 | GL4(Fs) |= (5* = 5%)(5* = 5%)(5* = 5)(5* = 1) = 116064000000

7 | GL4(F7) |= (T4 = T)(7* = 72)(7* = T)(7* - 1) = 27811094169600

11 | GLy(F1)) |= (114 = 113114 = 112114 = 11114 = 1) = 4.13 x 1016
Nok) 2 [ GLs(Fa) |= (25 = 2%)(25 = 2%)(25 = 29)(2° = 2)(2° — 1) = 9999360

3 | GLs(F3) |= 475566474240

5 | GLs(Fs) |= 2.26 x 10"

7 | GLs(F;) |= 1.8 x 10%

11 | GLs(Fy)) |= 9.7 x 10%
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5. Conclusions

In this paper, two new sequences were defined using the Pell and Mersenne sequences. Their
structures were examined and some results obtained using them. Then, they were used to develop a
new Diffie-Hellman key exchange protocol that provides high security. The matrices Mp(1) and Np(k)
are constructed using these sequences so calculations are fast when a and b are very large, but it is
intractable for an adversary to determine the key. This is the first algorithm that uses sequences and
matrices to obtain a key. The sequences presented are suitable for constructing private keys. Note
that other sequences such as Fibonacci and Pell sequences can be used with the proposed approach to
construct keys. In general, any matrix sequence that has the commutative property for multiplication
is suitable for use with this algorithm. As future work, the new sequences presented in this paper can
be used in other private or public key encryption algorithms.
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