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Abstract: Jing et al. dealed with all possible Whiteman generalized cyclotomic binary sequences
s(a, b, c) with period N = pgq, where (a,b,c) € {0, 13 and p, q are distinct odd primes (Jing et al.
arXiv:2105.10947v1, 2021). They have determined the autocorrelation distribution and the 2-adic
complexity of these sequences in a unified way by using group ring language and a version of quadratic
Gauss sums. In this paper, we determine the linear complexity and the 1-error linear complexity of
s(a, b, c) in details by using the discrete Fourier transform (DFT). The results indicate that the linear
complexity of s(a, b, ¢) is large enough and stable in most cases.
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1. Introduction

The linear complexity and the k-error linear complexity are important cryptographic characteristics
of stream cipher sequences. The linear complexity of an N-periodic sequence s = {s,} ", denoted
by LC(s), is defined as the length of the shortest linear feedback shift register (LFSR) that generates
it [1]. With the Berlekamp-Massey (B-M) algorithm [2], if LC(s) > N/2, then s is regarded as
a good sequence with respect to its linear complexity. For an integer k > 0, the k-error linear
complexity LCy(s) is the smallest linear complexity that can be obtained by changing at most k terms
of s in the first period and periodically continued [3]. The cryptographic background of the k-error
linear complexity is that some key streams with large linear complexity can be approximated by some
sequences with much lower linear complexity [2]. For a sequence to be cryptographically strong, its
linear complexity should be large enough, and its k-error linear complexity should be close to the linear
complexity.

The relationship between the linear complexity and the DFT of the sequence was given by Blahut
in [4]. Let m be the order of 2 modulo an odd number N. For a primitive N-th root 8 € F,» of unity,
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the DFT of s is defined by

=

-1

s, 0<i<N-1. (1.1)

Pi

<
Il
(=]

Then
LC(S) = WH(pOa P1s “ pN—l)a (12)

where Wg(A) is the hamming weight of the sequence A. The polynomial

N-1

G(X) =} piX' € For[X] (1.3)

i=0

is called the Mattson-Solomon polynomial (M-S polynomial) of s [5]. It can be deduced from
Eqgs (1.2)and (1.3) that the linear complexity of s is equal to the number of the nonzero terms of G(X),
namely

LC(s) = |G(X)|. (1.4)

By the inverse DFT,

N-1
0= ) pp" =GB 0<us<N-1. (1.5)
i=0

There are many studies about two-prime generators. In 1997-1998, Ding calculated the linear
complexity and the autocorrelation values of binary Whiteman generalized cyclotomic sequences
of order two [6,7]. In 2013, Li defined a new generalized cyclotomic sequence of order two of
length pg, which is based on Whiteman generalized cyclotomic classes, and calculated its linear
complexity [8]. In 2015, Wei determined the k-error linear complexity of Legendre sequences for
k =1,2[9]. In 2018, Hofer and Winterhof studied the 2-adic complexity of the two-prime generator
of period pq [10]. Alecu and Sildgean transformed the optimisation problem of finding the k-error
linear complexity of a sequence into an optimisation problem in the DFT domain, by using Blahut’s
theorem in the same year [11]. In 2019, in terms of the DFT, Chen and Wu discussed the k-error
linear complexity for Legendre, Ding-Helleseth-Lam, and Hall’s sextic residue sequences of odd
prime period p [12]. In 2020, Zhou and Liu presented a type of binary sequences based on a general
two-prime generalized cyclotomy, and derived their minimal polynomial and linear complexity [13].
In 2021, the autocorrelation distribution and the 2-adic complexity of generalized cyclotomic binary
sequences of order 2 with period pg were determined by Jing [14].

This paper is organized as follows. Firstly, we present some preliminaries about Whiteman
generalized cyclotomic classes and the linear complexity in Section 2. In Section 3, we give main
results about the linear complexity of Whiteman generalized cyclotomic sequences of order two. In
Section 4, we give the 1-error linear complexity of these sequences. At last, we conclude this paper in
Section 5.

2. Preliminaries

Let p and g be two distinct odd primes with gcd(p—1,g—1) =2,and N = pg,e = (p—1)(g—1)/2.
By the Chinese Remainder Theorem, there is a fixed common primitive root g of both p and ¢ such
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that ordy(g) = e. Let x be an integer satisfying
x = g(modp), x = 1(modg).
Then the set
D;={g’x*modN:5=0,1,--- ,e—1}

for i = 0, 1 is called a Whiteman generalized cyclotomic class of order two [15].

As pointed out in [14], the unit group of the ring Zy is

Zy, = {a(mod N) : gcd(a,N) = 1}
={ip+jgmodN):1<i<g-1,1<j<p-1}

LetP ={p,2p,--- ,(g—1p}, Q=1q,2q,--- ,(p—1D)g} and R = {0}. Then Zy = Z;, U PU Q UR. The
sequence s(a, b, c) = {s,};", over F, is defined by

, ifu=0,
, ifuelP,
, ifue(Q,
1a- (@), ifueZy,

Sy =

S QO

where () denotes the Legendre symbol and a, b, ¢ € F, [14].
Lemma 2.1. [7] -1 € Dy, if|p — ql/2 is odd; and —1 € Dy, if |p — q|/2 is even.
Lemma 2.2. [6]

(1)If p = £1(mod8), g = =1(mod8) or p = £3(mod8), g = +3(mod8), then 2 € D,.
(2) If p = £1(mod8), g = +3(mod8) or p = £3(mod8), g = +1(mod8), then 2 € D;.

Lemma 2.3. [6](])Ifa € P, then aP = P and aQ = R.
(2)Ifa € Q, thenaP = Rand aQ = Q.
(3)Ifa € D;, thenaP = P, aQ = Q, and aD; = D\ jy mod 2» Where i, j =0, 1.

It was shown in [6] that, for a primitive N-th root 8 € F,» of unity, we have

DB=L Y=,

ieP i€Q
and
DB+ B+ DB =1 2.1)
ieDy ieD; ieP i€Q

Lemma 2.4. [6]

3 g = 21 (mod2), ifieP,
& |Smod2), ifieQ.
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Actually, if p = —1(mod8) or p = 3(mod8), then (p — 1)/2 = 1; if p = 1(mod8) or p = —3(mod8),
then (p — 1)/2 = 0. By symmetry, if ¢ = —1(mod8) or ¢ = 3(mod8), then (¢ — 1)/2 = 1;if g =
1(mod8) or ¢ = —3(mod8), then (¢ — 1)/2 = 0.

Lemma 2.5. Define
Di(X) = Z X' e Fy[X], i=0,1.

ueD;

Then for B, we have Dy(B) = 0 and D\(B) = 1 if2 € Dy; Dy(B) = w and D\(B) = 1 + w if 2 € Dy, where
w€F, \ F,.

Proof. (1) If 2 € Dy, by Lemma 2.3 we have

[DiB)) = Dip?) = ) p* = Di(p) € Fa,

ZMED,‘

(2)If 2 € Dy, by Lemma 2.3 we have

DB =D = > B = Dia(B),

2u€D,~+1

(DB = (DB’ = (Dis BF = D (B) = ), B = D).

ZMEDI'

Hence D;(B) € F4 \ F,.
And by Eq (2.1), we have Dy(8) # D(B) and Dy(B) + D1(58) = 1. Assume that Dy(8) = 0, D1(B) = 1
for 2 € Dy, and Dy(B) = w, D1(B) = 1 + w for 2 € D, where w € Fy \ F,. O

3. The linear complexity of s(a, b, c)

Let LC(s(a, b, ¢)) be the linear complexity of s(a, b, ¢), and the other symbols be the same as before.

Theorem 3.1. Let p = v(mod8) and g = w(mod8), where v,w = 1, £3. Then the linear complexity
of s(a, b, c) respect to different values of p and q is as shown as Table 1.

Table 1. The linear complexity of s(a, b, ¢).

- 5@b:9 50,0,0)  5(0,0,1) 5(0,1,0) S(0.1,1) 5(1,0,0) s(1,0,1) s(1,1,0) s(1L1,1)
v, w

(=1,-3)or(3,1) pg-p pqg—q+1 pqg—1 pqg—-pr-q9+2 pg-p—-q+1 pq Pqg—q pqg—p+1
=L3)or3,-1) pg-1 pq—-p-q+2 pg-p pqg—q+1 rqg—q pqg—p+1 pg-p—-q+1 pq
(-1,1) or (3,-3) W M W rﬂrﬂzﬂfﬁ l’fl’ﬁz’lﬁl %ﬂrl Mﬂ;q*l Pfl’l’zﬂlﬂ
(-1,-1) or (3,3) % w W ﬁqﬂl;ﬁl MWZ*AH %ﬂﬁl Mﬂ;qﬂ prmvzﬂrl
(=3,-Dor(1,3)  pg-q rqg-p+1 pqg-r—q+1  pq pq-1 P4-p—q+2 pqg-p Pg—-q+1
(1,-1) or (-3,3) w %ﬂﬁl w ﬁqﬂlzﬂrl 1’¢I+F2+1F3 w I’fl*l;“l*l pt/+p2*q+1
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Proof. We provide the process of calculating LC(s(0,0,0)) when v = —1 and w = -3, and can prove
other cases in a similar way.
By Lemmas 2.1-2.3 and Eq (1.1), we have —1 € Dy, 2 € D,, then

N-1
INEEW
u=0 ueD ueDy

and py = 0. By Eq (1.3), we have

N-1
GX)= ) pX'= ) pX'+ ) pX'+ Y piX'+ ) piX +po
i=0

ieDy i€D ieP i€Q
PO DWEISNWEIIN IS
i€Dgy ueDy i€D1 ueDy i€P ueDy i€Q ueDy

Let # = iu. Then by Lemmas 2.3-2.5, we have

GX)= > D EX+ Y N px+ pT_IX" £y q;—le
i€eQ

ieDg teDy ieD; teD; ieP

Dy(BDy(X) + Di(B)D1(X) + Y X'

ieP
wDy(X) + (1 + w)D;(X) + Z X',

ieP

By Eq (1.4) we can get the linear complexity of s(0, 0, 0) as
LC(5(0,0,0)) = IGX)| = pg — p.
O
Actually, the linear complexity of s(1, 0, 0) was studied by Ding in [6] with its minimal polynomial.

4. The 1-error linear complexity of s(a, b, ¢)

Let LCy(s(a, b, c)) be the k-error linear complexity of s(a,b,c), § = {5,} ., be the new sequence
obtained by changing at most k terms of s, that § = s + ¢, where e = {e,}]; is an error sequence of
period N. Ding has provided in [2] that, the k-error linear complexity of a sequence can be expressed
as

LCk(s) = minWH(e)Sk{LC(s + 6)} (41)

It is clearly that LC((s) = LC(s) and
N > LCy(s) > LCy(s) > --- > LCi(s) = 0,

where [ = Wx(s) .
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Let G(X), Gi(X) and G(X) be the M-S polynomials of s, e and § respectively. Note that
N-1 N-1 N-1
GX) = > piX!, GuX) = > X', G(X) = Y &X], (4.2)
i=0 i=0 i=0

where p;, 17; and &; are the DFTs of s, e and § respectively. By Eqgs (1.5), (4.1) and (4.2), we have
G(X) = G(X) + Gi(X), then

& = pi + 1 (4.3)

Assume thate,, = 1 for0 <uy < N -1 and ¢, = 0 for u # u in the first period of e. Then the DFT

of e is
N-1

n= Y e = 0<i<N L.

u=0
Specially, if ug = 0, thenn; = 1 for all 0 < i < N — 1; otherwise, 10 = 1 and the order of 5, is N for
I1<i<N-1
Theorem 4.1. Let p = v(mod8) and g = w(mod8), where v,w = 1, £3, and the other symbols be the

same as before. Then the 1-error linear complexity of s(a, b, c) is as shown as Table 2.

Table 2. The 1-error linear complexity of s(a, b, c¢).

\‘% 50,0,0) and 5(0,0, 1) 5(0,1,0) and 5(0, 1, 1) 5(1,0,0) and s(1,0, 1) 5(1,1,0)) and s(1,1,1)
w,w)

-3)or(3,1) (D pg=p.itp>gq; M) pg—p+1,if p>gq;

-1, . -p—-q+2 -p—-q+1 .
( @) pg-q+1,ifp<gq. pa=p=a Pa=p=a (2)pg-q,ifp<gq.
(M) pg—p,ifp>gq; M pg-p+1,ifp>gq;
~1,3)o0r (3,-1 —p-q+2 . . —p-gq+1
(=1,3) or ( ) pqa—-p—4 @) pg-q+1,ifp<gq. @) pg-q.if p<q. P4-p—4q
1) 22l if p > g - o 1) 2zl e p > g
(=1, 1) or (3,-3) 22; orlant if£<g b S EZ; patig-1 ifﬁ <Z
2 : 7 -
e 1) Ll e p s g 1) Lt e p s g _—
(-1,-1or 3,3) b EZ; w0 EZ; pet i o bl
e, . =, .
M pg-p+1ifp>g; (D) pg—p,itp>gq;
-3,-or(1,3 . —-p-g+1 —p-q+2 )
(=3.~Dor(.3) @) pg-q.ifp <gq. Pa=p=a Pa=p=a @ pg-q+1Lifp<q.
(1) 222 if p > g Pg-p=gq+1 P4—p—q+3 (1) 2B if p > g
1,-1)or (-3,3 pgzpogtl e
( 5 )Or( 5 ) (2) pq+p—q—l’ifp<q_ 2 2 (2) pz1+p2ﬂ/+l’ifp<q.

Proof. We consider the case v = —1,w = =3 for LC;(s(0,0,0)). By Lemmas 2.1-2.5 and Eq (1.1), we
have —1 € Dy, 2 € D; and

w+p M, ifie Dy,
l+w+p™, ifie D,
E=pitm= ) BU+p™={1+p7, ifieP,
HeDo B, ifieQ,
1, if i = 0.

Then by Eq (4.2), we can get

G(X) = % &X' = Z (w+p7™) X"+ Z (1+w+p™)X + Z (1+p7) X"+ Zﬁ—”’oxi +1.
i=0

ieDy ieDy ieP i€Q
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According to Lemma 2.3, we can get the following results.

(1) If ug = 0, then
G(X) = Z(w+ 1)Xf+ZwX"+ZX"+ 1,

i€eDgy i€eDy i€Q

IGX)| =pg—q+1.
(2) If uy € O, then

G(X) = Z (w+p7) X+ Z (1+w+p")X + Zﬁ"’“oxi +1,

i€eDy i€eD i€Q

IGX)| =pg—q+1.

3) If ug € Dy or uy € Dy or uy € P, then
GO =) (w+B ™)X+ > (1+w+p™)x + Y (1+7) X + > px +1,
i€eDgy i€eDy ieP i€Q

IGX)| = pq.

Compare the results of Cases (1)—(3) with LC(s(0,0,0)) = pg—p. lf p > g, then pg—p < pg—q+1 <
pq;if p < gq,then pg—q+ 1 < pg— p < pg. Hence

rq - p, if p>gq,

LC,(s(0,0,0)) = )
pqg—q+1, if p<aq.

Similarly we can prove the other cases for LC(s(a, b, ¢)). O

All results of LC(s(a, b, c)) and LC,(s(a, b, c)) in Sections 3 and 4 have been tested by MAGMA
program.

5. Conclusions

The purpose of this paper is to determine the linear complexity and the 1-error linear complexity
of s(a, b, c). In most of the cases, s(a, b, c) possesses high linear complexity, namely LC(s(a, b, c)) >
N/2, consequently has decent stability against 1-bit error. Notice that the linear complexity of some of
the sequences above is close to N/2. Then the sequences can be selected to construct cyclic codes by
their minimal generating polynomials with the method introduced by Ding [16].
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