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Abstract: This paper explores the use of differential privacy encryption to protect against data
tampering attacks in the context of finite impulse response (FIR) system identification under binary
observation conditions. The study begins by introducing the core principles of differential privacy
and discussing the current security challenges faced by FIR systems. It highlights the risks of data
tampering and privacy leakage during the system identification process. To address these challenges,
two distinct differential privacy algorithms are proposed, providing dual encryption protection for the
system parameters. By integrating differential privacy mechanisms into the FIR system, the proposed
approach ensures the security and privacy of both data and parameters during transmission and
processing. Experimental results demonstrate that the dual differential privacy protection effectively
safeguards data while providing accurate parameter estimation, validating the effectiveness of the
proposed scheme.
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1. Introduction

In today’s highly interconnected world, data privacy protection has become a critical concern
across various application domains. Personal medical records, industrial control parameters, and even
trade secrets are increasingly vulnerable to attacks or misuse [1-4]. When sensitive information is
maliciously accessed or tampered with, it can lead not only to significant economic and societal losses
but also to a destabilization of system security and stability. Therefore, the effective protection of data
privacy and the prevention of unauthorized inferences and misuse of both individual and core
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information have become central issues of widespread interest in both academic and industrial
circles [5-7].

The primary benefit of data privacy protection lies in its ability to intelligently mask, encrypt, or
perturb personal and system-critical data, thereby preventing external attackers from
reverse-engineering sensitive information. By implementing robust privacy-preserving techniques
such as differential privacy, homomorphic encryption, and secure multi-party computation,
organizations can effectively minimize security risks while maintaining the integrity and utility of the
data. This ensures that individuals’ personal privacy, corporate trade secrets, and other confidential
information remain safeguarded during data collection, processing, analysis, and sharing. Moreover, a
well-designed privacy protection framework fosters user trust, strengthens regulatory compliance, and
enhances the overall resilience of digital systems against cyber threats, contributing to a more secure
and sustainable data-driven ecosystem.

Over the years, researchers have developed various strategies for data security and privacy
protection from both theoretical and practical perspectives. For instance, Rawat et al., in their
exploration of cyber-physical systems (CPS) in smart grids and healthcare systems, emphasized the
importance of security measures at both the network and physical layers for ensuring data
confidentiality [8]. Ljung’s systematic research on system identification laid the foundation for
subsequent work on modeling and algorithmic optimization related to privacy protection and
assessment [9]. Pouliquen et al. proposed a robust parameter estimation framework for scenarios with
limited information based on binary measurements [10]. In a related study, Guo et al. developed an
adaptive tracking approach for first-order systems using binary-valued observations with fixed
thresholds, enhancing the accuracy of parameter estimation in constrained data environments [11].
The framework of local differential privacy had widely adopted in data statistics and analysis tasks,
with comprehensive surveys that of Wang et al. demonstrating its crucial role in frequency estimation
and machine learning applications under distributed settings [12]. Moreover, Ding et al. and Liu have
each proposed methods for distributed control and networked predictive control in industrial CPS,
embedding security and privacy requirements into real-time collaborative control processes [13, 14].
In addition, Mahmoud et al. introduced a multi-layer defense approach for network attack modeling
and vulnerability assessment, offering innovative solutions for maintaining data confidentiality against
diverse threats [15]. Recent work by Taheri et al. explored differential privacy-driven adversarial
attacks, like noise injection, to degrade deep learning-based malware detection, proposing defenses to
enhance robustness [16]. In contrast, our differential privacy-based FIR system identification
algorithm uses Laplace and randomized response mechanisms to encrypt data, ensuring parameter
estimation accuracy in cyber-physical systems under privacy and security constraints.

In the realm of federated learning, data and model poisoning attacks pose significant challenges to
the integrity and reliability of distributed systems, particularly impacting the accuracy of system
identification processes. Nabavirazavi et al. proposed a randomization and mixture approach to
enhance the robustness of federated learning against such attacks, demonstrating improved resilience
in parameter estimation under adversarial conditions [17]. Similarly, Taheri et al. introduced robust
aggregation functions to mitigate the effects of poisoned data, ensuring more reliable model updates
in federated environments [18]. Nowroozi et al. exposed vulnerabilities in federated learning through
data poisoning attacks, highlighting their detrimental impact on network security and the need for
robust defenses to protect system dynamics [19]. Furthermore, Nabavirazavi et al. explored the
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impact of aggregation function randomization to counter model poisoning, emphasizing the
importance of accurate parameter estimation despite malicious interventions [20]. These studies
underscore the importance of accurate parameter estimation in adversarial environments. However,
despite these advances in federated learning and privacy-preserving training, less attention has been
paid to the fundamental task of system identification—an essential step for capturing system
dynamics and ensuring the effectiveness of both attack detection and privacy protection strategies.

System identification is a key process in ensuring that attack detection and privacy protection
measures are fully effective. Given the challenges of data tampering and privacy preservation, this
paper focuses on the problem of data privacy protection from the perspective of system identification,
specifically targeting the issue of data tampering under binary observation conditions [21,22].

System identification in the presence of binary observations and malicious tampering presents
several challenges, including insufficient observational information, the presence of Gaussian noise
combined with tampering interference, and the degradation of accuracy due to privacy noise [1, 23].
First, binary observations significantly reduce the available data since they only give the relationship
of size between the system output and a constant (called the threshold), increasing uncertainty in
parameter estimation. The subtle changes in continuous signals may be ignored in binary
observations, resulting in information loss and increasing the bias and variance of FIR system
parameter estimation, thereby reducing system identification accuracy. Second, tampering by
attackers can disrupt the data patterns critical for accurate identification. Finally, privacy encryption
mechanisms, while protecting data sensitivity by introducing random noise, may negatively affect
estimation accuracy. To address these challenges, this paper applies a dual encryption approach based
on differential privacy to both the system input and binary output. This strategy not only prevents
attackers from inferring or tampering with the data but also, through improved estimation algorithms
and convergence analysis, achieves reliable system parameter identification, balancing the dual
objectives of privacy protection and identification accuracy.

The paper proposes a dual differential privacy encryption strategy for system identification: First,
Laplace noise is applied to the system input to prevent reverse-engineering of the system’s structure
or parameters. Then, binary observations are perturbed probabilistically to comply with differential
privacy, protecting sensitive information at the output from being accessed or altered. An improved
parameter estimation algorithm is introduced, with asymptotic analysis proving the strong consistency
and convergence of the proposed method. Numerical simulations demonstrate that high identification
accuracy can be maintained, even under various adversarial attack scenarios. This work offers a novel
perspective and technical foundation for applying differential privacy in cyber-physical systems,
addressing both data security and system identification needs.

This paper makes the following contributions:

e A differential privacy encryption algorithm for FIR system inputs is proposed, enhancing data
privacy and security.

e A differential privacy encryption strategy under binary observation conditions is investigated,
presenting a discrete 0-1 sequence differential privacy encryption method.

e Parameter estimation results under differential privacy encryption are validated, demonstrating
the effectiveness of the proposed method in ensuring both data security and accurate system
identification.

The rest of this paper is organized as follows: Section 2 introduces the FIR system model and
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discusses the data tampering threats under binary observations, formally stating the research problem.
Section 3 details the dual differential privacy encryption methods for both input and output, along with
the corresponding random noise models. Section 4 presents the parameter identification algorithm
based on encrypted observation signals, accompanied by convergence analysis and strong consistency
proofs. Section 5 explores the relationship between encryption budget and identification accuracy,
presenting an optimization approach using Lagrange multipliers to determine the optimal encryption
strength. Section 6 provides numerical simulations and compares results. Section 7 summarizes the
work and discusses future research directions.

2. Problem formulation

The object of this study is a single-input single-output finite impulse response (FIR) system, and its
model is given below:

Vi = iUy + Qolg—y + -+ + AulU_pi1 + di, (1)

which can be simplified to the following form:

V=¢i0+di,, k=1,2,..., )
where u; is the system input, ¢y = [ug, Us_1, ..., Urns1]’ is the regression vector composed of the
input signals, and 6 = [a,,as,...,a,]" is the system parameter to be estimated for the system. d; is

independent and identically distributed Gaussian noise, with a mean of 0 and variance o°.

The output y, is measured by a binary sensor with a threshold C, and the resulting binary observation
is

1, <C,
s2 = loscr = {O, ziherwise. ©)

The binary observation model s = I, ¢, reflects a realistic scenario where only thresholded
information is available from sensors. This situation arises frequently in practical FIR systems
deployed in industrial monitoring or smart grid applications, where energy-efficient or low-cost
sensors output only one-bit comparisons. The observation signal sg is transmitted through the network
to the estimation center, but during the transmission process, it may be subject to data tampering by
malicious attackers.

The signal s;” received by the estimation center is different from the original signal sg, and the
relationship between them is given by:

Pr(sy =0|s{ = 1) = p, Pr(s) = 1|s) = 0) = q. 4)

We abbreviate the above data tampering attack strategy as (p, ¢). In this case, the estimation center
estimates the system parameter 6 based on the received signal s;’ [24,25].

Remark 2.1 Specifically, p denotes the probability that an original output of 0 is maliciously flipped
to 1, and q denotes the probability that an original output of 1 is flipped to 0. These parameters
characterize a probabilistic tampering model in which binary-valued observations are subject to
asymmetric flipping attacks.
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Remark 2.2 Binary quantization affects both noise characteristics and system identification accuracy:
the additive noise becomes nonlinearly embedded in the binary output, and each observation carries
limited information.

Differential privacy is a powerful privacy protection mechanism, and its core idea is to add random
noise to the query results, limiting the impact of a single data point on the output, thus ensuring that
attackers cannot infer individual information by observing the output. This process not only ensures
that the system’s input and output data are not directly accessed by attackers, but also effectively
prevents attackers from reverse-engineering sensitive system information through input data.

The use of differential privacy in FIR also has its pros and cons. Using differential privacy-based
encryption algorithms can limit the impact of data tampering attacks on the FIR system, but encryption
itself involves adding noise, which can also lead to data tampering. Therefore, designing an encryption
algorithm that meets both the accuracy requirements for parameter estimation and the need to limit
data tampering attacks is the key focus of our research.

Figure 1 presents the end-to-end workflow of the proposed privacy-preserving FIR system
identification framework under potential data tampering attacks. The process begins with the input
signal u;, which is passed through a Laplace mechanism Lap(Au/e€) to produce a perturbed input u;,
ensuring differential privacy at the input level. This perturbed input, together with the system’s
internal dynamics and additive noise dj, is processed by the FIR system to produce the output y,. The
output is then passed through a binary-valued sensor that generates a thresholded observation
sg = I{y, < C}. To preserve output-side privacy, sg is further randomized via a randomized response
mechanism, resulting in sgl. This privatized observation is then transmitted over a communication
network that may be subject to data tampering. During transmission, an attacker may flip the value of
sg' with certain probabilities, yielding the final corrupted observation s;/, which is received by the
estimation center. The estimation center then applies a robust identification algorithm to estimate the
unknown system parameters based on the received data. This pipeline integrates input perturbation,
output privatization, and robustness against data manipulation into a unified privacy-preserving

system identification framework.

Au Algorithm
Lap(? ) dy encryption

!
U Uy FIR Binary-valued Sk o)

> — —>
system sensor

Data tampering attack

S”
Communication4 ~ k

network

Estimation
center

Figure 1. System configuration.

This paper aims to address the following two questions:

e How can the harm caused by data tampering be mitigated or prevented through differential privacy
algorithms?

e How can we design a parameter estimation algorithm, and what are the parameter estimation
algorithm and the optimal differential privacy algorithm?
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3. Differential privacy encryption of system input and output

In this section, we consider an adversarial setting where the collected input-output data may be
subject to tampering by untrusted components or compromised observers. Unlike traditional
cryptographic methods such as MACs or digital signatures, which aim to detect and reject tampered
data, our approach leverages differential privacy as a proactive defense. By adding calibrated
randomness to both input and output channels, the encrypted signals inherently reduce the
effectiveness of tampered data and enhance the robustness of system identification against
malicious interference.

3.1. Differential privacy encryption of input

We first provide the standard definition of differential privacy. Let F be a randomized algorithm.
For any two neighboring datasets x and x’, their output results satisfy the following inequality:

PiF=S) _

PF(x)=8) <" )

Here, S is a possible output of the algorithm, and ¢ is the privacy budget, which measures the degree
of difference between the output distributions of the algorithm [1,23]. To ensure the privacy of the
input data u; in the FIR system, we encrypt the input signal using the Laplace mechanism of
differential privacy. The Laplace mechanism was selected for input encryption due to its strong
e-differential privacy guarantee, fitting the bounded input signals of FIR systems. The Gaussian
mechanism, among others, offering weaker (&, ¢)-differential privacy or may not be suitable for FIR
application, was considered unsuitable.
By adding Laplace noise to u;, we have:

Au;
u, =u; + Lap (_u) , (6)
€0

where Lap (AE—’(:) denotes a random variable drawn from the Laplace distribution with mean 0 and scale
parameter b = AE—;”'. The probability density function of the Laplace distribution is given by:

|x]

1
Lap(x|b) = % exp (—3) , XER, @)

where Auy; is the sensitivity of the input u;, representing the maximum change in the system’s input,
and the privacy budget &, determines the magnitude of the noise. The sensitivity Af is used to measure
the maximum change of the query function f over neighboring datasets, defined as

Af = max [|f(0) = FO (®)

where x and x” are neighboring datasets differing by only one row. From Eq (8), we can derive that

Au; = max |y, — y}€| , )

U ,ul’{
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where y; and y, are the system outputs corresponding to the current input u; and its neighboring input
u, respectively, as described by Eq (1). Substituting this in, we can get

n—1

Z Qi1+ (Ui — Mi_,-)

i=0

Au; = max
uk,u’k

: (10)

If the distance between the neighboring input sets u; and u; is a fixed value o (or o is the chosen
mean), the sensitivity can be expressed as

n—1
Au; = Zam -0|. (11)
i=0
Therefore, from Eqgs (6) and (11), the encrypted result after adding noise to u; is
n—1
i Aix1 * O
W= u; + Lap[M]. (12)
€o
After encrypting the input u;, the regression vector ¢y = [uy, U1, . . ., Ux—ns1]’ formed by the input
signals will also be affected by the Laplace noise. Let the noise vector be L, = [[}, b, ..., 11", where
l; = Lap (i—’;) The encrypted regression vector is
¢ = ¢ + Ly. (13)

Substituting the encrypted ¢, into the system output expression Eq (2), we obtain the encrypted
system output

Vo= (e + L)' 0+d, = ¢[00+ L0+ d. (14)

This implies that the statistical properties of the system output change under the influence of Laplace
noise. By binarizing the system output y;, we obtain the observed signal sg. Assume we have a binary
sensor with threshold C, which converts y; into the binarized observation 52:
I, y,<C,

15
0, otherwise. (15

0_ _
Sk = Ly <cy = {

Based on Eqgs (14) and (13), the center will estimate the system parameter 6 based on the binarized
signal sg. By combining the tampered signal, the output sg can be expressed as

0 _
St = L{gro+17 rai<c)- (16)
By introducing Laplace noise, we ensure the privacy of the system input u;. In the following
sections, we will continue to discuss how to encrypt s) under the differential privacy mechanism and

estimate the system parameter 6 under data tampering attacks.
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3.2. Differential privacy encryption of output

In the system, we define Pr(sg = 1) = A;, which represents the probability that the signal sg equals
1 in each period n. To protect this probability information, we apply differential privacy encryption to
sg. Specifically, for each sg, there is a probability y of retaining the original value, and with probability
1 — 7y, we perform a negation operation. This operation can be formalized as

7)

- {sg, with probability v,

1 —s?, with probability 1 — 7.
This encryption process introduces randomness and achieves the goal of differential privacy. This

encryption method effectively ensures that, whether sg is 0 or 1, an external attacker would find it
difficult to infer the original value of s? by observing sg', thus protecting data privacy. We have

Pr(s{ =)= -y+(1-)-(1-7),

. 18
Pr(s{ =0)=(1-)-y+&-(1-7). e

To analyze the encrypted sg, we construct its likelihood function L to correct the perturbed
encryption results. The likelihood function can be expressed as

L=[A-y+1 =200 =-]"-[A =)y + 4l -], (19)

where m = ), X, represents the observed number of times sgl = 1, and X; is the value of the i-th
encrypted signal sg'. By maximizing this likelihood function, we can estimate the maximum likelihood
estimate for A; after encryption. The maximization process leads to the estimation formula

y=1 . 1 ZLX

A =
“Toy-1 2y-1  n

(20)

This estimate expresses the effect of the encrypted sg' on the true Ay.
To further analyze the unbiasedness of the estimate, we can analyze the mathematical expectation
and prove that the estimate is unbiased. The specific derivation is as follows:

. 1 1 v
E(L) = m[}/— 1+ ZZX,. = A 1)

i=1

Based on the unbiased estimate, we can obtain the expected number N of signals equal to 1 in each
period n as

n

- vy—1 1
N=A4,Xn= + . X;. 22
SR W L V| Z‘ 22)

According to the definition of differential privacy, the relationship between the privacy parameter
gy and vy is

y<et-(1—-vy). (23)
By further derivation, we can obtain the calculation formula for the privacy budget & as
81:1n( ’ ) (24)
I-y
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Through the above encryption mechanism [12], we ensure that the system satisfies differential
privacy while maintaining high robustness against interference from attackers on the observation of
sx. During data transmission, the observed value sg may be subjected to attacks, and the tampering
probability of the observed value sg is

Pr(sy = Olsy = 1) = p,
LT P (25)

Pr(sy =1ls; =0)=gq.

Assume that the system input {u;} is periodic with a period of n, i.e.,
Uy = Ug. (26)
Letm = ¢/",m = ¢ ,....m, = ¢, and the cyclic matrix formed by u is
T

® =[xl al,- al] . 27)

After the preservation process applied to both inputs and outputs of u; and 52, during data
transmission, the observed value sg will be attacked, and both active and passive attacks on the
encrypted data will be limited and disturbed by noise. In the next section, we will provide a parameter
estimation algorithm.

4. Algorithm design and convergence of parameter identification

4.1. Algorithm design of parameter identification

Under external attacks, and in the sense of the Cramér-Rao lower bound, the optimal estimation
algorithm for the encrypted parameter 6y is given below:

Oy = O ' [énys. . Enal’, (28)

- 1 < 17
éni=C—F" (L_N Z s(l—l)nﬂ)’ (29)

=1

where ®@~! is the inverse matrix in Eq (27), C is the threshold in Eq (3), F~! is the inverse cumulative
distribution function, and s7_,, ., is the doubly encrypted sg in each period. For a data length N, it is
divided into Ly = [%J, which is the integer part of N divided by the input period n, representing the

number of data segments Ly [26].

4.2. Convergence of parameter identification

Definition 4.1 An algorithm is said to have strong consistency if the estimated value 0y produced by
the algorithm satisfies that as the sample size N — oo, the estimate converges to the true value of the
parameter 0 (or the encrypted true value 8 ) with probability 1, i.e., Oy — 0 or Oy — 6w.p.1 as N — .

This conclusion follows the analysis in [24], which establishes strong consistency of estimators
under binary-valued observation and bounded noise conditions.
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Theorem 4.1 For the parameter estimation under the attack strategy (p, q) in Eq (28) with encrypted
conditions, the expanded form of the true value 0 is

Iy 8=0"[C-F'(Qy- DU -p-qFz(C-70)+1-p)1L-7+qy).....

-1 T r (30)
C - F'(Q2y = D(1 = p = )F7,(C =, 0) + (1 = p)(1 =) + qv)|

and the algorithm has strong consistency. Here, 0 represents the parameter vector to be estimated in
the system, and C, y, ®!, and ﬂ,{ are given in Eqs (15), (17), and (27), respectively. F~" is the inverse
cumulative distribution function of noise dy, and Fz(z) is the cumulative distribution function of the
combined noise from Laplace noise l,{ - 0 and Gaussian noise dj.

Proof: Under data tampering attacks, in the period N, each period’s s} is independent and identically
distributed. For k = (I — 1)n + i, where i = 1, ..., n, the regression vector ¢y is periodic with period n,
1.e., ¢rsn = ¢r. Define m; = ¢y, S0 P_1)p+i = 7. Since @g_1y+; = 7;, and the noise terms Ly, dj are 1.1.d.,
the sequence {sgg_l)n H.}IL:’VI is 1.1.d. for each i.

By the strong law of large numbers, for each i:

Ly

Z SE;—I)n+i - E[SE;_I),H,-] w.p.1 asN — co. (31)
=1

1
Ly

Next, we compute E[sj_,, ,;]. Let k = (I — Dn +i. The encrypted input is ¢ = ¢ + Ly = 7; + Ly,

and the system output is:
Vi=(m+L)'0+d=n 0+ L 0+d,. (32)

Define Z; = L] 6 + di. The binary signal is:

Sg = I{y,;sc} = I{nf9+zks01 = I{ZkSC—niTG}' (33)
Thus:
A =Pr(s{ = 1) =Pr(Z, < C — 1] ) = Fz(C — ! 6). (34)
The output encryption gives sg':
Elsy]=yA+ 1 =1 =) = Qy — DA+ (1 - ). (35)
After the attack strategy (p, q):
E[s;]= (1 - p)Els{ 1 +q(1 —E[s{ ) = (1 - p~ QE[s{ ] +¢. (36)
Substitute E[s, ]:
E[s{1=(1-p—-lQy - DFz(C -6+ (1 -y]+q. (37)
Simplify:
Els;]= Qy =11 = p=@Fz(C -] 6) + (1= p)(1 —y) +qy. (38)
Define:
i =Qy =D = p=qFz(C~-x0)+(1-p)l-y)+qy. (39)
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Thus:
] &
In ; S(-tyri = M W.p.1. (40)
From the definition of dy:
-1 1 S ’7” -1
&vi=C-F [L_N ; S(l—l)n+i] - C-F'(n) wp.l. 41)

Therefore:
7 -l T -1 -1 -1 r
Oy =07 [nin. . éwal” > @7 C=F ' ap).....C=F'p)] (42)

Note that the total observation noise comprises the superposition of the original Gaussian noise d; and
the added Laplace noise due to differential privacy encryption. Since both noise sources are
independent and have finite variance, their sum forms a new independent noise process with bounded
second moments. This preserves the excitation condition needed for strong consistency. Here, the
strong consistency follows from the strong law of large numbers. From Eqs (27)—-(29) and (34), the
expanded form of @ is obtained, thus completing the proof.

5. The optimality of encryption

5.1. Modeling of the optimization problem for the optimal encryption strategy

Our goal is to study how to maximize encryption within the permissible range of estimation errors.

To clarify the impact of different encryptions on the results, we analyze them separately based on
the independence of input and output noise.

For the input noise encryption, the noise variance o7 introduced by input encryption, which affects
0 through the system model, is as follows:

2 n
1
Dy=o? =2 (_) S sy, (43)
&/ =
For the output noise encryption, since s, is a binary random variable, its variance is

Var(s;) = Pr(s, = )(1 = Pr(s;, = 1)) = (1 =y + 42y — D)(y — 42y - 1)). (44)

From Eq (20), we can derive the variance of the maximum likelihood estimate A as

. 1 2 n
Var(/lk) = (m) Z Var(s; . (45)

Substituting the result from Eq (44), we can get

Var(s)) (1 —y+ 42y - D)y - 42y - 1)).

Vard) = 5, = 2y — 1)n

(46)
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The parameter estimate  depends on A, and D, is defined as

-y + 4@y - D)y - 42y - 1))

D] = Var(/Alk) = (2‘)/ — 1)271

(47)

To solve the optimal encryption problem, we model the optimization of the optimal
encryption strategy:
max (Dgy + Dy)
fE (48)
s.t.. |0 — 0| < e,

where €, and &, are the differential privacy budgets for input and output, respectively, and D, and
D, are the functions that measure the impact of input and output encryption noise on the parameter

. _ 2 Var(s))
_ (1 2 _
estimate 8, where Dy = 2 (5) > (6:Au;)” and Dy = (27_1;‘2n

which must be less than or equal to the given threshold €, and both # and § must be greater than zero.

. |10 — 6]| is the parameter estimation error,

Theorem 5.1 In the case of differential privacy with the preservation process applied to both inputs
and outputs, o, is monotonically decreasing with respect to the privacy parameter of input &y, which
indicates the smaller g is, the stronger the privacy protection provides, but the worse the estimation
accuracy is.

Proof: LZG is a linear combination of Laplace noise, and d is Gaussian noise, while Z; is the sum of
these two. Then, the variance of each /; is

AM,‘ 2
Var(l;) =2|—] . (49)
€0
Thus,
n 1 2 n
Var(L!0) = ) 67 Var(l;) = 2(—) (6:Au;)*. 50
H Z - le (50)
The total variance of Z; is
0% = Var(Z;) = Var(L! 0) + Var(dy) = o7 + 02, (51)
where
1 2 n
2 = 2 _— Q,A i 2.
oy (80) D Giruy) (52)

To rigorously prove monotonicity, we can verify it by analyzing the derivative of o5 with respect to
&o. Taking the derivative of G% with respect to &,

—Z=—12(=) >Gruw)?+2|.
i dgo[ (80) ZZ( ;) +0'd] (53)
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Since o’fl is a constant and does not depend on &,, we get

do? 1 ©
—Z = 4= ) (6:Aw)". (54)
deo € o

Since gy > 0 and )} l(0,~Au,~)2 > 0, we have % < 0. This implies that as g increases, 0'% decreases
monotonically. According to system estimation theory, as the noise variance decreases, the estimation
accuracy improves. Therefore, as gy increases, o% decreases, making the estimated result 0 closer to
the true value 6. This concludes the proof.

Theorem 5.2 In the case of differential privacy with the preservation process applied to both inputs
and outputs, 6 is monotonically decreasing with respect to €. The smaller &, is, the stronger the
privacy protection provides.

efl-1
efl+1°

e°l

Proof: From Eq (24), we have y = -— and 2y — | =
Substituting into Eq (30), we can express 6 as

- _ (e =1 e’
ezcbl[C—Fl( “Fz(C-nl@)+1-Fz(C-nl6) - )

et + 1 e + 1
T (35
c-r (L p o+ 1 - FuC—nTe) - -
- . - - -m,0) — .
681 +1 Zn n Zn n 651 +1
By simplifying each term, we obtain
(€ — 1)Fz(C =7l 0) + (¢ + 1)(1 — F£(C — 7' ) — (56)

e + 1

Simplifying the numerator, it can be inferred that

(€ — DFz(C -l 6) + (¢ + 1)(1 — Fz(C — n! 6)) — &”!
= e Fz(C—nl0)— Fz(C—nl0)+ e +1— e Fz(C—n]0)— Fz(C —n]6) — e (57)
= 2F,(C-nl6) +1.

—2Fz,(C-n! 9)+1
el +1

—2F7(C—nl0) +1 c_ g [2FaC- 7l) + 1
e’ + 1 T el + 1

Substituting each term with , the expression for 6 becomes

T

5 cp—l[c P ( (58)

This concludes the proof.

5.2. The optimal solution for modeling

In parameter estimation, the estimation error is typically related to the variance of the observation
noise. Differential privacy encryption for both input and output introduces noise that affects the bias
and variance of parameter estimation.

The expected value of the parameter estimate 6 is 6, i.e.,

E[f] = 6.
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The deviation between § and the true parameter 6 is caused by the encryption noise. Our goal is to
solve for ||6 — 6|, and express it as a function of &) and &.
The mean square error (MSE) of the parameter estimate can be expressed as the square of the bias
plus the variance:
MSE(®) = ||E[0] — 6|]* + Var(6). (59)

Since we are concerned with the bias of the estimate ||@ — 6|, and the variance of the estimate also
depends on D, and D;, we need to express both the bias and variance as functions of gy and &;.
To accurately express ||6 — 6|, we start from the root mean square error (RMSE):

RMSE(®0) = \/trace(Var(@)). (60)

The total variance of the system’s parameter estimate is
Var(d) = (0 + Do + Dy ) (@7 @), (61)

where 0'5 is the system’s inherent noise variance, Dy and D, are the variances introduced by input and
output encryption noise, and @ is the matrix from Eq (27).
Thus, the root mean square error of the estimate can be expressed as

RMSE(®) = ytrace (02 + Dy + Dy ) (@7®)"). 62)

Since ®® is a known design matrix, we can represent the estimation error as
116 — 6]| sk1/05+D0+D1, (63)
where k = \/trace(((DT(D)‘l).

Based on the above derivation, the optimization problem can be reformulated as:

max Dy + D,

£0,€1
st. l0-0ll<e
o5+ Dy + D < €,

2 _ 272 2
where €, = € /k” — 0.

Now, we construct the Lagrangian objective function

L(80, €1, /1) = D() + D1 - /l(D() + Dl - Ggﬂr) . (64)
For gy, we have
1 2 n
Do = 2(—) PCIDE (65)
€/ 3
Take partial derivatives with respect to &y, and we have
dDy 1\ v 5
— =-4|—= 0;Au;)”. 66
o (eé);( ;) (66)
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For £, we have
4
Var(s))

=% 67
v po (67)
where y = effjr 7, and we can compute
oy e’
hrA—— 68
de;  (efr +1)? (68)
Now, further differentiate D;. First, rewrite D; as
Var(s?)
1= (69)
2y -1’n
Differentiate (2y — 1)? with respect to &, and it can be obtained that
0 e’
—[Q2y-1)1=4-2y- 1) —. 70
asl[(y )] 2y-1D @+ 17 (70)
Now, applying the chain rule, we have
oD 8 Var(sV) - (2y — 1)e*!
L 8Var(s))- 2y - 1) o
Og, n(es + 1)*
By the above analysis, the optimal values for £y and & need to satisfy the following constraint:
Do+ D) = €. (72)
Taking partial derivatives with respect to &y and &, we get
JL 0D, 0
—=—-A1—(Dy+ D) =0, 73
o0 - o 880( o+ D) (73)
JL 0D, 0
— =—-A—(Dy+ Dy) =0. 74
9o - e 681( o+ D) (714)
Substituting the previously computed derivatives, we have
1 n
_4(—3) Z (0:Au;)* —1-0 =0, (75)
€0/ o1
-8 Var(s?) (2y — 1)e*
() @y=Det ) oy, (76)

n (e + 1)*
For g, since %(Do + D) = 0, the derivative is completely determined by the objective function. To
maximize the objective function under the constraint, we first check if the condition holds. Then, we
can solve for g to satisfy the given constraint.
For &, we also solve for A to obtain the optimal solution.
The optimal solutions for & and &, are

2
&= | (77)
1+oseff

3 2
31 +€)
Remark 5.1 These solutions are confirmed based on the value of A, and the specific numerical solution
can be obtained through numerical computation.

(78)

€1
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6. Numerical simulation

Consider the following system:

(79)

Vi = Qi + arlty—y + dy,
Sk:I{ykSC}a k = 1,...,N,

where a; = 10 and a, = 5 are the unknown parameters of the system, d; is N (0, 100), and the threshold
C = 7. The sample length for this simulation is set to N = 5000. The system input signals u; are set
as cyclic signals, with a value of [3,5] in one cycle. The threshold € is set to 12. The sensitivity
Au is computed based on the maximum possible deviation between two neighboring input sequences,
resultingin o = |5 — 3| = 2.

6.1. System input under different intensities of Laplacian noise

We encrypt the input signal u;, with Laplace noise under three different privacy budget parameters
and simulate to verify its effects under different encryption strengths. According to the Laplace noise
mechanism, the added noise follows the distribution:

A
i, = g + Lap (?“) (80)

where u;_ is the encrypted input signal, Au represents the sensitivity of the input signal, and ¢ is the
privacy budget parameter.

Figure 2 shows the u; signal under three different privacy budget parameters. The red line
represents the strong encryption effect with a privacy budget of 0.1, the green line represents the
moderate encryption effect with a privacy budget of 0.5, and the blue line represents the weak
encryption effect with a privacy budget of 1.0. From the figure, it can be seen that as the privacy
budget increases, the encryption strength decreases, and the amplitude of the noise significantly
reduces. This result verifies the relationship between the strength of the Laplace noise and the privacy
budget parameter.

From Figure 2, it can be observed that when the privacy budget parameter is small, i.e., under
strong encryption, the noise amplitude is the largest, and the impact on the original signal u; is most
significant. On the other hand, under weak encryption, the noise amplitude is the smallest, and the
impact on the original signal is minimal. The results of Laplace noise encryption at different strengths
indicate that the stronger the encryption, the larger the noise amplitude, the more significant the
interference on the original signal u;, and the better the privacy protection; the weaker the encryption,
the smaller the noise amplitude, the less interference on the original signal, and the weaker the
privacy protection.

Electronic Research Archive Volume 33, Issue 6, 3989-4013.



4005

Noisy uy Signal with Different Privacy Budgets

—— &0 =0.1 (Strong encryption)
—=- & =0.5 (Moderate encryption)
—-- g9 =1.0 (Weak encryption)

754

501

254

Noisy ug Signal

—504

—754

0 1000 2000 3000 4000 5000

Figure 2. The u; signal under different privacy budgets.

6.2. System output under binarization and noise addition

The system output’s binarized observation signal s; has been encrypted with different privacy budget
parameters. The encryption process introduces Laplace noise with varying strengths on the binarized
sx to protect privacy. After encryption, each s; retains its original value with probability y and is flipped
with probability 1 — . This process is expressed as

’
Sk

_ {Sk, with probability 7, (81)

1 — s, with probability 1 — .

Figure 3 shows the binarized encrypted signal s; generated under three different privacy budget
parameters (¢ = 0.1, € = 0.5, € = 1.0), with the red, green, and blue lines corresponding to strong,
moderate, and weak encryption effects, respectively.

From Figure 3, it is evident that the encryption strength significantly affects the degree of
randomization of s;. As the privacy budget parameter & decreases (i.e., stronger encryption), the
probability of flipping s; increases, leading to higher randomization of s;. Conversely, when the
privacy budget increases (i.e., weaker encryption), s; closely approximates the original binarized
signal s;. This result verifies the relationship between encryption strength and signal randomization,
namely, the stronger the encryption, the higher the randomization of s;; the weaker the encryption, the
more s, retains the pattern of the original signal.

6.3. Simulation validation of Theorem 4.1

Equation (30) provides the full expression for parameter estimation 6 under encryption, and we
observe the accuracy of the parameter estimation in the simulation.
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Perturbed s, Signal with Different Privacy Budgets
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Figure 3. Simulation of s; after noise is added following binarization.
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Figure 4. Simulation results: Parameter estimation error and deviation from the true value
under different privacy budgets.

The selected privacy budget values are &y = 1.0 and &; = 1.0. The simulation results are shown
in Figure 4, where, as the sample size increases, the parameter estimation approaches the encrypted
value 6.

6.4. Error analysis under different noise intensities

We evaluate the impact of the privacy budget &, encryption on the input u; through simulations.
Figure 5 shows the encryption effects under different privacy budgets. The error impact is represented
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by ”5— QH The red line represents strong encryption with a privacy budget of 0.1, the green line
represents moderate encryption with a privacy budget of 0.5, and the blue line represents weak
encryption with a privacy budget of 1.0. From the error results, the simulation graph confirms the
monotonicity Theorem 5.1. The smaller the privacy budget, the stronger the encryption, the larger the
noise amplitude, and the greater the error between the estimated value and the true value. Conversely,
when the privacy budget increases, the noise amplitude decreases, and the estimation error
becomes smaller.

> — &=0.1
'2 ---- £ =0.5
<q:> 154 —— g=1.0
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r‘-. ~, -
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Figure 5. Encryption effects of the input signal u; under different privacy budgets.
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Figure 6. Convergence curve of parameter estimation error under different privacy
budgets &.
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Next, we simulate the effect of adding differential privacy noise to the system output s; and observe
the impact of different privacy budget parameters £; on the parameter estimation error. The simulation
results are shown in Figure 6, which display the changes in parameter estimation error as the sample
size varies for £ = 0.1, & = 0.5, and &, = 1.0. The result shown in Figure 6 is consistent with
Theorem 5.2.

6.5. Evaluation of input magnitude influence under dual privacy protection

In this section, we further investigate how the magnitude of input signals affects the identification
accuracy of FIR systems under dual differential privacy constraints. Specifically, both the input vector
uy = [ug, w1 ]" and the binary-valued output s are simultaneously perturbed by independent Laplace
noise satisfying e-differential privacy, denoted as g and €, respectively.

To evaluate the estimation behavior under different input scales, we simulate two configurations:
one using low-magnitude inputs (uy, ux—1) = (3,5), and another using higher-magnitude inputs (30, 50),
while keeping all other conditions identical (privacy budgets ¢y = € = 0.5, threshold C = 70, and
Gaussian noise variance o> = 100).

The simulation results (Figure 7) reveal a significant contrast. While the lower magnitude input
case results in relatively fluctuating estimation error due to stronger sensitivity to both noise and
binarization, the higher input magnitude quickly leads to a nearly constant estimation error curve.
This phenomenon is attributed to the high values of y, = aju; + aur—; + d; being mostly above the
threshold C, rendering the binary outputs nearly constant and less informative for learning.

This experiment highlights the trade-off between input energy and privacy-resilient identifiability in
FIR systems. It emphasizes the importance of designing input signals that balance observability with
privacy-preserving distortion in binary measurement contexts.

Parameter Estimation Error with Dual Differential Privacy (€0=€.=0.5)

— Input (3, 5)
=---- Input (30, 50)

Estimation Error |\ék -0

6 560 lObO 15 bO 2 dDO 2560 30 bO
Sample Index

Figure 7. Estimation error comparison under dual differential privacy: (3,5) vs. (30,50)
input.
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6.6. Comparison of noise distributions
We apply two noise distributions to the binarized output s, :

1) Gaussian noise: Zero mean, variance V = 1.0, standard deviation o = VV = 1.0.
2) Laplacian noise: Zero mean, variance V = 1.0, scale parameter b = VV/2 ~ 0.707.

Both distributions maintain equal variance for a fair comparison. We simulate N = 5000 samples,
adding Gaussian and Laplacian noise to s; and estimating parameters iteratively. The exponential
moving average (EMA) of the estimation error is computed for both noise types.

Figure 8 presents the EMA estimation error for Gaussian and Laplacian noise over 5000 samples.

EMA Estimation Error: Laplacian vs.Gaussian Noise

---- Laplacian Noise
—— Gaussian Noise

,_.
S
e

#}*f: .l,‘lv‘wé‘l‘ﬁl‘;n’(ﬁﬁ'hf;‘" |(‘8M‘.'~M"‘~f“~‘u Ao 4nLy ol e’ e 1 ol ke S e S e b o o o e e e ]
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Figure 8. EMA estimation error for Gaussian (blue) and Laplacian (red) noise with equal
variance (V = 1.0, € = 0.5).

The results, shown in Figure 8, demonstrate that Laplacian noise yields higher estimation errors
due to its heavier-tailed distribution, indicating stronger privacy protection at the cost of accuracy, thus
validating the privacy-accuracy trade-off of our approach.

6.7. Impact of different privacy budgets on parameter estimation

To investigate the impact of different privacy budget parameters €, and &; on the system parameter
estimation, we adjust &) and &, to change the encryption strengths of the input and output, which affects
both the estimation error and the degree of privacy protection in the system, thus helping to find the
optimal solution.

Using the chain rule, we compute the partial derivatives of gy and g, i.e., 9Dy — —z% and

Oeo o
8 Var(s)(2y—1)e®! ) ) )
aa%. = —%. Through numerical methods, we solve for the optimal solution, and under the

estimation error constraint € = 12, we calculate €2, = Z—i — o2, yielding €. ~ 4777. By setting the
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range for input encryption strength &y, combined with the optimization target and constraints, the
optimal solution is found to be gy ~ 4.3 and &; ~ 0.07, with corresponding values of Dy =~ 4598.9 and
D, = 51.06.

We selected three different privacy budget parameter sets for comparison, as follows:

e Optimal solution: gy = 4.3, &; = 0.07.
e Scheme 1: gy = 4.28, &1 = 0.2.
e Scheme 2: gy = 5.0, &; = 0.06.

For each parameter set, we calculated the corresponding Dy, D, and Dy + D;, and compared the
parameter estimation errors.
The calculation results for the three parameter sets are summarized in the table below:

Table 1. Values of Dy, Dy, and D, + D, under different privacy budgets.

Privacy budget parameters Dy D, Dy + D,
Optimal solution (&) = 4.3, &; = 0.07) 4598.9 51.06 4649.96
Scheme 1 (g9 = 4.28, &1 = 0.2) 4643.3 6.22 4649.52
Scheme 2 (g9 = 5.0, &; = 0.06) 3400 69.47 3469.47

From Table 1, we can see that the optimal solution set yields the best overall encryption strength
Dy + D;. This also corroborates that the optimal solution reaches the extremum, and to get even
closer to the extremum, higher precision would be required. Moreover, this optimal solution does not
focus on the trade-off between input and output, and if there are more specific requirements, additional
constraints should be included in the solution process. If higher privacy protection strength is needed,
the € limit can be relaxed to balance the encryption strengths for both input and output.

7. Conclusion remarks

This paper investigates the application of differential privacy encryption to reduce the risk of data
tampering in FIR system identification under binary observation conditions. Two different differential
privacy algorithms are proposed to ensure data security and privacy. The experimental evaluation
confirms that the proposed method not only effectively protects sensitive information, but also
maintains the accuracy of parameter estimation. These findings validate the effectiveness of the
proposed scheme in this paper. Future work may explore optimizing the trade-off between privacy
protection and estimation accuracy, as well as extending the approach to more complex system
models and real-world applications.
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