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Abstract: The security issue of CPS (cyber-physical systems) is of great importance for their stable
operation. Within the framework of system identification, this paper proposed a maximum likelihood
estimation algorithm for FIR (finite impulse response) systems with binary observations and data tam-
pering attacks. In the case of data transmission in the communication network being subjected to
data tampering attacks after the FIR system sends out data, the objective of this study was to design
an algorithm for estimating the system parameters and infer the attack strategies using the proposed
algorithm. To begin, the maximum likelihood function of the available data was established. Then,
parameter estimation algorithms were proposed for both known and unknown attack strategies. Mean-
while, the convergence condition and convergence proof of these algorithms were provided. Finally,
the effectiveness of the designed algorithm was verified by numerical simulations.

Keywords: finite impulse response system; data tampering attack; maximum likelihood method;
system parameter identification

1. Introduction

Cyber-physical system (CPS) is an emerging technology that integrates computation, communica-
tion, and physical devices. Introduction of network technology in CPS offers significant advantages
in system efficiency, scalability, and maintainability. CPS is widely applied in various fields due to
its robustness, high reliability, and fast operation speed [1-3]. Due to the close interaction among
computation, sensing, communication, and actuation in CPS, it is highly susceptible to network secu-
rity threats.Additionally, intelligent CPS presents new challenges and threats different from existing
issues [4, 5]. Notably, CPS closely integrated with national infrastructure can lead to immeasurable
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severe consequences if subjected to malicious attacks. Therefore, ensuring the secure operation of
CPS-related devices is an urgent problem that needs to be addressed [6, 7].

There have been many security incidents of CPS in the world, which have brought huge losses [8,9].
In June 2010, Iran’s nuclear facilities were attacked by the Stuxnet virus, which seriously damaged
nuclear power plants and other facilities, seriously jeopardizing Iran’s nuclear security. In 2014, the
Havex Trojan attacked numerous European industrial manufacturing systems. In addition to attacks
on industrial systems, attacks on the power grid also occur frequently. In 2015, the Ukrainian power
grid suffered a Black-Energy attack. In 2016, the Israeli power grid suffered a serious cyber attack, and
in 2019, several South American countries suffered a cyber attack on the power system. An attack on
the power grid would lead to widespread power outages, which would render factories inoperable and
infrastructure paralyzed, causing serious inconvenience and impact to society.

In recent years, scholars have conducted extensive research on the security of CPSs. Attack detec-
tion is one of the important strategies to ensure the safe operation of CPS, aiming to identify malicious
behaviors such as network attacks and take appropriate countermeasures as early as possible to mini-
mize or prevent significant losses [10, 11]. As the complexity of attacks in CPS increases, traditional
anomaly detection methods have limitations and require the design of detection algorithms with spe-
cific characteristics for a particular domain [12,13]. Reference [14] tackles the design problem of intru-
sion detection systems by creatively combining feature-based intrusion detection system (SIDS) and
anomaly-based intrusion detection system (AIDS) to form an improved stacked ensemble algorithm
(ISEA). This algorithm significantly reduces the false positive rate (FPR) through a false positive elim-
ination strategy (FPES). Reference [15] argues that in the era of Industry 4.0, a layered and distributed
approach is required for intrusion detection. This approach includes perception-execution layer mon-
itoring based on Kalman filters, network transmission layer monitoring based on recursive Gaussian
mixture models, and application control layer monitoring based on sparse deep belief network models.
It enables comprehensive and efficient identification of covert attacks and ensures security protection.
Reference [16] proposes a federated deep learning scheme to address the attack problem in large-
scale and complex industrial networked physical systems. This scheme utilizes a deep learning-based
intrusion detection model combined with federated learning framework and secure communication
protocols to enhance the privacy of industrial CPS while ensuring resilience against network threats.

Data tampering attacks are a prevalent and typical type of network attack targeting CPSs. They
have also gained widespread attention in recent years [13,17, 18]. The main method of data tampering
attacks is to manipulate the data transmitted in the network, affecting the estimation and control center
of CPS, leading to incorrect judgments or decisions, and issuing erroneous instructions, which may
result in abnormal or even damaged physical devices [19-21]. Such attacks are often difficult to be
detected by existing intrusion detection systems, thus they can quietly penetrate CPS systems and
affect their stable operation [22,23].

In recent years, the detection algorithms for data tampering attacks have received attention, and
some scholars have conducted in-depth analysis and research on these attacks. Reference [24] proposes
a solution to mitigate the computational cost and enhance privacy for smart grid aggregation faced
with deletion and tampering attacks, targeted specifically at data tampering attacks. Reference [25]
addresses firmware tampering attack defense and forensics issues by designing a detection method
based on joint testing action groups and memory comparison to detect firmware tampering attacks.
Reference [26] addresses the problem of the y? detector being difficult to detect false data injection
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attacks with white noise. It proposes a novel summation (SUM) detector that not only utilizes current
compromise information but also collects all historical information to reveal the threat. It also has
good identification for improved false data injection. Reference [27] studies the identification problem
of finite impulse response (FIR) systems with binary measurements under data tampering, and the
optimal attack strategy and defense method are given. Reference [28] introduces a novel secure key
aggregation searchable encryption scheme and anti-tampering blockchain technology to propose a data
sharing system that selectively shares and retrieves vehicle sensor data, detecting unauthorized data
tampering attacks.

This paper focuses on the data tampering attack problem in binary quantization FIR systems. Under
the framework of system identification, a novel algorithm is designed to solve the system parameters
and attack strategies using the maximum likelihood method and binary measurement data. The compu-
tation method is also provided. To begin, the maximum likelihood function of the measurement data is
established. Then, parameter estimation algorithms are proposed for both known and unknown attack
strategies. The closeness between the estimated system parameter values obtained from this estimation
algorithm and the true values depends on the sample data size and whether the attack strategy is known
or unknown. In the case of an unknown attack strategy, the difficulty in algorithm design increases
due to the coupling between unknown parameters and attack strategies. The unknown variables in the
maximum likelihood function are simplified to the system of equations. The Newton-Raphson itera-
tion method is used to train the back propagation neural network (BPNN), and the attack strategy is
estimated in advance. The estimated value of the attack strategy is then substituted into the algorithm
to obtain the unknown parameter estimates. The results obtained from the algorithm show that with
a small sample data size, the estimation algorithm produces large fluctuations in the solved system
parameters. However, as the sample data size increases, the estimated values of the system parameters
tend to become closer to the true values.

The structure of this paper is as follows. Section 2 describes the data tampering detection problem
in binary quantization FIR systems; Section 3 presents the expression of the maximum likelihood func-
tion of the system; Section 4 discusses the use of maximum likelihood estimation to solve the system
parameters in the case of a known attack strategy; Section 5 discusses the step-by-step solution of sys-
tem parameters and attack strategies in the case of an unknown attack strategy; Section 6 validates the
estimation algorithm through numerical simulations; and Section 7 provides a summary and outlook
for this paper.

2. Problem formulation

Consider a single-input single-output discrete-time FIR system:

Vi = Qg+ QcUg_y + 0+ Qulg_poy + dy
= ¢0+d, k=1,2,..., (1)
where u; is the quantized system input and its possible value is in {uy,uo,..., 1}, 1.€., up €
(s oy .o et S = [Ugs ..., gn—1]7 is the regression vector composed of quantized inputs, since uy
can only take r different values, ¢, has [ = r" possible values, which can be represented as my, 7, ..., 71,
thatis, ¢y € {7, 7m5,...,m};0 = [ai,...,a,]" is the unknown parameters of the system; d; is the system

noise; yy is the system output, measured by a binary sensor with threshold C € (—o0, c0), and it can be
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represented by an indicator function as:

I, w<C;
sp = ly<c) = { (2)

0, else.

From here on, the superscript 7 denotes the transpose of a matrix or vector.

[ Data Tampering Attack ]

Estimation
center

Communication
network

Yk Binary-valued
sensor

Uy FIR
system

O—=&

Figure 1. System block diagram.

As shown in Figure 1, sg is transmitted through a communication network to a data center, but it is
susceptible to data tampering attacks during the communication process. The data received by the data
center is denoted as sy, and its relationship with sg is as follows:

3)

Pr(s; = 1]s? = 0) = po;
Pr(s, = Olsg =1)=p;.

The above equation essentially describes a data tampering attack strategy, which is denoted as
(Po, p1)-

In this paper, a maximum likelihood estimation method is used to provide an estimation algorithm
for the unknown parameters 6, and the convergence performance of the algorithm is also analyzed.

Assumption 1. The system noise {d;} is an independent and identically distributed (i.i.d.) sequence
of normal random variables with zero mean and variance o, and its probability distribution function
and probability density function are denoted as F(-) and f(-), respectively.

Remark 1. 1) This paper is concerned with the binary observation. For the case of multi-threshold
quantization, it can be converted into multiple binary values for processing [29]. 2) The attack pro-
cess here is independent, and the existing literature often studies the cases where it is dependent and
modeled as Markov processes [30]. The method in this paper can provide reference for the case of
nonindependent attack process.

3. Maximum likelihood function of available data

Maximum likelihood estimate is a commonly used parameter estimation method in statistics that
estimates model parameters by maximizing the likelihood function of the sample data. This section
presents the maximum likelihood function of the data received at the receiving center, laying the foun-
dation for the subsequent algorithm design.

From Eqgs (1) and (2), we can determine the probability of sg = 1 being equal to
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Pr(y, < C) = Pr(¢,{9 +d, <0C)
= Pr(d; < C - ¢, 0)
= F(C - ¢, 0). 4)

Combining this with Eq (3) and using the law of total probability, we obtain:

Pr(s, = 1)
= Pr(sy = 1]sY = 0) - Pr(s? = 0) + Pr(s; = 1]sY = 1) - Pr(s) = 1)
=po-Pr(yx > C) + (1 = p1) - Pr(y, < C)
= po- (1 = F(C—¢[0) + (1 - p))- F(C - ¢[6) = g,. 5)
Then,
Pr(sy) = g - (1 — g ™. (6)

Based on Eq (5), g, can be simplified as:

g = (1= po = pF(C - ¢ 60) + p. (7
Hence, for a data length of N, the maximum likelihood function of sy, 55, ..., sy is:
L(@|s1, 52, ..., sn) =Pr(sy, $2,..., 5n)

=Pr(sy) - Pr(sy) - - - - - Pr(sy)

N
=] Jar -1 —g0" . ®)
k=1

4. Identification algorithm: the attack strategy is known

The principle of maximum likelihood estimation is based on the intuitive idea that a parameter is
the most reasonable estimate if it gives the greatest probability that the sample data will occur. For the
maximum likelihood function, the parameters at its maximum value are called the maximum likelihood
estimates. In this section, the attack strategy (po, p1) is assumed to be known. Two functions are defined
as follows:

(I =po—p)f(C—x) (I = po—p)f(C—x)

hi(x) = , ha(x) = : )]
BT (U =po—pDFC=x+ps’ " (po+pi— DFC—x)+1-py
Let p
a_elnL(S],SQ,...,SN) =0. (10)
The solution of the equation is denoted as 5N = @\N(sl, $2,...,8y), which is the maximum likelihood

estimate of 6.
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Since Eq (10) is highly nonlinear, an explicit solution generally doesn’t exist. Here, an approximate
solution method is presented. Taking the logarithm of Eq (8), we have

In L(6|sy, $2,...,SN)
N
k=

[Sk . lngk + (1 - Sk) . ln(l — gk)]
1

:Zsk-ln[F(C—qﬁ,f@)(l — Po — P1) + pol

k=1

N
+ Y (1=50-In[F(C = $[0)(po + p1 = 1) + 1 = pol. (11)
k=1

Taking the partial derivative of the above equation with respect to 6, we get

0
In L(6|sy, $2,...,SN)

90
_N, (L= po = p0S(C - 676) - (6
™ (1= po— pF(C = ¢76) + po
N T T
(1= po = pS(C = ¢10) - (—¢])
-1 . 12
+;(S" et p - DFC— 90+ 1 po (12
By Eq (9), Eq (12) can be expressed as:
a N N
2o ILO) = > s @[O(~6]) + ) (st~ Dha(6]0)~]). (13)
k=1 k=1

Since ¢Z can take the values 7y, m,, ..., ;, grouping the above expression based on these values, we
can rearrange it as:

(9 N N
2 LO) = ) sh@OCm)+ Y (s Dhamo)(-m)
k=167 =, k=1.¢f =
N N
£ sh@OEm) + Y (5= Din(mf)(-m)
kZl,QﬁZ:ﬂz k:l,¢]€:ﬂ2
+...
N N
> shme)-m)+ Y (s = Dha(mé)(-m). (14)
k=167 =m; k=167 =m
In Eq (15), if we have
N N
DL s+ > (= Do) =0, i=1,2,...,1, (15)
k=167 =m; k=167 =m;
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then (% In L(6) = 0. Thus, the problem of solving the equation % In L(6) = 0 is reduced to solving the
system of Eq (15).
By rearranging (15), we get

N N
Un(d) + o)l )| sc=h@6) ), 1.
k=16 =n; k=16 =n;
As a result, we obtain
Sy sil{gl = m} B hy(;0)

B = H(m0), 16
SN =) ) Gy ) (16)

where H(x) = %, hi(x), and hy(x) are given by (9). Let the H(x) reverse function be H~!(x), and
we have

H(x) = (1= po— p)F(C—x)+ po
= H(x)—po=1~-po—p)F(C -x)

HE) —po _ F(C - x) (17)

l=po—p1

-l (M) —C—x (18)
1= po—p1

Therefore, from (16), we have

N
P Sklwl?:ni)

N = Po
Zicy Iw[:n,»)

m0=C—-FY ), i=1,2,...,L

1L —po—pi
Expressing the above equation set in matrix form, we have

N
L1 K]

(0] =) »
—Po
St T =)
_F—l k"1
T ¢ ( 1=-po—pi )
g = : ) (19)
Vg T T
LT
-1 =gy =)
| C-F( L=po-p1 ) |
N
Li=1 % '(a>[ =n;)
—N————-P0
T T TT 1 Z;‘\l:llhﬁ,{:ﬂi) . . . .
Let® = [m),m5,....,7 )", nni = C = F( r— ),i=1,2,...,l. The maximum likelihood

estimate of @ is obtained as:
Oy = O [y --->mnal’ (20)

where * denotes the Moore-Penrose inverse of the matrix.
Remark 2. From the above, it can be seen that the distribution function of the system noise plays an
important role in the algorithm design. For the unknown case, an estimation algorithm can be designed

to estimate it, and then the estimated value can be used instead of the true value, so as to realize the
adaptive identification of unknown parameters [29].
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Theorem 1. Consider the system (1) and the binary observation (2) under the data tampering at-
tack (3). If Assumption 1 holds, the matrix ® generated by the system input is full rank, and
>V Lty = @ as N — oo fori=12,..., I, then the maximum likelihood-based parameter es-

timate Oy given by (20) converges strongly to the true value 0, i.e.,
/QNN — 60, N — oo, wp.l.
Proof. By (5), it is known that

ECsiligr—r)) = po-(1=F(C -m))+ (1 = p1) - F(C - n0)
po+ (1= po—p)F(C —m0).

According to the Law of Large Numbers, fori = 1,2,...,/, we have

N
k=1 Skl{(p,{:nl}

R — po+ (1= py— pF(C —76), N — oo, 1)
D=1 I{¢,{=m}
which implies that
P Sklms[:nl)
~v 7.  —Po

1 DI I{¢[=n1)

C-F( ) > w6, N — oo, 22)
1= po—pi

Since @ is full rank, from (19) and (20), the theorem is proved.
5. Identification algorithm: the attack strategy is unknown

In the previous section, an identification algorithm with unknown parameters was designed under
the assumption of known attack strategies. In the case of unknown attack strategies, the design of the
identification algorithm becomes more difficult. This is mainly because the unknown parameters and
attack strategies are coupled together. This section primarily addresses this problem.

Using the maximum likelihood function, Eq (11) is used to obtain the maximum likelihood esti-
mates of 8, py, and p;, which results in a system of equations consisting of n + 2 equations involving
6, po, and p;. Solving this system of equations yields the estimates 6, p,, and p;. However, solving
a system of n + 2 dimensional equations numerically will be challenging and time-consuming. The
solution process is illustrated in Figure 2, divided into three steps below.
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Figure 2. Solution steps.

Step 1: Construction of system of equations for 6 and (p,, p;)

Based on the analysis process, when the attack strategies are known, the likelihood function
L(6|s1, s2, ..., sy) 1s first logarithmically transformed into a logarithmic form and then differentiated.
From Eqgs (16) and (17), it can be determined that the problem of solving the extremum of the maxi-
mum likelihood function is equivalent to the problem of solving the following system of equations:

ZkN:l ‘Ykl(:ka:ﬂl)
Zivzl ijk =ny} P
F(IC-mb) = —— =
N Po—P1
=i ’k1(¢]{=n2)
- -
k=1

9

"l =m)
1=po—p1

F(C = ) = — (23)

N
Zi=t g7 =)

Po

N o1
k=1"4g; =m))
1-po—p1

2
F(C —mb) =

If ;0 is treated as an unknown variable, then the above system of equations has / + 2 unknowns but
only / equations. Therefore, it is generally unsolvable. To address this, the correlation between x; is
utilized, which leads to the second step.

Step 2: Solve the system of equations for 6 and (py, p;), and obtain the estimated values of the
attack strategies (pno, pv.1)

Let the number of maximal linearly independent sets of my, 7, ..., be denoted as [,. Without
loss of generality, assume that 7y, 7, . .., m;, form a maximal linearly independent set of 7y, 75, ..., 7.
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Then, each 7; can be expressed as a linear combination of 7y, 75, . . ., 7y, as follows:
lo
M=) g, i=1,200 (24)
J=1

Substituting the above equation into Eq (23), we get

N
it Wil )
F(C lo 0 Zk:l[“”k:’fﬂ

=30 ay i) =

( ZFI 1,i70) . 1=po=p)
L= Sk1(¢[:7r2)

SN —Po

k=1"{g) =n2)

; (25)

1-po—pi

F(C=3% arm;0) =

N sl
i1 KT

lo _ ZkN=1'«¢k =)
FIC- 2l amit) = —0,

The above system of equations consists of / equations, and the number of unknowns is reduced to
lo + 2. Solving the above system of equations, denoted as g(sy, s2, ..., sy) = (81,82, - - -, &ly+2), Which
gives the estimated values of 7,6, 156, . . ., 1,0, and (po, p1) as follows:

—_—

mOy = g1(s1, 52, -+, SN); (26)
(27)

T0y = 8u(St. 52, SN); (28)
PNo = Lip+1(S15 82,15 SN); (29)

Dha = 8ip+2(S1, 82, ..., SN)- (30)

Equations (29) and (30) provide the estimated values of the attack strategies.

The most critical part is how to obtain the expression of g(sy, s», ..., sy), which can be divided
into two cases. One case is when the system of Eq (25) has an analytical solution, in which case
the expression of g(-) can be obtained through mathematical operations. The other case is when (25)
does not have an analytical solution, in which case the expression of g(-) can be approximated using
numerical methods and neural networks. The process is as follows.

Consider the following system of equations:

Bi—xiy+1
1_-’CIO+I ~Xig+2 ’

F(C - Z?:l @y,X)) =
) Po—xipe1 |
F(C =2l @%) = s (31)

I/ Bi—xiy+
F(C—3h, ) = 2

L=xjy+1=X15+2°

where X = [x1, X2, ..., X42]” € R%*2 i the unknown variable, and 31, 3,, . . ., §; are known parameters.
Given a step size A € (0, 1), we uniformly sample the interval [0, 1] to obtain a set

1
F={G-DA:j=12..I%h (32)
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where [-] denotes the ceiling function. We randomly take any element 8 = [531, 0>, ..., [5;] from I and
substitute it into Eq (31). Then, we solve the Eq (31) using the Newton-Raphson iteration method to
obtain the solution X = X(f). Specifically, let @w;(x;, x2, ..., X;+2) = F(C - 2?:1 @;jX;) — ]_f;:f—l:;ﬂ,
i =1,2,...,1 Then, the system of Eq (31) can be equivalently written as:

Wl(xl,xz,---,xlo+2)

(X1, X025 vy X1y42)
Q) = 2(x1 2. lo+2 _o. (33)

wi(X1, X2, ... 5 Xiy42)

The Jacobian matrix of the above equations is given by:

[ 613’1 .. 5131

0x Oxjy42
JX) = :

oo .. dw

| axl 6Xl0+2

[ _vhb . 1-B1—xiy+2 Brtxig+

al’lf(c Zj:l CL’L])C]) (I=xigr1=x1g+2)*  (1=X1y41=Xj+2)?
- s S . (34)

_ _ < 1-Bi—xiy+2 Brtxig+

s al’lf(c Zj:l al’ij) (I=xpge1=x1g42)*  (I=X41=X19+2)*

Given an initial value X, let X; = [x{lt}, x{; }, cees xié}_ﬂ]T represent the zero of the system of equations

for the solution of Eq (33) obtained at the #-th iteration. Then,
X, = X = I X )QUX ). (35)

Repeat the above process and iteratively calculate until || X; — X,_;|| < & is satisfied, where X(8) = X,
is the solution to the system of Eq (31), || - || denotes the norm of a vector, and £ > 0 is a given constant
called the iteration stopping tolerance.

Repeat the above process, letting B traverse I, and simultaneously obtaining the solution X = X(8)
for Eq (31). This way, a set of data {8, X(B) : B € I''} is obtained. Treat B as the input and X(B) as the
output of a BPNN*, and train the neural network as g°(81,8,, . ..,B:). As aresult, g(sy, 55, ..., Sy) can
be computed as follows:

N N
0 D=1 Skl{¢,f=m} D=1 Sk1{¢[=m}

8(s1,82,...,57v) =g ( (36)
ZkN=1 I{¢]{:7T[}

9

N
k=1 Dig7=my)

The above process can be summarized into the following algorithm:

“Here we choose BPNN as the fitting algorithm, mainly to show our thinking and method. In specific use, one can also choose other
regression algorithms, such as random forest and so on.
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Algorithm 1 Algorithm for computing function g(...)

1. Initial values: sample step size A of (0, 1); set D = 0; iteration tolerance € > 0 for stopping
Newton-Raphson iteration.
2. Set T based on (32), then obtain set I with m elements denoted as B, B,, ..., B,,
3.Loop:i=1,2,...,m
3.1. Substitute B; into system of Eq (31)
3.2. Initialize X,, and use Newton-Raphson iteration to solve (31), obtain solution X; = X;(8;)
3.3. Update data set D = D U {(B;, X;)}
4. End loop
5. Train the BPNN g°(B,,3,, .. ., 3;) based on data set D
6. Calculate g(...) based on (36)

Step 3: Obtain the estimated values of the unknown parameters Oy

Express the 7?1\9,\,,7?2\6?,\,, e ,7710\91\7 obtained in Step 2 in vector form. Based on Eqs (26) and (28),
we have:
T g1(51,52,...,5N)
Oy = :
7Tl() glO(S],SQ,...,SN)
Letting [n{,..., 71" = @, we can obtain the estimate of 6 as:
81(s1,52,...,5N)
-~ —+
Oy = O : . (37)
8in(S1, 82, ..., 5N)
In the above equation, the expressions of g, ..., g, may contain the attack strategies (po, p;) as

parameters. In this case, replace them with their estimated values from (29) and (30).

Theorem 2. Under the condition of Theorem 1, if the matrix ® generated by the system input is full
rank, the function g(-) given by Algorithm 1 is the solution to the Eq (33), then the maximum likelihood-
based parameter estimate 6y given by (37) converges strongly to the true value 0, i.e.,

—

Oy — 0, N — oo, wp.l.

Proof. According to the conditions of the theorem and by (23) and (25), it is known that the solution
to (31)is

X

X([po + (1 = po— pOF(C —m10),...,po + (1 — po— p)F(C —mO)]")
= [m6,...,m,0]". (38)

From (21), we have
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N N
gO(Zkzl Skl{(p,{:nl} D=1 5k1{¢[:m}
¥ TN
Z:kzl I{¢[:m} Zk:l I{¢,{:n,}

— g%po+ (1= po—p)F(C —mb),...,po+ (1= po— p)F(C —mb)), N— oo,

9.

which together with (36) gives
g(s1s. .., sy) = (po + (1 = po = p)F(C —m0),..., po + (1 = po — p)F(C — m,0))
as N — oco. Combining the above and (38), by (37), it can be seen that
o g1(81, 82, ..., 8N) m6

Oy = © : o | : |, N> . (39)

8io(S15 82, ., SN) ;0
Considering that @ is full rank, the proof is completed.

6. Numerical simulation

Consider the system

Yo = ¢i0+ds;
o = <o

with the system parameters 6 = [ay,...,a,]" = [-2,4,8]" and the system input u; € {1,3,5}; the
threshold for the binary sensor output is C = 30; and the system noise follows an independent and
identically distributed normal random variable sequence d;, ~ (0,40?). The system output is transmitted
to the data center through a communication network and is subjected to data tampering attacks with
attack strategy (po, p1) = (0.4,0.2).

The data center receives the tampered data s; after the original data sg has been attacked. The
relationship between the data is shown in Figure 3. The original data 52 has been randomly altered.

Experiments are conducted on algorithms (10)—(22) to compute the estimated system parameter
values Oy, where the length of the data sample is N = 80,000. The results are shown in Figure 4,
which indicate that: when the data sample size N is small, the estimated parameter values Oy have large
convergence biases; When the data sample size N exceeds a critical value, the estimated parameter
values EN are close to the true values 6; as the data sample size N further increases, the deviation
between the estimated parameter values Oy and the true values decreases.
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Figure 4. Estimation of system parameters when the attack strategy is known.

Experiments are conducted on algorithms (23)—(39) for T = 150 times, and the average results
of each experiment are computed to obtain Oy, po, and p;, where the length of the data sample is
N = 60,000. The results are shown in Figures 5 and 6, which indicate that: As the data sample size
N increases, the estimated system parameter values Oy approach the true values, and the estimated
attack strategy values po and p; also approach the true values. Moreover, due to the large number of
experiments 7', the convergence of each parameter improves as the data sample size N increases.
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Figure 6. Estimation of the attack strategy when the attack strategy is unknown.

7. Conclusions

In the framework of system identification, this paper carried out the research of security issue based
on the maximum likelihood estimation method. For FIR systems with binary observations and data
tampering attacks, the parameter estimation algorithms are proposed in the two cases of known and
unknown attack strategy, and the convergence condition and convergence proof of these algorithms

Electronic Research Archive

Volume 32, Issue 6, 4181-4198.



4196

are given.

The maximum likelihood estimation is a very classical and effective method. This paper explores
its application in CPS security identification. In the future, this method can be extended to nonlinear
systems, multi-threshold observations, colored noise, and other more general cases.
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