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Abstract: In traditional centralized machine learning frameworks, the consolidation of all data in a
central data center for processing poses significant concerns related to data privacy breaches and data
sharing complexities. In contrast, federated learning presents a privacy-preserving paradigm by train-
ing models on local devices, thus circumventing the need for data transfer. However, in the case of
non-IID (non-independent and identically distributed) data distribution, the performance of federated
learning will drop. Addressing this predicament, this study introduces the FedSC algorithm as a rem-
edy. The FedSC algorithm initially partitions clients into clusters based on the distribution of their
data types. Within each cluster, clients exhibit comparable local optimal solutions, thus facilitating the
aggregation of a superior global model. Moreover, the global model trained by the previous cluster
serves as the initial model parameter for subsequent clusters, enabling the incorporation of data contri-
butions from each cluster to foster the development of an enhanced global model. Experimental results
corroborate the superiority of the FedSC algorithm over alternative federated learning approaches, par-
ticularly in non-IID data distributions, thereby establishing its capacity to achieve heightened accuracy.
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1. Introduction

Nowadays, smart terminals, such as smart bracelets, are becoming increasingly popular. These de-
vices are easy to carry and have many powerful sensors that can detect various inputs from the wearer’s
body [1,2]. These data have strong research value. Using these data to train machine learning models
will hopefully make these smart terminals smarter to better serve people. As people pay increasing
attention to the protection of data privacy [3,4], it is impossible and inadvisable to collect these private
data, which leads to the problem of data silos [5]. However, if only local data is used for training, then
the following problems emerge: 1) insufficient local data leads to model convergence difficulties and
poor performance, and 2) limited diversity of data types hampers the model’s generalization capability.
As a solution, federated learning is proposed [6,7]. In federated learning, each participant uses their
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own private data to train the local model that is sent to the central server for aggregation to obtain the
global model. Under the framework of federated learning, participants’ private data are not exported
locally, which protects participants’ data privacy [8—10].

Although federated learning offers significant advantages in terms of data privacy protection com-
pared to centralized training, it also faces numerous challenges [11, 12]. Among these challenges,
heterogeneity stands out as the most crucial one [13, 14]. System heterogeneity arises when partic-
ipants have varying storage capacities and computing power [15, 16]. Statistical heterogeneity, on
the other hand, emerges when participants exhibit different data type distributions and data volumes,
leading to the non-1ID (non-Independent and Identically Distributed) problem [17]. While hardware
advancements have gradually addressed system heterogeneity, statistical heterogeneity remains a per-
sistent challenge. Non-IID data are prevalent in real-life scenarios, and federated learning’s perfor-
mance experiences a notable decline when confronted with such data. The classical federated learning
algorithm proposed by Google [18-21], FedAvg (Federated Averaging), fails to achieve superior per-
formance across all clients compared to models trained locally by individual clients. Some participants
even experience minimal benefits or inferior performance when participating in federated learning,
discouraging their willingness to engage in the process. The existing FedAvg algorithm in federated
learning no longer meets practical requirements, necessitating the development of a novel algorithm to
address the statistical heterogeneity challenge posed by non-IID data distributions. This research aims
to tackle this challenge and provide a solution in this paper.

The negative effects of non-IID data on FedAvg can be explained by the model parameters.

We define I(x;, y;; w) as the loss of the prediction on example (x;, y;) made with model parameters
w. We aim for:

Minf (w) where f(w) < 127 1 (xi, yis w) (1.1)
weR4 i=1

on
In the centralized machine learning environment, let w'” denote the weight after ¢ — th update in the
centralized machine learning. Then, the model parameters are updated in the following way:

wi® = w9 =V, f (W) (1.2)

-1

In the federal learning environment, we assume there are K clients over which the data is partitioned,
with Py as the set of indexes of data points on client k, with n;, = |P|. On each client, local training is
conducted separately using local data:

W = w =V f (w) (1.3)

Let w'” denote the weight calculated:

o S n® (k)
wl = T (1.4)
= k=1l
Finally, we define:
Weightdivergence = ”W?) - WEC)” (15)

The divergence between w and wﬁ” can be visualized from the Figures 1 and 2. When data

is IID, for each client k, the data distribution is almost identical to the global data distribution and
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the divergence between wgk) and w'” is small. Therefore, wﬁf ) obtained after aggregating different wﬁk)

according to Eq (1.4) also has very small divergence with wﬁc). After many iterations, wﬁf ) is still close

to wf") and the weight jiergence 15 small. At this point, federated learning can perform very well. When
data is non-IID, the large difference in the distribution of data owned by each client resulting in the

divergence between w™* and wﬁk) becomes larger and the divergence between wﬁk) and w'” also becomes

larger. Therefore, the divergence between wﬁf ) and wgc) also becomes much larger and accumulates very
fast. After many iterations, the weightjier¢ence becomes larger and larger. From the above analysis, it is
concluded that the negative impact of non-IID data on federated learning is mainly due to the difference
in data distribution of clients. Based on this, we improve the FedAvg algorithm and propose a new
algorithm, which clusters clients with similar data distribution to find local IID data in the non-IID

data distribution to solve the non-1ID problem.

— Client 1

— Clientk
— Centralized

————— > FedAvg

Figure 1. The weight divergence for FedAvg with IID data.
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w
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Figure 2. The weight divergence for FedAvg with non-IID data.
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Contributions of this paper:

1) In this paper, FedSC algorithm is proposed to improve the accuracy of federated learning in the
case of data imbalance, which helps to solve the problem of data heterogeneity in federated learning.

2) This paper reproduces a variety of federated learning algorithms, such as FedNova [22], SCAF-
FOLD (23], FedProx [17], etc. Through the comparisons, it demonstrates that FedSC consistently
delivers strong performance across different scenarios.

3) The data training of the FedSC algorithm is performed only locally and no local data transmission
is involved, which ensures data privacy and security for all participants, which helps to solve the
problem of “data silos”.

The structure of this paper is as follows. Section 2 presents the related work. Section 3 describes the
FedSC algorithm flow in detail as well as the implementation details of each part. Section 4 presents
the experimental results. Section 5 gives a summary of the full text.

2. Related work

Non-IID data distribution is common in real life [24], for example, different regions may have com-
pletely different vegetation distribution [25]. Due to data regulation and privacy concerns, meaningful
real federated datasets are difficult to obtain [26]. In this paper, we use the Dirichlet distribution to
simulate the non-IID distribution of data, where each client is allocated a proportion of the samples of
each label according to Dirichlet distribution. Dirichlet distribution is an appropriate choice to simu-
late non-IID data distribution and has been used in many studies [22,27,28]. Specifically, we sample
Pr = Diry (B) and allocate a py ; proportion of the instances of class k to the party j. Here, Diry (B)
denotes the Dirichlet distribution and § is a concentration parameter (8 > 0). An advantage of this
approach is that we can flexibly change the imbalance level by varying the concentration parameter S.
If B is set to a smaller value, then the partition is more unbalanced.

The biggest challenge of federated learning is that its performance deteriorates when data are dis-
tributed as non-IID [29, 30]. Many methods have been put forward to solve this problem [31-34].
The FedProx algorithm is proposed in [17], which improves the local objective function based on the
FedAvg algorithm. The FedProx algorithm uses an additional adjustment term in the local objective
function to limit the distance between the local model and the global model so that the local model will
not be too scattered. This helps to avoid local inconsistencies and improves the generalization of the
model. In addition, FedProx can balance the distance between the global and local models by adjust-
ing the regularization hyperparameters to better accommodate different data distributions. However,
its shortcomings are also obvious. The client needs to carefully adjust the proportion of the adjustment
item in the local objective function. If the proportion is too small, then the adjustment has little ef-
fect. If the proportion is too large, then the local update is very small and the local model converges
slowly. [22] considers that heterogeneity in the clients’ local datasets and computation speeds results
in large variations in the number of local updates performed by each client in each communication
round. Simple aggregation of such models causes the global model updates are biased. To tackle
this challenge, FedNova improve FedAvg in the aggregation stage, which normalizes and scales the
local updates of each party according to their number of local steps before updating the global model.
Therefore, the client can iterate autonomously to make better use of the information from local data,
improving the generalization capability of the model. The FedNova algorithm achieves better per-
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formance on some non-IID datasets. Scaffold [23] introduces two variates (server variate and client
variate), which are used to estimate the update direction of the server model and the update direction
of each client. Then the difference between these two variables is used to approximate the bias in
local training. Finally, the local updates are corrected by adding the difference to the local training.
The Scaffold algorithm makes the federated learning model more stable, avoiding instability caused
by the non-IID datasets. However, due to additional control variables, Scaffold doubles the size of
each communication round compared to FedAvg. In [35], a federated learning method named FedCPF
is proposed to be applied to vehicle edge computing scenarios in 6G communication networks. The
method improves the efficiency and accuracy of federated learning by improving the communication
method and optimizing the local training process, while reducing the communication overhead. There
are also some researchers who aim to improve the distribution of non-IID data by sharing a certain
percentage of the data, such as FedShare [36], Hybrid-FL [37], etc. Although the participants can be
seen as trustworthy, direct data transfer still risks privacy leakage, which is against the original purpose
of federated learning. In [38], the author divides clients according to the cosine similarity between
the weight-updates of different clients to realize federated training of multiple models. However, it
generates different personalized models for different clients rather than a unified model. In [39], TiFL
was proposed, which divides participants into multiple levels according to the different performance of
each participant. TiFL selects clients from the same level in every round of training in order to allevi-
ate the discrete problem caused by the heterogeneity of resources and quantity owned by participants.
The concept of client-side clustering is also employed in this paper to address the issue of non-1ID
data distribution. By classifying and aggregating clients based on their data distribution, the goal is
to achieve a more balanced data distribution within each cluster. This approach aims to minimize the
adverse effects of non-IID data on the performance of federated learning algorithms.

3. Algorithm
This section describes the FedSC algorithm in detail.

3.1. Client clustering method based on local data type distribution

Non-IID data make local model parameters divergent in the federated learning so that the central
server cannot aggregate a good model; however, federated learning can give satisfactory results with
IID data. Thus, we cluster the clients according to their data distribution. The clients with high data
distribution similarity are divided into a cluster; hence, data distribution in this cluster is similar to IID.
At this time, federated optimization within each cluster can greatly improve the performance of the
model and can improve the efficiency.

Let n; be the total amount of data samples owned by client i, n;; be the number of class j data
samples owned by client i, and define the data attribute of client i as I; = [nil/ni,niz/ni, vy 1 j/ni].
Clients are clustered based on their data attributes.

A bottom-up clustering algorithm is proposed. Initially, each client is treated as an individual clus-
ter, and clusters are progressively merged at each step. Ultimately, a cluster encompassing all samples
is obtained. The detailed algorithm steps are as follows:

1) Treat each client as an individual cluster.

2) Calculate the distance between two clusters and merge the cluster with the smallest distance.

Electronic Research Archive Volume 31, Issue 9, 5226-5249.



5231

In this case, the distance between two clusters is defined as the maximum distance between any pair
of clients in the two clusters. Specifically, the distance between cluster p and cluster g is defined as
follows:

Dy = max {d; = Illi = Ijlh i € p, j € g (3.1)

where d;; represents the distance between the data attributes /; of client i in cluster p and the data
attributes /; of client j in cluster g.

3) Repeat step 2 and iteratively aggregate clusters until the number of clusters meets the require-
ments.

In this way, the data distribution among clients within the same cluster becomes similar. Conse-
quently, federated learning can effectively operate within each cluster, yielding improved results.

3.2. Serial training method for simulating centralized machine learning

In centralized machine learning, the model updates the model parameters by selecting a batch size
of data at a time, as shown in Figure 3. All the data participate in the training process and each type of
data makes its own contribution to the model fairly.

©) w© w© w©

1 . N-1 - N

w

Figure 3. Training process of centralized ML.

In FedAvg algorithm, the model parameters are updated by aggregating the model parameters of
each client. The central server sends the initial model parameters wﬁf ) to the client. The client uses
wﬁf ' as the model starting point to train with the local dataset and sends the trained model wgk) to the
central server. The central server aggregates the obtained models to obtain wgf)l The training process
of federated learning is shown in Figure 4.
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Figure 4. Training process of FedAvg algorithm.

There is a wide gap between federated learning and centralized machine learning with regard to the
method of updating model parameters. Due to the clustering of clients, the traditional training process
of the federated learning algorithm is no longer applicable. Therefore, we have made improvements to
address this issue. We make the data in each cluster contribute to the global model of federated learning
by imitating the batch processing of centralized machine learning. Treat the model aggregated by the
central server from client models in a cluster as a model generated from batch-size data in centralized
machine learning. Then, the central server transmits the aggregated model to the clients in another
cluster for training, which corresponds to using other batch-size data to continue training the model in

centralized machine learning as Figure 5.

Wy

Figure 5. Training process of FedSC algorithm.
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Figure 6. Flowchart of FedSC algorithm.

3.3. Detailed steps are described below

First, each client sends its data attribute / to the central server. Because the information about
the proportion of the client data categories may be leaked during this process, the client encrypts the
data attribute / before sending it to the central server. After receiving data attributes from all clients
and decrypting them, the central server uses the clustering algorithm to aggregate all clients into N
clusters. Next, the central server selects a C — fraction of clients from the first cluster and send the
initial global model parameters wéf ) to them. After the clients train E epochs with their private data,
the obtained local model parameters are uploaded to the central server. The central server performs
a weighted average of the obtained model parameters according to the number of data samples of the
clients to obtain the global model parameter w(lf ), Then, the central server selects a C — fraction of
clients from the second cluster and sends the global model parameters to the selected clients. The
selected client takes w(lf ) as the initial model parameter, uses the local dataset for training E epochs,
and sends the trained model parameters to the central server. After obtaining the model parameters
of all clients selected from the second cluster, the central server aggregates them to obtain the global
model parameter w(zf ), Subsequently, w(zf ) is sent to the clients selected from the third cluster, and so on.
This process is repeated for N aggregations, enabling the original model parameter to be trained with
the data from N clusters and obtain the model parameter wﬁg,f). The model parameter w%) contains the
knowledge learned from N cluster data. This constitutes a communication process. Next, the central
server sends the model parameters wg\{) to the clients selected from the first cluster. This process is
repeated until the model converges. In centralized machine learning, all data types are traversed in
batch-size units. In this paper’s proposed algorithm, all data types are traversed in units of data from

clients selected from each cluster. In the FedSC algorithm, data training only occurs locally on the
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client side. The client and server solely exchange model parameters, without sharing any data. This
approach mitigates the risk of data leakage to a certain extent and ensures the data security of clients.
The schematic diagram of the FedSC algorithm is shown in Figure 6 and the pseudocode of the FedSC
algorithm is shown in Algorithm 1.

Algorithm 1: FedSC algorithm
Input: Local dataset for each client
Output: FedSC algorithm
Each client sends its own data attributes [ to the central server;
Server execution :
Cluster according to data attribute I of each client;
Initialize the global model parameter wy;
forr=1,...,T do
Randomly select the participants of this round in each cluster S ;
n <« Yies, |Dil;
fori e S, in parallel do
Send the global model w, to the selected participants;
Aw! « client execution (i, w,);

end
Wil € Wi — 1 Des, %AW;&
end
return wrp
Client execution(i, w;) :
Wi wy;

for epoch k=1,2,....E do
for each batch b = {x,y} of D; do
wh e~ wi —nvL (wf; b);
end
end
AWE — wy — wh
return Aw'

4. Experiment

To investigate the effectiveness of FedSC algorithms on non-IID data setting, we conduct extensive
experiments on three public datasets, including two image datasets (i.e., MNIST [40], FEMNIST [41])
and one tabular dataset (we collect 6000 pieces each of 10 kinds of attack flows from the network
security dataset CICIDS2017 [42] as the training set, and 1000 pieces each of the corresponding attack
flows as the test set). The statistics of the datasets are summarized in Table 1. We use an MLP with
three hidden layers as the base model. We also use the SGD optimizer with learning rate 0.01 and the
batch size is set to 64. Furthermore, we reproduce FedAvg, FedProx, Scaffold, and FedNova algorithms
and run all the algorithms for the same number of rounds for fair comparison. By default, the number
of rounds is set to 100, the number of clients is set to 100(P), the number of local epochs is set to 1(E),
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the percentage of clients selected is set to 1(C), the 8 of Dirichlet distribution is set to 0.5(D), the added
noise is set to 0(Z) and the number of clustering is set to 10(G), unless state otherwise. Because the
selection of clients in federated learning has a certain degree of randomness, the average accuracy rate
is used as the standard instead of the highest accuracy rate. The model building and simulation in this
paper are implemented on Python3.7. The pytorch-gpul.10.1 framework is mainly used to build the
model.

Table 1. The statistics of datasets in the experiments.

Datasets Training instances Test instance Features Classes
MNIST 60,000 10,000 784 10
FMNIST 60,000 10,000 784 10
CICIDS2017 60,000 10,000 256 10

4.1. The influence of the order of data samples on the algorithm

The order of data samples has an important impact on machine learning. Here, we explore the
influence of data sample order on FedSC algorithm. When data samples are arranged in a certain rule,
machine learning learns this rule as a feature, which leads to overfitting. The clients are clustered and
experimented, and then the order of the clusters is shuffled and experimented again for comparison.
The experimental results are shown in Figure 7.

It can be seen from Figure 7 that the order of data samples has little influence on FedSC algorithm.
In the FedSC algorithm, clients are randomly selected in each round of communication and aggregated
in the cluster. These operations effectively mitigate overfitting, minimize the influence of data sample
order on the model, and enhance the model’s generalization ability.

MNIST

FMNIST

CICIDS2017

08

506

2044
|

024

— Original
Shuffle

00—

Figure 7. The influence of the order of data samples on the algorithm.

4.2. The influence of the number of cluster on the algorithm

In the FedSC algorithm, it is important to determine the optimal number of client clusters. In this
experiment, the data is divided into 100 clients, and the number of clusters G is varied as 1, 10, 50, and
100. The experimental results are shown in Figure 8.
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MNIST FMNIST CICIDS2017

Figure 8. The influence of the number of cluster on the algorithm.

As can be seen from Figure 8, it is reasonable that the more clusters there are, the better the final
result will be. In the FedSC algorithm, the model aggregated within each cluster is treated as a model
trained on a batch-size of data in traditional machine learning. When the number of client clusters is
small, each cluster contains a larger number of clients, resulting in scattered data distributions among
clients within the cluster. This makes it challenging to aggregate a high-quality model, leading to
poor performance of the final global model. When the number of clusters is large, a better model can
be aggregated, but a large number of serial training consumes a long time. When G = 1, the FedSC
algorithm becomes the FedAvg algorithm, which is affected by the non-IID and cannot aggregate a
good global model. When G = 100, each client is equivalent to batch-size in traditional machine
learning, and better results can be obtained at the cost of consuming more time. In order to balance the
effect of the model and the cost of time consumed, the following experiment set the number of client
clusters to 10, that is, the number of data types.

4.3. Comparison between different number of client settings

The number of clients participating in federated learning has been increasing due to the advantages
it offers in addressing data uncontrollability and data leakage issues associated with traditional central-
ized training. Thus, we verify the effect of the number of clients on the algorithm; that is, the effect
of the hyperparameter P in the algorithm on the experiment, which controls the number of clients in
federated learning. The results obtained are shown in Table 2 and Figure 9.

Table 2. Average accuracy of different approaches with different number of clients.

Datasets Setting FedSC FedAvg FedNova Scaffold FedProx
p=10 91.44% 86.57% 87.90% 90.26% 86.51%
MNIST p =100 88.96% 78.13% 77.61% 76.20% 77.16%
p = 1000 73.40% 44.21% 44.14% 47.13% 41.98%
p=10 80.33% 77.60% 78.31% 79.45% 78.00%
FMNIST p =100 65.56% 68.47% 68.34% 66.69% 67.82%
p = 1000 66.65% 53.05% 49.99% 47.67% 53.16%
p=10 81.20% 69.27% 69.59% 71.94% 69.38%

CICIDS2017 p =100 58.59% 49.15% 51.16% 50.28% 49.18%
p = 1000 48.77% 25.48% 26.47% 25.39% 28.59%
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Figure 9. Training process of different approaches with different number of clients.

It can be seen from Table 2 and Figure 9 that the number of clients has a great impact on feder-
ated learning, but the FedSC algorithm is better than other algorithms. The accuracy of the FedAvg,
FedNova, Scaffold and FedProx algorithms decreases significantly as the number of clients increases.
For instance, when the number of clients increases from 10 to 1000, the accuracy decreases by almost
half. When the total data volume is certain, the more clients there are, the less data volume each client
has. Therefore, the local model trained by each client may not be accurate enough, resulting in a
degradation of the performance of the global model. The accuracy of FedSC algorithm decreases as
the number of clients increases, but it is still within an acceptable range. Too many clients also means
more communication, which leads to increased communication overhead. Too many clients can also
lead to an increase in federated learning training time, as all clients need to be trained before model
aggregation can take place. Therefore, reasonable control of the number of clients is very important
for the performance and efficiency of federated learning. It is important to ensure that the model can be
adequately trained from diverse data while also ensuring training speed and communication efficiency.
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4.4. Comparison between different data distribution settings

Now, we verify the effect of different data distributions on federated learning, i.e., the effect of the
hyperparameter D on the experiments. When D becomes small, the data distribution is biased towards
non-IID. When D becomes large, the data distribution is biased towards IID. The results are shown in
Table 3 and Figure 10.

It can be seen from Table 3 and Figure 10 that the FedSC algorithm shows better results regardless
of whether the data distribution is biased towards IID or non-IID. Additionally, all algorithms exhibit
better performance when the data distribution is biased towards IID compared to when it is biased
towards non-IID. In [36], it is pointed out that forcing the average fusion of model parameters with
large differences will lead to a decrease in model accuracy. When the data distribution is biased towards
non-IID, the dataset owned by each client are obviously different, resulting in different models trained
by each client. At this time, using the FedAvg algorithm, the model parameters provided by each client
vary greatly and the model after server aggregation will have significant deviations, leading to model
performance degradation. Although the FedProx, FedNova and Scaffold algorithms have improved the
FedAvg algorithm, the results are still less than satisfactory. In the FedSC algorithm, clients in each
cluster have roughly the same data so that the local model of clients in each cluster is roughly the
same. The central server aggregates these local models from each cluster, resulting in a global model
that incorporates more comprehensive characteristics of such data. As a result, the FedSC algorithm
achieves better and more stable performance.

Table 3. Average accuracy of different approaches with different data distributions.

Datasets Setting FedSC FedAvg FedNova Scaffold FedProx
D—->0 81.34% 74.17% 75.70% 78.61% 72.65%
MNIST D =0.1 84.12% 77.40% 77.70% 76.13% 76.80%
D— > 90.26% 76.08% 77.56% 78.54% 77.42%
D->0 64.18% 62.46% 62.90% 64.81% 60.58%
FMNIST D =0.1 68.23% 66.60% 68.28% 67.15% 65.88%

D— > oo 80.38% 66.55% 66.43% 66.83% 66.85%
D—->0 47.99% 31.70% 46.35% 47.46% 31.77%
CICIDS2017 D =0.1 51.70% 43.84% 48.70% 49.14% 42.39%
D— > o 80.52% 56.53% 56.55% 56.64% 56.05%
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Figure 10. Training process of different approaches with different data distributions.

4.5. Comparison among different number of clients selected settings

Here, we verify the influence of the number of clients selected in each round of communication on
the algorithm; that is, the influence of the hyperparameter C in the algorithm on the experiment, which
controls the number of parallel clients in federated learning. Each round, C of all clients are randomly
selected from all clients. The results obtained are shown in Table 4 and Figure 11.

Electronic Research Archive

Volume 31, Issue 9, 5226-5249.



5240

Table 4. Average accuracy of different approaches with different number of clients selected.

Datasets Setting FedSC FedAvg FedNova Scaffold FedProx
Cc=02 83.39% 76.06% 75.30% 76.70% 76.70%
MNIST Cc=06 86.17% 76.01% 76.92% 77.15% 76.57%
c=10 86.68% 77.72% 77.48% 76.71% 77.85%
C=02 73.29% 65.03% 64.63% 66.20% 65.65%
FMNIST C=0.6 71.81% 67.27% 67.31% 67.16% 67.31%
c=10 71.84% 67.55% 65.91% 66.19% 67.06%
Cc=02 65.18% 45.16% 48.24% 51.25% 43.99%
CICIDS2017 C=0.56 66.93% 48.73% 51.49% 51.99% 46.38%
c=10 68.14% 46.96% 51.20% 50.32% 49.76%

Figure 11. Training process of different approaches with different number of clients selected.
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It can be seen from Table 4 and Figure 11 that the FedSC algorithm consistently achieves a higher
accuracy rate compared to other algorithms in all scenarios. This superiority can be attributed to the
fact that the FedSC algorithm ensures that the data within each cluster is almost IID, resulting in simi-
lar parameters among local models. Consequently, a global model with improved performance can be
effectively aggregated. However, the training process of the FedSC algorithm is very unstable and the
curve fluctuates a lot when fewer clients are selected each time, which is a drawback of the FedSC.
The Scaffold algorithm is very stable in the training process with fewer selected clients, but its com-
munication per round increases due to the additional variables introduced by the Scaffold algorithm.

It can also be seen that regardless of the FedSC algorithm or other algorithms, the more clients
selected each time, the smaller the fluctuation of the training result, the more stable the training process,
and the smoother the training curve. This is due to the fact that selecting more clients increases the
number of data samples seen in each training round, resulting in more accurate results. Therefore,
there will be no large fluctuations after aggregation.

Increasing the number of clients selected in each round has a positive impact on all algorithms, as it
improves stability and accuracy. Selecting more clients per round of training is an effective approach
to enhance performance. However, because each client needs to upload or download model parameters
from the central server for each round of training, selecting more clients means more traffic. The FedSC
algorithm can achieve relatively good results when C is small, which means that few clients are needed
to be selected in federated learning to achieve the desired accuracy and fewer clients means a reduction
in total traffic. This is helpful to solve the problem of communication bottlenecks in federated learning.

4.6. Comparison among different number of local epochs settings

Here, we verify the effect of the number of rounds updated locally by each client on federated
learning, i.e., the effect of the hyperparameter E on the experiments. The results are shown in Table 5

and Figure 12.

Table 5. Average accuracy of different approaches with different number of local epochs.

Datasets Setting FedSC FedAvg FedNova Scaffold FedProx
E=1 86.07% 77.12% 76.47% 75.63% 78.05%
MNIST E=10 92.31% 87.50% 87.66% 89.99% 87.34%

E =20 93.46% 89.01% 89.39% 91.44% 88.93%
E=1 77.15% 67.63% 66.45% 67.37% 67.08%
FMNIST E=10 80.85% 78.79% 79.09% 80.28% 78.38%
E =120 82.58% 80.08% 80.56% 81.83% 79.91%
E=1 67.77% 50.71% 50.80% 50.92% 50.52%
CICIDS2017 E=10 78.33% 68.88% 69.29% 70.80% 68.92%
E =20 80.05% 73.78% 74.06% 74.86% 73.36%
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Figure 12. Average accuracy of different approaches with different number of local epochs.

As can be seen from Table 5 and Figure 12, with the change of the number of local training rounds,
the FedSC algorithm keeps a strong momentum. The average accuracy of FedSC algorithm is still at a
high level and the training process is relatively stable, which is sufficient to demonstrate the superiority
of the proposed FedSC algorithm.

It can be seen that the increase in the number of local training rounds has a certain improvement for
all algorithms. When there are fewer local training rounds, the client may not be trained sufficiently
locally and the uploaded model parameters may not be accurate enough, thus affecting the performance
of the global model. Increasing the number of local training rounds enables the local model to learn the
features of the local data of the client better, and the effect of the global model is naturally better and
more stable. Therefore, increasing the number of local training rounds is a good way to improve the
accuracy and stability of the algorithm. However, a larger number of local training epochs increases
the local computation of the client, which increases the training time and communication burden.
Therefore, the selection of local training rounds is crucial to the performance of federated learning,
and it needs to consider the factors such as data set, model complexity, computing and communication
resources.

Electronic Research Archive Volume 31, Issue 9, 5226-5249.



5243

4.7. The effect of noise on federated learning

Federated learning techniques are vulnerable to Byzantine failures [43-45], biased local datasets,
and poisoning attacks. Here, we verify the performance of federated learning algorithm when the
client is disturbed by noise. Gaussian noise is added to the dataset to make the client training results
inaccurate. Gaussian noise is popular [46], especially in images. Add Gaussian noise to each pixel
point in the image data and Gaussian noise to each data in the table data. The expression of Gaussian
noise is X ~ Gau (u, o), set the mean value of Gaussian noise © = 0 and change the variance of
Gaussian noise o. It can be seen from Figure 13 that the larger the variance of the added Gaussian

noise, the blurrier the image.

Figure 13. The effect of adding noise to the picture.

Set the variance of Gaussian noise to 0, 1 and 5 for the mnist dataset and fmnist dataset, respectively,
and set the variance of Gaussian noise to 0, 1 and 2 for the CICIDS2017 dataset. The experimental

results are shown in Table 6 and Figure 14.

Table 6. Average accuracy of different approaches with different noise.

Datasets Setting FedSC FedAvg FedNova Scaffold FedProx
Z=0 87.26% 78.61% 77.80% 77.70% 78.28%

MNIST Z=1 81.82% 73.31% 71.17% 72.39% 74.82%
Z=5 64.74% 56.56% 55.56% 53.39% 49.91%
Z=0 74.08% 68.15% 67.85% 67.12% 67.53%
FMNIST Z=1 72.50% 61.67% 61.74% 61.03% 62.38%
Z=35 44.10% 37.30% 31.67% 33.11% 29.58%
Z=0 68.83% 52.79% 49.97% 46.94% 53.48%
CICIDS2017 Z=1 53.94% 44.24% 45.35% 43.71% 48.95%
Z=2 45.35% 38.93% 37.67% 35.02% 39.90%
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Figure 14. Average accuracy of different approaches with different noise.

The addition of noise will disturb the information in the data set, which will have a negative impact
on the performance of federated learning. With the addition of Gaussian noise, the data in the dataset
becomes more complex and difficult to process, making it difficult for the client to capture the features
of the data during local training. Therefore, adding noise makes the training results of some clients
unreliable or inaccurate, thus affecting the update results of the global model of the federated learn-
ing algorithm. As can be seen from Figure 14, the performance of all federated learning algorithms
declines as the level of noise increases. Although the FedSC algorithm is also affected by noise, com-
pared with other algorithms FedSC algorithm still gives better results. The addition of Gaussian noise
can increase the privacy of data, but it will also affect the performance of the model.

4.8. Comparison of the efficiency of different federal learning algorithms

To compare the efficiency of different FL algorithms, we set P =100,D=05C=1,E=1,Z=0
for experiment. In Table 7, the total computation time of 100 communication rounds is shown, and in
Table 8, the communication cost per client in each communication round is shown.
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Table 7. The total computation time of 100 communication rounds.

Mnist Fmnist CICIDS2017
FedSC 202 s 202 s 206 s
FedAvg 205's 201 s 210s
FedNova 195s 193 s 206 s
Scaffold 264 s 268 s 272 s
FedProx 378 s 368 s 412 s

Table 8. The communication cost per client in each communication round.

Mnist Fmnist CICIDS2017
FedSC 1.21 M 1.21 M 041 M
FedAvg 1.21 M 1.21 M 041 M
FedNova 121 M 1.21 M 041 M
Scaffold 242 M 242 M 0.82M
FedProx 1.21 M 1.21 M 041 M

We can observe that the time consumed by the FedSC, Fedavg and FedNove algorithms is very
close. However, the Scaffold algorithm introduces additional operations during training, resulting in
slightly increased time consumption. FedProx directly modifies the objective, which causes additional
computation overhead in the gradient descent of each batch and therefore takes the longest time. For
the communication cost, the FedSC, FedAvg, FedNove and FedProx algorithms upload only their local
model parameters per round, so the communication cost is the same. However, the Scaffold algorithm
transmits additional control variables in each round, so its communication cost is twice that of the other
algorithms.

5. Conclusions

Federated learning plays a pivotal role in the field of machine learning, particularly as the impor-
tance of data privacy continues to grow. Unfortunately, the accuracy of federated learning is signifi-
cantly influenced by the distribution of data. When the data exhibits non-IID characteristics, the perfor-
mance of federated learning deteriorates. This paper introduces a novel federated learning algorithm
called FedSC, which outperforms other algorithms in non-IID data scenarios. The FedSC algorithm
aims to identify local IID data within non-IID data to mitigate the adverse impact of non-IID data on
federated learning. Through experimental comparisons, the FedSC algorithm consistently achieves
higher accuracy compared to alternative federated learning algorithms. Moreover, the FedSC algo-
rithm ensures data security by completing the model training without sharing data among participating
parties. This contribution further advances the development of federated learning.
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