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Abstract: Due to the complexities of systems thinking and the communication between independent
Cyber-Physical Systems (CPSs) areas through accumulative expansion, several security threats are
posed, such as deception of channels for information sharing, hardware aspects and virtual machines.
CPSs have become increasingly complex, sophisticated, knowledgeable and fully independent.
Because of their complex interactions between heterogeneous virtual and objective components, CPSs
are subject to significant disturbances from intended and unintended events, making it extremely
difficult for scientists to predict their behavior. This paper proposes a framework for Cyber-Physical
Business Systems based on Artificial Intelligence (CPBS-AI). It summarizes several safety risks in
distinct CPS levels, their threat modeling and the scientific challenges they face in building effective
security solutions. This research provides a thorough overview of current state-of-the-art static capable
of adapting detection and tracking approaches and their methodological limitations, namely, the
difficulty of identifying runtime security attacks caused by hibernation or uncertainty. The way of
identifying the threat and the security attacks in networks reduce the complexities in the
communication in CPS. The negligible threats exhibit an inability to be identified, avoided and blocked
by Intrusion Prevention Security Systems (IPSSs), and misbehavior in the database of the safety
measures is analyzed. Neural Networks (NN) and Variable Structure Control (VSC) are designed to
estimate attacks and prevent the risk of threats in tracking applications using a nonlinear monitoring
system based on VSC. NN and the VSC evaluate the different attacks based on the nonlinear
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monitoring system. The evaluation of the proposed CPBS-AI is based on the request time analysis,
accuracy, loss and reliability analysis. The overall effectiveness of the system is about 96.01%.

Keywords: integrating; artificial intelligence; cyber security; cyber-physical systems; neural network;
intrusion prevention

1. Introduction

Modern technology, such as Cloud Computing (CC), Cyber-Physical Systems (CPSs) and
automation devices, is critical in small and Medium-Scale Enterprises (SME) and manufacturing
firms [1]. Integrating data processing, connectivity and physical methods is the goal of Cyber-Physical
Systems. Combined with the universe and its processes, a CPS comprises interconnected
computational objects that work together [2]. Although Cyber-Physical Systems are closely related to
the Internet of Things (IoT), they maintain a distinct distance because of their unique association with
material objects [3]. Examples of CPS include self-driving cars, robotic technology, smart buildings,
smart power grids, intelligent manufacturing and transplanted medical devices [4]. Even in CPSs,
however, cyber-attacks can lead to physical system failure or damage [5]. The automatic compensation
of fault consequences and the maintenance of the system’s performance at some appropriate standard
are two research challenges in such techniques [6]. SMEs’ infrastructures have been transformed due
to these breakthroughs, which have seen substantial commercial success worldwide [7]. CPSs offer
sensor-based connections to industrial technologies and intelligence, new business models,
opportunities for developing cutting-edge IT solutions and resources for improving current industrial
computer systems [8]. Intelligent systems and IoT (IoT) environments are a few examples of these
systems [9], which have emerged as exciting new areas of application for artificial intelligence.
Adapting Al methods and instruments to the new CPS requirements will be difficult [10]. The acronym
NN is given in the abstract as Neural Network. Neural networks are sets of algorithms designed to
learn from data in a manner that is analogous to how the human mind does this. The NN in Al is
defined in Figure 4 clearly: “Neural networks” can refer to biological or synthetic systems comprised
of neurotransmitters. Using neural networks allows devices to make smart judgments with minimal
human input. This is due to their ability to learn and predict complex and complicated correlations
between input and output information.

CPSs offer comprehensive computer and networking capabilities. Computer and storage solutions
provided by computer technology (CT) can be tailored to meet the needs of a wide range of businesses
and organizations using IPSSs [11]. Reduced IT costs give small and medium-sized enterprises a high-
performance computer advantage by their purchasing precisely the amount of software or hardware
needed [12]. Cloud systems or ubiquitous production can describe Service-Oriented Architectures
(SOA) and intelligent systems in manufacturing based on CPSs [13]. As a result, the idea of providing
computing capabilities for manufacturing and services is accepted in NN [14]. This way, resources are
available for current output, and target consumers or internet providers can access them via CPSs and
other ubiquitous networks on the systems [15]. There is exponential growth for machine intelligence
that can interact with the surroundings [16], such as driverless cars that supervise and connect with
their surroundings and home automation that optimizes power consumption due to advances in
analytics, Al and communications [17]. Ever-increasing knowledge and information are embedded in
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these intelligent machines, allowing them to make better and faster decisions in massively
complicated data environments [18]. The information security shields of CPSs can be
supplemented by control systems [19]. These systems can withstand attacks; additionally, they can
be part of more extensive intrusion detection and macroeconomic variables [20]. Even in CPSs,
however, cyber-attacks can lead to physical system breakdowns [21]. Artificial intelligence techniques
and the means by which they are placed form the foundation of the device upon which the virtual
producer operates, whether that factory is based on the edge, fog or cloud computing resources and
whether its tools and structures for regulating technical mechanisms are unified or dispersed. Aspects
that make up manufacturing (technological resources, organization, etc.), combined into the overall
architecture, form the basis of an industrialized item in a cyber-physical system.

System performance must be maintained at some acceptable level even when faults are
automatically rewarded deliberately [22]. Sensors and system processes frequently target attacks or
defects [23]. Thus, these concepts have been consolidated into a single system of thought. SMEs are
initially linked by various vendors using a variety of standards and interaction systems [24]. The
overall system performance is used to detect the faults and the attacks in CPSs. The different types of
attacks are concentrated in CPSs other than the existing methods. CPSs suggest that the environment
is diverse, and advancements are structured consistently. System of thought will be even when defects
are automatically rewarded deliberately, and system capacity must be maintained satisfactorily. Threats
and flaws in the system are often the focus of sensors and associated procedures. As a result, these
ideas have been unified into a coherent framework.

Third-party providers and trust in third parties are barriers to businesses adopting these models,
which rely on concentrated communication structures.

The primary aim of this paper involves the following.

a) An intelligent classic control approach for compensating the scalar attacks on nonlinear CPSs
is presented in this paper.

b) The research outlines the steps needed to implement adequate security controls at various
levels of the CPS through IPSSs and NN.

c) A description of the project and in-depth research into the most recent CPS security measures
are analyzed using CPBS-AL

The following is the rest of this article: Section 2 describes the context of the cyber-physical
system models. Section 3 designs the suggested cyber-physical business systems based on artificial
intelligence (CPBS-AI) framework. Section 4 depicts software analysis and assessment. Lastly,
Section 5 provides the conclusion and the new technological revolution's problems, which include
linking numerous CPSs to conduct autonomous activities in a small environment as a future scope.

2. Materials and methods

More research related to CPSs is well described based on the ideas and the applications. The
background section concentrates on the significant CPS research efforts from various perspectives,
including application domains, confidentiality and vulnerability, among other conventional
approaches below.

Cyber-Physical Systems (CPS) and Blockchain technology are becoming increasingly popular.
However, developing robust and correct Smart Contracts (SCs) for these cutting-edge applications is
an ongoing struggle [25]. As evidenced by the existing proposals, complex SCs cannot be designed to
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mitigate security and privacy challenges. As a result, various Artificial Intelligence (Al) Techniques
For Safeguarding SC Privacy (AIT-SSCP) are examined in this paper.

Medical Cyber-Physical Systems (MCPSs) prescribe a platform for the acquisition, pre-
processing and cloud-based processing of healthcare information by evolving Internet of Things (IoT)
sensors [26]. MCPSs include how essential signals are transformed into functionalities or used by
machine-learning algorithms.

There are new possibilities in Industry 4.0 environments thanks to Artificial Intelligence (Al).
Despite this, Al systems in industrial settings face significant challenges due to the lack of pertinent
information and the need for truthfulness [27]. As an alternative, the advent of cyber-physical systems
in Industry 4.0 opens up new possibilities for human-Al interaction. The paper proposes and describes
how to build an operator 4.0-Machine Intelligence Symbiotically Human Cyber-Physical System
(MIS-HCPS) framework. It has been introduced for Al systems in the workplace, which are still
confronted with significant challenges due to a lack of appropriate data and a requirement for honesty.

In addition to creating a suitable extensive data analysis, significant data architecture had to be
integrated with data modeling, infrastructures and a technology catalog [28]. The available information
was used at the time of the decision, and methods were devised to assess a large-scale data architecture
[OLSDA]. The role of cloud computing, its behaviors and its functional components can now be
defined with greater clarity and neutrality thanks to a case modeling technique applied to an abstract
large data structure.

Combining IoT and Big Data resulted in the Cognitive-Based IoT Big-Data (COIBD) Model creating
an industrial IoT device; as a result, the COIBD System could not extract the data it needed from sampling
and integration to improve management [29]. Experts proposed five-layered data architecture for Industry
4.0, including sensors, power actuators, networking, clouds and IoT technology. In addition, information
management helped to ensure the long-term viability of data reactions.

Despite introduction of a Framework for a Mutually Intelligent and Symbiotic Cyber-Physical
System (MIS-HCPS), artificial intelligence (Al) systems in the workplace face substantial obstacles
owing to a lack of relevant data and a need for integrity.

With the proliferation of IoT devices and Al software, securing CPSs from cyberattacks is
increasingly difficult. Here, we investigate how adversarial assaults affect Deep Learning-Based
Anomaly Detection in CPS networks and how to defend against them by reinforcing models using
antagonistic data [30]. The two CPS networks are modeled after the Bot-IoT and Modbus IoT datasets.
The experimental result shows that antagonistic inputs in FGSM can affect predictive performance and
that the retrained model can be used to ward off the attack.

Analytical approaches to current Cyber-Physical System (CPS) analysis are founded on principles
that vary depending on whether or not safety or liveness criteria are considered. Various methods, such
as stochastic modeling and contracts, are used to abstract complexity [31]. Reinforcement learning-
based procedures are necessary because of the ambiguity introduced by dispersed algorithms and Al-
based methods, as well as the user’s perspective or unforeseen impacts like accidents or the weather.
This study contrasts the viewpoint of Al researchers on researching unknown complex systems with
that of experts in the field of CPS design and prediction.

As a term that encompasses both physical and electronic elements, “Cyber-Physical Systems”
(CPSs) have broad use (smart grid, smart transportation, smart manufacturing, etc.). An integral part
of CPSs will be the Digital Twin (DT), a cyber-clone of a tangible object or entity. With a four-layer
architectural lens, this research creates a taxonomy to investigate the many attacks against DT-based
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CPSs and their effects. For DT-based CPSs, we provide an attack space based on four levels (subject
layer, complete line, DT layer, application server), three attack objects (confidentiality, integrity and
availability), and attack kinds paired with power and expertise. Finally, we suggest using various
enabling approaches (intrusion detection, blockchain, modeling, simulation and emulation) to
secure DT-based CPS and propose a defensive mechanism dubbed Secured DT Development Life
Cycle (SDTDLC) [32].

In [33], the authors take advantage of blockchain’s prospective advantages and combines it with
software-defined networking (SDN), all the time justifying the importance of addressing energy and
security concerns. For the upcoming stage of industrial CPS, the proof-of-work (PoW) with private
and public blockchains for the Peer-to-Peer (P2P) communication method helps solve the difficulties
of energy management and security.

It is possible to use computer resources (clouds) for either centralized or decentralized cyber-
physical manufacturing if artificial intelligence is treated as an individual control topic. An Al-based
control system is presented, along with a description of how it may be implemented to manage the
interdependencies between various cyber-physical systems and the output of factories operating under
Industry 4.0 infrastructure [34].

This research introduces a high-performance real-time fine-grain object recognition framework
to overcome issues with established methods for plant disease detection, such as density dispersion,
irregular shape, multi-scale object classes and textural similarities. The foundation of the suggested
model is the latest iteration of the You Only Look Once (YOLOv4) algorithm [35].

WilDect-YOLO [36] is introduced for an automated high-performance detection model trained
using deep learning (DL) that can spot species from extinction in actual time. To facilitate robust and
discriminative extraction of deep spatial objects, we include a leftover block with the CSPDarknet53’s
backbone and combine DenseNet blocks to enhance the preservation of vital characteristic data.

A novel design and a refined variant of Single Shot Multibox Detector (SSD), called Precise
Single Stage Detector (PSSD) [37], deal with the problems of feature extraction and classification. The
suggested model PSSD can produce impressive results in real time. Results from the experiments show
that the suggested approach provides a better balance between speed and accuracy.

An intelligent network of methodologies and perceptions from cyber-attack scenarios was used
to evaluate the danger of cyber-attack on intelligent metered systems. Analyses of the selected papers
revealed a lack of progress in developing industrial analytics applications. The other conventional
methods, AIT-SSCP, MCPSs, MIS-HCPS, OLSDA and COIBD, are compared with CPBS-AI.

CPBS-AI framework calculates the request time by comparing it with the existing methods. The
existing method cannot detect particular attacks, and the predictive performance is not up to level. The
existing methods do not ensure long-term viability. The data analytics and the data architecture with
the modeling concepts have less assessment for data gathering. Safeguarding the information’s
confidentiality fails in many cases in the healthcare industry. The research, as mentioned earlier, the
gap in the proposed CPBS-AI framework overcomes the existing method.

The suggested approach uses a conceptual framework for future research into CPBS-AI (cyber-
physical business systems based on artificial intelligence) that is more effective and requires less time
to request existing methods. Employing Intrusion Detection and Prevention Systems, Al-based
security techniques illustrate some common CPS layer dangers and unresolved research difficulties in
constructing intelligent CPS security safeguards. The methods such as AIT-SSCP, MCPSs, MIS-HCPS,
OLSDA and COIBD are briefly explained in related works in Section 2.
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3. Cyber-Physical business systems based on artificial intelligence

CPBS-AI offers a concise overview of various safety threats across varying CPS levels and the
scientific obstacles that prevent us from developing security measures. CPBS-AI provides an in-depth
analysis of the static capability detection and tracking systems and their methodological limitations.
The ineffectiveness of IPSSs at detecting, avoiding and blocking low-level threats is examined. With
a nonlinear monitoring system predicated on VSC, NN can estimate attacks and prevent the danger of
threats in tracking applications.

Securing CPS networks is more complicated by these network systems’ unique complexities and
difficulties. The limited computational power of CPS devices is one illustration of this. Security
systems must work efficiently and effectively within strict constraints without exhausting all resources
available. Because of this, it is imperative to properly examine CPS design, specific applications and
security challenges concerning the development of customized security solutions.

Physical domain behavior, rather than traditional technologies, is a source of CPS security risks,
leading to various applications requiring physical protection and stability. Security risks must be
categorized for effective preventive measures. Networked actuators, detectors, control processing
elements and communications equipment are part of a more extensive distributed system called a
Cyber-Physical System, represented below.

Cyber core

Satellite ~—

User interface

Router

\ \Physical domain

Sensor node T T m
loa | |oa |
se s n
Sensor node \

g

Sensor node
Actuator Actuator

Actuator

Sensor node Sensor node

CPBS framework

Figure 1. CPBS-AI framework process.

Figure 1 depicts the CPS’s distinct organizational design. Components are typically linked
together in a networked configuration using a Wi-Fi tag, satellite, Wi-Fi devices and router, which are
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interconnected with gateway and management mechanisms in CPSs. The different sensor nodes
maintain the cyber domain in the communication network, the internet. The satellite data is transferred
to the user interface through the gateway and Wi-Fi. The router transmits the data to each sensor node.
The user interface interconnects with the physical domain. Sensor information is sent to the cyber
domain via wired and wireless communication methods for simultaneous processing and actuation.
System transformation and Internet backbone self-organization can be effectively facilitated by
sending computing results from the cyber core into the physical domain. Because of their ability to
operate in real-time, CPSs are known for their predictable behavior and ability to manage in real-time
in Al systems. Increased use of CPSs in the industry can be attributed to their ability to connect systems
that would otherwise be isolated from a cyber-core. CPSs are becoming more common, emphasizing
how important it is to have solid security measures in place. A scalable risk assessment and a user
interface require a quantification model to help quickly identify high-priority CPS security flaws in a
base station, for which vulnerability scanning is required as part of recognizing the security
requirements of CPSs. According to this model, privacy concerns in CPSs are represented as
vulnerability dependency graphs that follow the structure of directed graphs. Graphics used to calculate
system risks are used to identify which locations of the CPS are most vulnerable to attack. An acyclic
graph has the problem that, as potential threats are discovered in a system, the graph size proliferates
until it becomes impractical. Larger industrial designs cannot use the model because of this limitation.

There are no implementation changes to the methodology or excessive growth in the model
proposed by the authors in this paper. These can be implemented in the specific sectors of CPS,
such as sensors, communication networks or the CPS as a whole unit. As Eq (1) shows, most Al
systems must work together to prevent minimal attacks, including learning algorithms and
probabilistic reasoning.

j—1 Pd*~17Y
sl = defxs—l + QS8xs-1 = PXSdStO + Z{:(}TQ (1)

Attack detection is represented by fr. The probability function Pd is used at the given starting
state fj, the system reports xs at any period for the input sequences Sy, S, ***, Sxs—1. Production is
provided as a service by this layer, which includes services like machine tools and robotic systems for
providers xs by applying the summation of limits i = 0 to j — 1. The security aspects of detecting
and overcoming the different attacks are represented as S. The security level is one of the major
factors in overcoming all the threats and attacks in the network layers. This research work presents an
operative information exchange between the customer’s hardware facilities st, and the cloud-based
system software QS,s_1. As a result of human-machine communication, attack detection has improved
using Eq (2).

jS—l PdXS—l—yQ

fe =Pdfy + Zi:o S, (2)

As Eq (1) shows, most Al systems must work together to prevent minimal attacks, including
learning algorithms and probabilistic reasoning. Security experts should be involved. The
probability function Pd with the starting state f,, the robotic systems for providers xs. js
represents the number of service layers. y, represents machine communication, and S, denotes
the way of attack detection.

Electronic Research Archive Volume 31, Issue 4, 1876-1896.



1883

Numerous security vulnerabilities and risks can be exploited in a cyber-physical attack due to the
CPS integrating cyber and physical processes. As part of comprehensive risk management on a CPS,
various system characteristics are considered when determining the overall impact of a threat
vulnerability risk on the CPS. These features can be identified according to the anatomical structures
of a cyber-physical network intrusion and the security concerns previously identified.

Sensors

Actuators Physical system

‘daBN

Cyber physical system
Figure 2. General structure of CPBS framework.

Cyber-Physical Systems consists of arithmetic, control and communication closely merged with
sensory processes of different engineering domains such as physical, electronic and biological. In the
proposed model, the risk means the score is primarily based on the total cost of a significant attack on
a company that uses CPSs are indicated in Figure 2. It is possible to calculate the cost of operational
downtime, the time spent restoring lost data and the associated financial costs. Some examples are
payouts for employees, clean-up procedure expenses and the costs of abandoning facilities in cases of
irreparable damage. Prices for substitutions and renovations to broken physical systems are possible.
Traditional information technology (IT) structures may not have the security challenges that CPSs do.
There have been several attempts at map-based solutions from other communication areas, such as
sensor networks, with varying levels of success. However, as the alternatives have not been initially
envisioned for CPSs, they frequently struggle to reach the system’s security requirements.

Analytical approaches to current cyber-physical system (CPS) analysis are founded on principles
that vary depending on whether or not safety or liveness criteria are considered. Various methods, such
as stochastic modeling and contracts, are used to abstract complexity. Reinforcement learning-based
procedures are necessary because of the ambiguity introduced by dispersed algorithms and Al-based
methods, as well as the user’s perspective or unforeseen impacts like accidents or the weather. The
study contrasts the viewpoint of Al researchers on researching unknown complex systems with that of
experts in the field of CPS design and prediction.

It is important to note that this guideline focuses on creating a system from the initial concept.
Stepwise development and construction of new constituents is the traditional top-down approach.
Therefore, it is possible to describe a system where its elements and subcomponents can be separated.
Frameworks and any other existing structure that needs to be integrated are among the methods
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included in this scenario, referred to as a bottom-up process. Existing technologies are blended to
create more complicated systems. As in Eq (3), the probability derivative processes the incoming data
up to time xs - 1:

So

[Pd*~1Q,Pd*~2Q,---,Pd°Q] S} (3)

st—l

The physical link is established between the digital assets in the cloud, and the physical assets
arer = [Pd*~1Q,Pd*~2Q, -+, Pd°Q], allowing data to be transferred from the cloud to both. As a
result, it transfers data from the biological process to the service providers via IoT devices connected

So

Sy
to the network. ¢ = A

Sx—1

There are several network security systems, the most common of which is the IPSS, which
constantly scans a network for signs of malicious activity and records any such occurrences. For
example, the IPSS may close vulnerable access points or configure firewalls to protect the network
from future attacks. Employees and visitors on the network can be deterred from violating corporate
security policies by using IPSS solutions to address any issues with these policies. To demonstrate that
no industrial analytics applications are being developed using probability function PdX, a review of
the papers selected for inclusion is conducted using Eq (4):

pdX —PdTQX x=0 4)

{min trace (Sn),{ _QTPdX olse

Using a sophisticated network of methodologies and conceptions drawn from cyber-attack
scenarios (Sn), the researchers assessed the threat of cyber-attack on intelligent metered systems.
min trace (Sn),is defined as the need for data analysis in the industry grows and, with it, the
realization Pd” that big commercial data are still in their infancy Q7. This opened the door to a
contribution that considered an architectural design that combined advanced analytics with industrial
insights x > 0. Cyber-attack risk on intelligent metered systems was evaluated using a complex
framework of approaches and concepts derived from cyber-attack scenarios (Sn). Mintrace (Sn) is
defined as the growing need for data analysis in the growing industry. With that realization comes the
realization that big commercial data are still in their infancy QT. It is allowed for a contribution
considered an architectural design combining advanced analytics with industrial insights x > 0. An
analysis of the included publications is performed using Eq (4) to show that no software for industrial
analytics is being created that uses the probability function Pax.

In Eq (5), the pictorial representation g is given:

ge = PdTsy +rc. ()

A row and a column of data are incoming data r and c. Security is referred to as initial s,. The
probability density function is denoted as Pd. Optimization software, known as CBPS-Al in Eq (5), is
used to build and solve complex optimization problems that interface with numerous external corporate
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and non-commercial solutions. This paper’s solution to semi-determined linear and nonlinear
difficulties in conventional techniques uses primary-dual-path following methods. Such a method’s
basic premise is that iterations around a central route should be kept as short as possible to ensure that
a solution is close at hand, as depicted in Figure 3.

PdT” o
: ) .

Figure 3. Pictorial representations of IPSS.

The network must be constantly monitored for indicators of possible infringements and threats
because many access points are determined based on the Figure 3 process. Nowadays, even the most
comprehensive security measures do not keep up with today’s modern cyber threat. Protecting a
computer network from unauthorized access is the primary goal of IPSSs to avoid an attack; these
systems keep an eye on logs for any unusual activity and respond accordingly. Because they are not
intended to stop seizures, intrusion detection systems keep an eye on the design and send notifications
to network administrators when something suspicious is found. They terminate the connection
manipulated and block the Internet protocol or user account from illegally obtaining any
implementation, intended hosts or another resource provisioning.

IPSSs record data about observed events, notify security administrators of significant observed
events and generate reports. Many IPSSs can react to many threats by preventing them from being
accomplished. The IPSS employs various response techniques, such as halting the attack, modifying
the security situation or altering the attack’s substance.

Network monitoring is becoming increasingly dependent on artificial neural networks. Intrusion
detection and prevention research heavily relies on artificial intelligence (AI) techniques to develop,
integrate and strengthen security systems. Analyses have shown that current outlier detection systems
fail to achieve satisfactory detection performance while having few false alarms. Here, the pros and
cons of a neural network approach to improving false protection in intrusion detection are discussed
as commercial and research tools in our proposed system CPBS-AI. By incorporating an adaptive Al
system, IDS can be more adaptable to new threats. The cost of operational downtime 0Odt; in Eq (6)
is given:

0dt;(a) = ad(ms) — Y.(ms)/2.t;(ms) . (6)
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It is possible to calculate the cost in terms of operational downtime Odt;, the time spent ms
restoring lost data ad and the financial costs of the downtime a. t; represent the downtime rate for
calculating the operational cost. A few examples include employee benefits, clean-up costs and the
price of abandoning facilities due to irreparable damage t;. The cost of repairing or replacing faulty
physical systems is applicable in cyber threat detections and obtained using Eq (6).

The downtime’s price may be estimated by adding up the time lost from regular operations (Odt
1), the time spent recovering the lost data (ms) and the money lost (a). Employee benefits, clean-up
expenses and the cost of abandoning facilities due to permanent damage are just a few examples.
Equation 6 may be used to calculate the cost of fixing or replacing insecure physical systems.

Intermediate layer

Figure 4. Neural network method in CBPS-AI method.

Figure 4 depicts how neural networks can be used in a cyber-physical system-based cyber security.
It is an apprentice model built on the structure of a biological neural network and an algorithm based
on the intrusion algorithm. The simple mental processes in this incredible image can be achieved using
an Al gateway for a million light-years away. Layers “input,” “intermediate” and “output” make up a
neural network’s overall structure. Consequently, how many neurons per layer and the total number of
layers there largely depend on the system’s complexity. The best network architecture must be
determined. The three-layer structure of current NN architecture is the most common design choice
using Al gateway.

A Neural Network (NN) models human activities in computer simulation-based cyber threats. An
NN is a processing unit that has inputs and outputs. This layer’s neurons receive the information from
the input layer and then pass it along via weighted ties to the neurons in the topmost layer.
Mathematically, the data is saved and transmitted to the next layer of neurons. The neurons in the last
layer that provide the network's output are described below in Eq (7):

thfy, = Xh_yicd, X Whtpm + Ay (M =123 ......7n). (7)

Measurement of mass and application of equation term are used to process the incoming data
icd,, by hidden layer m* neuron from the above Eq (4). Use an accurate data transfer function tnf,,
and equation to communicate wht,,,,, the result to the next level of neuron based weights A,,,; in Eq (7)
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using a summation process based on certain limits { = n — 1. As seen in Eq (8), sigmoid functions
are the most commonly used transfer function.

1
1+e~St

ds(x) =

+ f(Whtym) (8)

As shown in Eq (8), wt,,, the training procedure changes weights that connect each node, which
iteratively alters the weight values. As a criterion for training stops, weights are changed using the
steepest descent approach. The enhanced digital setting ds(x) asignal sl can be expressed as shown
in the equation above. The parameter f(wht,,,) specifies the maximum number of times that a
learning function can be transferred from nt" output with respect to m** input (wht,,,,). Equation (9)
layer’s current weight change is determined WC is represented as

1w ' .
wce = EZ%:l Z£n=1(Whtnm - Whtnm)2 . (9)

In Eq (9), multiple identifiers generate weight values (Wht,,,,) for n=1toi andm = 1toj,
and the gradient descent algorithm can be implemented using summation with squared threats
(Wht *,,,) is one of the most widely used functions given in Eq (10), a layer’s current weight change
is determined WC. In Eqgs (10) and (11), the parameter d,_; gives the datareceived atthe t — 1 time
slot, and the variable a; denotes the current incoming data at time t.

Figure 5. Representation of NN in CBPS-ALI

my = p(Am X (de—q X ap)) + yi (10)
q: = tanh(4,. (de—1 X ap) + Vq (11)

The information collected from the layer m, and the status q; are obtained from Eqs (10) and (11).
p represents the hyperbolic tangent function, and A,, denotes the information generation. a;
denotes the activation function. y, represents the number of service layers. tanh denotes the
trigonometric function. y,denotes the status of a different layer. The function p(A4,, X (d.—; X a;))as
a result, information about the layer status is generated from Eq (3). A hyperbolic tangent is then used
as an activation function for the layer in Figure 5.
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While simple machines can calculate much faster than neural networks, researchers are concerned
that neural networks will not predict the speed at which simple machines can calculate. In the CBPS-
Al system, the neural network model is nearly extinguished. Since there are many hidden layers to
learning, this version focuses on a machine’s output’s critical significance. A wide range of information
is processed by neural networks (NNs).

A variable structure control (VSC) methodology is required because of the unique characteristics
of ICS. When a system changes, bias can be introduced by model-based methods, requiring the ability
to respond dynamically; consequently, real-time assessment capabilities may be overlooked.
Additionally, threat assessment methods must be able to quantify. CBPS-AI uses quantitative analysis
to quantify risk situations into an actual specific number through contours or diagrams. Many existing
ways can approximate quantitative results, such as threshold risk values. A lack of precision in risk
assessment hampers a thorough defense strategy.

Start
Initialize network values n,d = {d0,d1, ....,dn}, momentum factor mf, threshold th;
Output parameter;
n « 0;Ath « d = {d0,d1, ....,dn};
While Ath < d > ndo
n=n+1;
For eachd = {d0,d1, ....,dn};
Re-estimate variables mf, th;
End for;
mf < d;
n++;
End;
Return;
Print parameter value;

Stop

This paper, with CBPS-AI, focuses on VCS by applying Bayesian network models with
incomplete data. The above Algorithm 1 can be used to re-estimate a parameter when a new set of data
d = {d0,dl,....,dn} becomes available, some of which may be partially observed. Algorithm 1 depicts
a procedure that is in use while VCS is running. New security data samples are added to the parameter
when they arrive with thresholds th. The current characteristics of VCS can be reflected in an improved
modeling tool, which is critical for enhancing performance based on moment factor mf.

The system’s industrial benchmark is introduced first. A Bayesian network value n for risk
assessment is built in MATLAB to map this system. The accuracy and dynamic comparisons
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between the reference work and our proposed method CBPS-AI are made during our threat
assessment experimentation.

Researchers conduct a risk assessment with online parameterization using the proposed method
CBPS-AI based on real-time data provided by ICS in attack scenarios with missing values to evaluate
the accuracy of the evaluation.

A CBPS-AI framework is been proposed in this section and tested. The simulation results for the
existing and proposed CBPS-AI frameworks, such as accuracy, reliability, request time, etc., are
compared with other conventional methods. According to the findings, incorporating IoT devices and
an artificial intelligence model has led to better outcomes for the CBPS-AI framework.

4. Experimental analysis

The CICIDS2019 database has been used in the simulation to perform a suggested task. Most
denial-of-service attack databases contain significant restrictions on essential data, such as erroneous
duplication. In a review of more than 90 reports published between 2010 and 2020, most of them are
relevant to current models, infrastructure and frameworks. Since this data is unbalanced in the first
place, a duplication method is used to bring it into line to assess how well the deep learning approach
is working. On the Windows 8 platform, this research is applied to the 32-bit Intel Core-i5 CPU and
16 GB of RAM using Machine Learning Packages. MATLAB 2018a is used to design machine
learning algorithms.

Among the performance indicators is MATLAB, used for simulation purposes to conduct
assessments of the CPBS-AI framework, including analyses of accuracy and loss and to compare the
response times of various request types. For example, the suggested CBPS-AI framework’s accuracy
and dependability are evaluated and compared to industry standards. In the simulation, the section
suggests and evaluates a CBPS-AI architecture. Accuracy, reliability, request time, etc. are only some
of the simulated metrics evaluated with the current and planned CBPS-AI frameworks and more
traditional approaches like AIT-SSCP, MCPSsMIS-HCPS, OLSDA and COIBD. Based on the results,
the CBPS-AI architecture benefits more from using IoT devices and an Al model than before. History's
many assaults have all been simulated beforehand. Based on the data in Table 3, it is clear that the CPS
system can be subject to intermittent and continuous pulse attacks, depending on the transmission
characteristics or disruption originating from outside the system. The suggested method employs
nonlinear control and a neural network, with the latter being computed with Eq (8). Dynamic
programming theory ensures reliability and resilience. The NN estimator’s learning capabilities are
used to make attack determinations. CPS is capable of significantly more than was previously believed;
a new conceptual framework suggests that this is happening because of the availability of additional
data from IoT devices.

4.1. Request time analysis comparison of the CPBS-Al system

A comparison of the existing models and the CPBS-AI framework is shown in Figure (6). With a
step size of 100, the number of transactions is increased from 100, and the simulation is analyzed using
Eq (2). The proposed CPBS-AI framework results are compared to the results of the existing model in
terms of the time it takes for the request message to reach the coordinator. Each transaction’s request
time rises as [oT devices become overwhelmed by the increasing volume of transactions.
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Figure 6. Request time analysis.

The findings of the proposed CPBS-AI framework are compared to those of the current model
regarding the time it takes for the request message to reach the coordinator. As the number of requests
increases, the processing time for each transaction on IoT devices increases. Since the reaction time
begins to rise at a certain node, the graph is illustrated in Figure 6 with nodes numbered from 1 to 100.
The reaction time of the suggested method is faster than that of the other methods.

4.2. Analyzing the results of a simulation

Table 1. Simulation comparison.

Method Accuracy (%) Loss (%)
AIT-SSCP 523 64.3
MCPSs 67.1 57.8
MIS-HCPS 72.9 38.1
OLSDA 59.0 49.8
COIBD 64.4 52.7
CBPS-AI 87.8 24.1

Using the CBPS-AI framework, the simulation results are presented in Table 1. The proposed
CPBS-AI framework analyses, such as accuracy and loss, are carried out using the MATLAB
simulation tool. AIT-SSCP, MCPSs, MIS-HCPS, OLSDA and COIBD were used to compare the new
results obtained using Eq (7). The proposed CBPS-AI framework outperforms existing models with 87.8%
accuracy and 24.1% loss. The accuracy of the proposed CPBS-AI framework depends on the
security aspects, reliability, vulnerability to threats and loss. The enhanced transaction level

increases the transaction request time among IoT devices.
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4.3. Assessment of the proposed CBPS-AI framework's performance

Table 2. Performance assessment.

Method Accuracy (%) Reliability (%)
AIT-SSCP 523 43.2
MCPSs 67.6 51.6
MIS-HCPS 48.3 42.1
OLSDA 53.8 473
COIBD 64.0 38.6
CBPS-AI 92.1 88.1

Table 2 shows the performance evaluation of the proposed CBPS-AI framework. The simulation
analysis of the proposed CBPS-AI framework is done with the MATLAB simulation tool. The output
parameters, such as the accuracy and reliability of the proposed CBPS-AI framework, are analyzed
and compared with the existing models by Eq (5). The current models fail to utilize IoT devices and
machine learning procedures, resulting in abysmal performance. The proposed CBPS-AI framework
with six layers with well-defined functions simplifies the operation and ensures higher performance.

The suggested CBPS-AI framework’s accuracy and dependability, among other output metrics,
are compared to those of existing models using analytic equation solving Eq (5). The planned output
is shown in gt, a graphical representation. The results determine accuracy and dependability. The test
can appropriately distinguish between sick and healthy instances, which determines accuracy. An
approximate test’s efficacy can be determined by counting the number of positive and negative results
across all instances. Reliability in data analysis is measured total hours of operation to the total failures.

4.4. Reliability analysis of the CBPS-Al framework

120

100
80

60

40

20

P ey

0

—~1

Reliability Analysis Ratio (%)

10 20 30 40

Number of Nodes

50 60 /0 80

—AIT-SSCP
OLSDA
CBPS-Al

Electronic Research Archive

Figure 7. Reliability analysis.

Volume 31, Issue 4, 1876-1896.



1892

Accuracy and reliability analyses of the CBPS-AI framework are depicted in Figure (7). This
section uses the MATLAB simulation tool for existing and proposed CBPS-AI frameworks to simulate
the given dataset from Eq (6). The proposed CBPS-AI framework shows more reliability than current
models like AIT-SSCP, MCPSs and CBPS-AI. IoT devices and a machine learning model in the
proposed CBPS-AI framework with layered architecture produce better results.

4.5. Overall performance of CBPS-Al framework compared with others

Table 3. Overall comparison of CBPS-AI

Number of Nodes  AIT-SSCP MCPSs MIS-HCPS OLSDA CBPS-AI

10 21.21 28.76 19.78 21.21 32.98
20 12.65 32.45 21.78 24.54 43.12
30 26.33 46.76 18.65 28.56 55.13
40 18.98 30.12 32.15 45.36 78.43
50 36.78 51.34 28.56 53.26 77.11
60 31.87 67.87 45.89 68.92 77.02
70 56.21 50.65 38.27 72.18 87.15
80 54.98 66.01 79.76 83.10 96.01

The proposed CBPS-AI framework achieves effectiveness of 96.01%. The number of nodes used
is set as 80. The implementation is carried out only for 80 nodes. Future work can be implemented
with more nodes to achieve more system effectiveness. It is shown in Table 3 that different dynamic
functions and disturbances from external sources can affect the CPS system in two different ways: a
continuous and a non-continuous pulse attack. Nonlinear regulation and a neural network are employed
in the proposed strategy and are calculated using Eq (8). Reliability and robustness are ensured by
using nonlinear control theory. Attack determination is based on the NN estimator’s ability to learn.
CPS is skillful at far more than previously thought; according to a new conceptual framework, CPS is
becoming more computer-controlled due to the availability of new data from [oT devices.

A CBPS-AI framework has been proposed in this section and tested. The simulation results for
the existing and proposed CBPS-AI frameworks, such as accuracy, reliability, request time, etc., are
compared with other conventional methods, AIT-SSCP, MCPSs, MIS-HCPS, OLSDA and COIBD.
According to the findings, incorporating IoT devices and an artificial intelligence model has led to
better outcomes for the CBPS-AI framework. The simulation results of the proposed framework are
compared with the existing methods discussed in the related work section. The comparison is made
with artificial intelligence (Al) techniques for safeguarding SC privacy (AIT-SSCP) [25], Medical
Cyber-Physical Systems (MCPSs) [26], Machine Intelligence Symbiotically Human Cyber-Physical
System (MIS-HCPS) framework [27], On assess large-scale data architecture [OLSDA] [28],
cognitive-based [oT Big-Data (COIBD) [29]. The proposed CPBS-AI framework is evaluated based
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on the request time analysis, loss, accuracy, effectiveness and reliability.

Manipulation of data channels, equipment details and virtualization software are just a few of the
vulnerabilities that have arisen due to the increasing interconnectedness of the Internet of Things (IoT)
and Cyber-Physical Systems (CPSs). The research presents an Al-driven architecture for hybrid Cyber-
Physical Business Systems (CPBS-AI). Several safety threats at various CPS levels are outlined, along
with their respective threat models and the scientific obstacles that must be overcome to develop
appropriate security solutions. Connecting several CPSs to carry out independent duties in a confined
space is a potential future scope for this new technology advancement. The proposed CPBS-AI, which
has an overall effectiveness of 96.01%, implements artificial intelligence as a key tool to boost the
integration of CPSs in a smart system that requires little manual effort.

5. Conclusions

Various CPS layers and their correlating models are briefly reviewed in this research to highlight
developing secure CPS research problems. Neural networks examined here are to overcome the current
limitations of the most cutting-edge static and adaptable detection and protection techniques and the
technologies’ current state of development. This paper proposes a conceptual framework for further
research for CPBS-AI (cyber-physical business systems based on artificial intelligence). Several
typical CPS layer threats and outstanding research issues in developing intelligent CPS security
precautions are demonstrated by Al-based security approaches, in the end, using intrusion prevention
security systems. Aside from that, the proposed work provides a glimpse into CPS safety research’s
future and relevance, motivating evaluations of research issues. Using intelligent nonlinear system
control, here is presented a new approach to estimating and compensating attacks launched by a
forward link of nonlinear CPSs. Neural networks are combined with nonlinear control in the proposed
method. It is evident from this review that cyber-physical systems are on the verge of a complex
program because all the necessary technology is already in place. This new technological revolution's
challenges include connecting multiple CPSs to perform autonomous tasks in a compact environment,
which is a future scope. Artificial intelligence is highlighted as a critical tool to increase the
incorporation of CPSs in an intelligent system that requires little human effort, as implemented in our
CPBS-AI with an overall performance of 96.01%. The proposed method evaluates the overall
effectiveness, accuracy and loss in the form of security analysis and confidentiality. Future work can
be implemented with more nodes to achieve more system effectiveness in detecting the threats and
attacks related to security and confidentiality issues.
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