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Abstract: With the widespread application of the Internet of Things (IoT), security risks are becoming
increasingly severe. However, due to the limitations in computing resources and energy consumption
of IoT devices, traditional intrusion detection models are difficult to apply directly. Although existing
methods offer high detection rates, they generally suffer from issues such as complex model structures
and deployment difficulties. To address these problems, a lightweight intrusion detection method based
on two-stage feature selection and Bayesian optimization is proposed. The method first employs the
Spearman Correlation Coefficient (SCC) for filter-based selection to remove redundant features. Then,
the Salp Swarm Algorithm (SSA) is used for wrapper-based selection to obtain the optimal feature
subset. Finally, a lightweight and efficient LightGBM classifier is constructed, with its parameters
adaptively optimized using Bayesian optimization. Unlike previous LightGBM-based IDS studies
that rely on manually pruned features and heuristic parameter tuning, this work is the first to couple
an SCC–SSA two-stage selection pipeline with Bayesian optimization, providing a fully automated
and resource-aware workflow tailored for IoT devices. Experimental results show that the proposed
method achieves classification accuracies of 97.22% and 96.08% on the TON IoT and UNSW-NB15
datasets, respectively. Among them, the model size on the UNSW-NB15 dataset is only 1.77 MB, fully
demonstrating its excellent detection performance and lightweight characteristics, making it suitable
for deployment on resource-constrained IoT terminal devices.

Keywords: Internet of Things (IoT); intrusion detection; lightweight; two-stage feature selection;
Bayesian optimization; LightGBM

1. Introduction

For the last couple of years, the evolution of related technologies such as 5G communication,
cloud computing, and artificial intelligence has made the application of the Internet of Things (IoT)
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increasingly widespread, and gradually derived new network application scenarios such as smart
cities [1], smart healthcare, smart grids, and industrial IoT [2, 3]. The application of IoT technology
enhanced work efficiency and quality of life and optimized resource management. In general, the
development of the Internet of Everything has made life more convenient and efficient. However, with
the continuous appearance of new technologies, network security issues have become increasingly
prominent. Therefore, there is an immediate need for a complete and stable system to ensure the
security of the IoT [4, 5].

IoT is a network that extends from the Internet. It realizes data exchange, communication, and
control by connecting various physical devices and objects to the Internet. Due to the huge amount of
IoT devices exposed to the Internet, this makes the structure of the IoT more complex and thus more
vulnerable to many security threats [6, 7]. Therefore, to ensure the sustainable development of the IoT
and maintain the security of related IoT scenarios, it is necessary to study intrusion detection solutions
for IoT environments. An intrusion detection system (IDS) is a security device designed to monitor a
network or system for unusual activity [8]. It is classified as misuse-based IDS and anomaly-based IDS
according to the detection method. Misuse-based IDS identifies attacks based on the matching of data
patterns with the records in a signature database. The defect is that it can only identify known types
of attacks. Anomaly-based IDS identifies malicious behavior where user behavioral activity deviates
from normal operation, with the main advantage of detecting zero-day attacks [9–11].

In IoT intrusion detection research, machine learning has become the mainstream research strategy
because of its strong self-learning ability and generalization performance. However, because IoT
networks are usually deployed on resource-constrained devices and have domain-specific traffic
characteristics, traditional models cannot be applied directly [12–14]. Consequently, researchers have
proposed lightweight approaches [15,16]. But these model schemes generally present some problems,
such as excessive pursuit of detection rate, which leads to a low lightweight degree of the model.
Although these models have been more streamlined than traditional complex model schemes, they
still fail to meet the lightweight detection requirements, and most studies have not fully verified the
lightweight degree of their models.

In this paper, we propose a lightweight intrusion detection method based on two-stage feature
selection and Bayesian optimization LightGBM, which can be directly applied to intrusion detection
of IoT devices. The lightweight of IDS is realized from data and model levels. First, at the data
level, a two-stage feature selection combining filtered and wrapped approaches is used to filter the
best subset of features in order to reduce the complexity and improve the interpretability of the traffic
detection model. Secondly, at the model level, LightGBM with a higher lightweight degree is used as
the intrusion detection model. It has the benefits of higher accuracy, smaller memory footprint, and
faster training and prediction compared to other models, and can be better applied to IoT devices. In
addition, to optimize the detection model, a Bayesian optimization algorithm (BOA) is introduced to
improve the parameter optimization efficiency. The primary contributions of this paper are summarized
below.

(1) The two-stage feature selection method is proposed to filter the best subset of features. First, we
use SCC-based filtered feature selection to select the original features that need to be input, and then
use the SSA-based wrapped feature selection method to filter the best feature subset.

(2) To speed up the training of the intrusion detection model and obtain better model performance,
a lightweight gradient boosting tree model based on Bayesian optimization LightGBM is proposed.
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(3) Finally, the lightweight degree of the LightGBM model and the other four models are tested.
Experiments using the UNSW-NB15 and TON IoT datasets validate that the proposed model is
superior to the comparison models in both detection performance and lightweight.

The remainder of this paper is organized as follows: Section 2 introduces recent research on
intrusion detection. Section 3 describes the proposed lightweight intrusion detection method. In
Section 4, we test the performance of the model and the degree of lightness through experimental
results. Finally, Section 5 makes a comprehensive analysis and summary of the paper.

2. Related works

2.1. Deep-learning-based IDS

In this section, we investigate the research on intrusion detection for IoT, most of which is mainly
deep learning (DL) based. Imrana et al. [17] proposed a bidirectional Long-Short-Term-Memory
(BiDLSTM)-based Recurrent Neural Network (RNN) model for detecting attacks in the network.
The experimental results on the NSL-KDD dataset demonstrate that the detection performance of
the BiDLSTM model outperforms that of traditional LSTM and other advanced models. Yang et
al. [18] proposed a distributed system based on BiDLSTM and attention method to detect fog nodes
in IoT applications, and achieved an accuracy of 99.05% on the UNSW-NB15 dataset. Zarai et
al. [19] developed an IDS based on RNN and Deep Neural Network (DNN). The author compared the
performance of the algorithm with Naive Bayes, Decision Tree, and Support Vector Machine (SVM)
and proved that the algorithm was superior to other algorithms. Diro and Chilamkurti [20] applied ML
to attack detection in IoT and experimentally showed that deep models are more effective than shallow
models in attack detection. To make IDS better adapt to the elaborate network environment of the IoT,
Zhang et al. [21] investigated a model based on an improved Genetic Algorithm (GA) and Deep Belief
Network (DBN). They used the GA to optimize the number of hidden layers and neurons in each layer
of the neural network in DBN, which effectively improved the detection rate of the attack types.

2.2. Feature-engineering and hybrid optimization

In the Internet of Things environment, IDS usually face challenges such as large data size, high
feature dimensions, and limited computing resources. Traditional IDS mostly relies on machine
learning (ML) or deep learning algorithms to build models, focusing on the improvement of detection
accuracy, but less on optimizing data structures from the feature dimension. With the increasing
number of devices and communication frequency, the original data often contains a large number
of redundant, irrelevant, and even noisy features, which seriously affects the training efficiency and
reasoning performance of the model. Therefore, the introduction of efficient feature engineering
and optimization strategies not only helps to reduce the computational burden but also significantly
improves detection speed and accuracy, which has become one of the key directions of current research.

In order to solve these problems, Choi et al. [22] studied a new method for deep feature extraction
and selection (D-FES), which combines stacking feature extraction with weighted feature selection.
The practicability of D-FES was proved by experiments, which achieved an accuracy of 99.918% and
decreased the false alarm rate to 0.012%. Kim et al. [23] used a feature selection method to filter the
optimal subset containing a few features to achieve the dimensionality reduction effect to deal with
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the high dimensionality issue of massive data. To address the issues of input data redundancy and
irrelevant features, Vijayanand et al. [24] designed an IDS based on the hybrid feature technology
of GA and mutual information (MI). Gupta et al. [25] proposed a network attack detection system
based on a hybrid feature dimension reduction method. They applied NSL-KDD and two IoT dataset
experiments to confirm the performance of the proposed framework relative to existing detection
frameworks. Alhakami et al. [26] developed a new nonparametric Bayesian-based IDS method to
study the anomaly-based intrusion detection problem. It differs from classical clustering methods in
that specifying the clustering number is not necessary, and the method is capable of addressing issues
related to overfitting and underfitting. Qureshi et al. [27] aimed to efficiently and quickly train the
model by removing, reducing, and selecting meaningless and zero-valued features from the dataset, to
get preferable accuracy during model training. Oreški et al. [28] conducted feature selection through
two stages: feature extraction and feature selection. In the first stage, feature extraction is performed
using the Principal Component Analysis (PCA) algorithm. In the second phase, four methods are used
for feature selection and ultimately for feature reduction. Yousaf et al. [29] proposed using the energy
vector derived from DWT-Multiresolution Analysis (MRA) and Parseval’s Theorem as input for the
ANN, and leveraging Bayesian Optimization to automatically search for hyperparameters such as the
number of network layers and learning rate. In 2022, Yousaf et al. [30] proposed the 2-ms voltage
transients extracted by DWT to input into a tuned Bi-LSTM + Attention model, which maintained an
accuracy of 98.6% under high noise (20–45 dB) and resistances of 10–400 Ω. In a follow-up study,
Yousaf et al. [31] embedded a wavelet-energy feature extractor and a Bayesian-optimized feed-forward
neural network directly inside a DSP-based sensor, cutting the mean location error to 0.514% of the
line length.

2.3. Lightweight IDS for edge/IoT devices

With the large-scale deployment of IoT devices, network intrusion detection tasks are gradually
shifting from the cloud to the edge for real-time processing. However, edge/IoT devices usually have
the characteristics of weak computing power, small storage space, and limited power consumption,
which poses a serious challenge to traditional IDS based on complex deep learning structures. In this
context, the design of a lightweight IDS model with both high detection performance and resource
efficiency has become a research hotspot.

Aiming at the intrusion detection requirements of IoT devices, Zhao et al. [32] proposed a
lightweight IDS combining convolutional neural networks (CNN) and LightGBM. The author carried
out multi-classification experiments on two IoT datasets. Compared with other models, it was proved
that the model had better detection ability and lightweight characteristics. Similarly, Yao et al. [33] also
used the LightGBM model to apply it to edge industrial IoT hybrid intrusion detection and perform
lightweight analysis on IoT devices. The study proved that the LightGBM model has the highest
accuracy and the lowest training time compared with other comparison models. Okey et al. [34]
proposed an IDS based on optimized CNN, developed a novel ensemble model for lightweight transfer
learning, and achieved good results in image classification. Lahasan et al. [35] studied a lightweight
autoencoder depth model with a two-layer optimizer. Based on the experimental results obtained from
the N-baiot dataset, it has been proven that the optimization model overcomes other models. Similarly,
Basati et al. [36] proposed a lightweight structure based on a parallel deep autoencoder. The structure
uses extended and traditional convolution filters to capture the local and surrounding information of
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a single parameter in the feature vector, thereby increasing the detection performance of the model.
Altaf et al. [37] studied a NIDS framework based on a graph neural network (GNN), which makes
the model more lightweight and improves the attack rate of detection. Jan et al. [38] investigated a
lightweight IoT anomaly detection intrusion system using a SVM-based algorithm. The lightweight of
the proposed algorithm is demonstrated by experiments.

Based on the above research, it can be seen that most researchers use ML or DL methods to construct
IoT intrusion detection research programs. Although these schemes have achieved high detection
results on relevant benchmark datasets, most studies lack attention to the degree of model lightweight,
or the degree of model lightweight is low, which makes the proposed model more complex and difficult
to apply to resource-constrained IoT devices. The summary of the above literature is shown in Table 14
and Table 15 in the Appendix.

3. Proposed methodology

To address the problem of a low degree of lightweight model, we propose a lightweight intrusion
detection model based on two-stage feature selection and Bayesian optimization LightGBM. This
section introduces in detail the LightGBM algorithm, two-stage feature selection method, and BOA
used in the model.

3.1. Lightweight intrusion detection model
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Figure 1. Lightweight intrusion detection model architecture.

The specific process of constructing a lightweight IDS based on two-stage feature selection and
Bayesian optimization LightGBM is shown in Figure 1 and includes three stages: data preprocessing,
two-stage feature selection, and Bayesian parameter optimization. In order to further clarify the
integrity and operability of the proposed framework, this paper provides an end-to-end lightweight
intrusion detection system algorithm in Appendix 4. The specific contents of each part are as follows:
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(1) The data preprocessing stage is responsible for the preliminary preprocessing of the collected
traffic dataset, so as to facilitate the subsequent introduction of LightGBM for training. Specifically,
this stage consists of three elements: data cleaning, label coding, and data normalization. Data cleaning
is responsible for removing duplicates and outlier samples from incoming datasets. Label coding is
responsible for encoding character-based features in the dataset into numerical features that can be
recognized by the model. Finally, data normalization is responsible for scaling the data between [0, 1]
to eliminate the dimensional differences between different features. The normalization function uses
Equation (3.1).

−
x =

x − xmin

xmax − xmin
. (3.1)

(2) The two-stage feature selection phase is used to filter the optimal feature subset by combining
filtered and wrapped feature selection methods. The preprocessed dataset will first perform SCC-based
filtered feature selection to eliminate irrelevant or weakly correlated features. Then, the preliminary
reduced dataset is searched for the final feature subset by SSA-based wrapper feature selection. The
LightGBM model in the wrapper feature selection uses initial parameters.

(3) The Bayesian parameter optimization stage uses a BOA to achieve fast optimization of
LightGBM model parameters. The optimization process uses the average F1 value of LightGBM five-
fold cross-validation as the output of the model, and different model parameter combinations as input.
After obtaining the optimal parameters, the LightGBM model is trained using all datasets. Finally,
classification results are output.

3.2. Two-stage feature selection method

Feature selection aims to screen the best subset of features that can significantly classify
abnormal traffic, so as to eliminate redundant and irrelevant features and improve the efficiency and
interpretability of the detection model. We use a two-stage feature selection method based on filtering
and wrapping to select the optimal feature subset. First, the input original features will use SCC-based
filtering feature selection. The role of this step is to eliminate irrelevant or weakly related features
to reduce the feature search space for subsequent wrapper selection. Then, an SSA-based wrapping
feature selection algorithm is utilized to search for the subset of features that makes the model detection
performance optimal.

3.2.1. Filtering feature selection based on SCC

Pearson correlation coefficient (PCC), Spearman correlation coefficient (SCC), and Kendall
correlation coefficient (KCC) are three common measures of feature correlation. Generally, PCC
is used to measure the linear relationship between two variables, but it is sensitive to outliers and
requires data to approximate normal distribution. The KCC is mainly used to judge the consistency
between ordered categorical variables, and the computational complexity is relatively high, which is
not suitable for large-scale data. In contrast, the SCC used in this paper is based on the rank relationship
of variables, which can capture the nonlinear monotonic relationship, is more robust to outliers, and has
higher computational efficiency. Therefore, it is more suitable for datasets with high feature dimensions
and complex distribution such as Internet of Things traffic data.
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The definition of SCC is shown in Equation (3.2).

ρ = 1 −
6

n∑
i=1

d2
i

n(n2 − 1)
. (3.2)

Where di is the rank difference between the two eigenvalues, “rank” is the location of the sorted
eigenvalues, and n represents the number of features. The larger the correlation coefficient, the stronger
the relationship between each two features and vice versa.

The SCC-based filtered feature selection algorithm is shown in Algorithm 1 in appendix.

3.2.2. Salp Swarm Algorithm

The Salp Swarm Algorithm (SSA) [39] is a new swarm intelligence optimization algorithm
proposed by Mirjalili et al. [40] in 2017. This algorithm is inspired by the chain movement and
foraging swarming behavior of salp. In order to adapt to the optimization issues, the SSA defines
the salp swarm as two populations: leader and follower. The leader salp is located at the beginning of
the chain, and the other salps are the followers. The specific mathematical model is shown below.

It is assumed that the search space of the population is the Euclidean space of G×N, G is the spatial
dimension, and N is the population size. Xn = [Xn1, Xn2, · · · XnG]T is used to represent the position of
each individual in the space, and Fn = [Fn1, Fn2, · · · FnG]T represents the position of the food, where
n = 1, 2, ...,N. Therefore, the population initialization expression is

XG×N = rand(G,N). (UB − LB) + LB. (3.3)

The update of the leader ’s position is only related to the relative position of the food, so the update
of the leader ’s position is denoted as

X1,g =

{
Fg +C1 [(UB − LB) C2 + LB] C3 ≥ 0.5
Fg −C1 [(UB − LB) C2 + LB] C3 < 0.5

. (3.4)

where X1,g and Fg are the positions of the leader and the food in the g-dimensional space, respectively,
and UB and LB are the upper and lower bounds of the search space, respectively. C′2 and C′3 are random
numbers between [0, 1], C′1 convergence factor, and the expression is

C′1 = 2e−(4t/T )2
. (3.5)

In the formula, t is the current number of iterations, and T is the maximum number of iterations.
The position update formula of salp followers is

X′i,g =
Xi,g + Xi−1,g

2
. (3.6)

Where X′i,g and Xi,g are the positions of followers after and before the g-dimensional update,
respectively.
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3.2.3. Wrapping feature selection based on SSA

The process of searching for the best subset of features is an NP-hard issue [41]. Traditional search
strategies such as forward search and backward elimination are based on simple greedy heuristic
methods to select or discard features, without considering the dependence between features from a
global perspective. Therefore, it makes the selected feature subsets local optimal solutions. To solve
this problem, a meta-heuristic algorithm SSA is used as a search strategy for wrapper feature selection.
SSA has good global exploration and local optimization ability and can search the optimal feature
subset from a global perspective. After the first step of filtering selection, the search space is further
reduced so that it is easier for the algorithm to obtain the optimal solution.

In order to adapt to the feature selection problem, we set the upper and lower bounds of the SSA
search in the range of 0 to 1 and apply binary coding to the fitness function. 0 and 1 are used to
represent the unapplied and applied features, respectively. The specific formula is as follows:

Xi,g =

{
1 Xi,g > 0.5
0 Xi,g ≤ 0.5

. (3.7)

The SSA-based wrapper feature selection algorithm is shown in Algorithm 2 in appendix.
In Algorithm 2, the fitness function of the SSA algorithm uses the average F1 value of stratified

five-fold cross-validation. Compared with accuracy, the F1-score can better evaluate the model
classification performance under unbalanced datasets.

3.3. Bayesian optimization algorithm

The model parameters have a large impact on the performance of the detection model. When
establishing the LightGBM detection model to detect abnormal traffic, in order to realize the fast and
efficient parameter optimization process, we introduce the BOA to optimize the model parameters.

Bayesian optimization is a global optimization algorithm, which is suitable for solving the black
box problem with an unknown derivative of the objective function and a high cost of evaluating
the objective function [42]. The core of the algorithm is to model the objective function through a
probabilistic surrogate model, and then continuously collect new evaluation points near the points that
may be the optimal values or unsampled areas to update the surrogate model. This way, the surrogate
model approximates the real objective function and then searches for the optimal solution. Among
them, the determination of new evaluation points is a typical problem of balancing exploration and
development. BOA measures the benefits of new evaluation points for optimization by constructing
an acquisition function and determines new evaluation points by maximizing the acquisition function.
The specific algorithm steps of Bayesian optimization are shown in Algorithm 3 in appendix.

The probabilistic surrogate model and optimization strategy are the two main components of
BOA. The probabilistic surrogate model not only provides an estimate of the objective function,
but also provides uncertain information related to the estimate. Common surrogate models include
the Gaussian process, Random Forest (RF), and DNN. The optimization strategy usually uses the
acquisition function to define the position of the next sampling point. The acquisition function is
generally pushed by the surrogate model, and the goal is to maximize the optimal solution. In this
paper, the Gaussian process and the simple and easy-to-use Probability of Improvement (PI) function
are used as the probability proxy model and the acquisition function, respectively.
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3.4. Light Gradient Boosting Machine

Light Gradient Boosting Machine (LightGBM) is a tree-based model with the advantage of efficient
feature splitting [43]. It is an optimization and enhancement of the classical Gradient Boosting
Decision Tree (GBDT) algorithm [44]. It improves the problem of GBDT in space consumption and
time overhead and reduces the training time without reducing the prediction accuracy, thus greatly
reducing memory usage. Experiments on the Higgs dataset show that LightGBM is nearly 10 times
faster than the Extreme Gradient Boosting (XGBoost) algorithm, which is also based on an improved
GBDT algorithm, and the memory occupancy rate is about 1/6 of XGBoost. LightGBM mainly adopts
the following four aspects to improve its lightweight degree.

3.4.1. Histogram algorithm
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Figure 2. Histogram algorithm.

The histogram algorithm is the basis and core of the LightGBM algorithm. It is a commonly used
algorithm for statistical data distribution. As can be seen from Figure 2, its basic process is to divide
the eigenvalues of each feature into several intervals according to a certain binning method, and then
calculate the number of samples and the mean of the target variable in each interval. Finally, the
statistical information is stored in a histogram. In the training process, when selecting an optimal
splitting point each time, the information gain from each candidate splitting point can be quickly
calculated by the statistical information of the histogram, thereby quickly finding the optimal split
point. The histogram algorithm does not need to store the results of feature pre-ordering, and can only
save the values after feature discretization. These values are enough to be stored with only 8-bit integer
variables, which means that the memory consumption can be greatly reduced and only accounts for
1/8 of the original memory. In addition, when calculating the splitting gain of a node in the decision
tree, the histogram-based algorithm uses only k calculations, thus reducing the time complexity of node
splitting from O(#data ∗ # f eature) to O(k ∗ f eature), where k is the number of feature intervals and
#data >> k..

In addition to using the histogram algorithm to store and split features, LightGBM also uses
histogram difference acceleration to further optimize the tree-building process. As shown in Figure 3,
the histogram of a leaf node can be constructed by subtracting the histogram of the parent node from
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its neighboring nodes, which doubles the speed of the algorithm. In general, constructing a histogram
requires going through each data of a leaf node, but using a histogram for subtraction only requires
going through k bins of the histogram. In addition, the LightGBM algorithm can first compute the leaf
nodes with small histograms and then use the histograms to do the subtraction operation to obtain the
leaf nodes with large histograms [45]. This effectively avoids repeated computations, reduces memory
usage, and improves the scalability of the algorithm. It is particularly suitable for processing large
datasets.
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Figure 3. Histogram difference process.

3.4.2. Leaf-wise strategy with depth constraints

…… 

Figure 4. Level-wise tree growth.

Based on the histogram algorithm, LightGBM is further optimized. It does not use the level-
wise growth strategy of most GBDT algorithms, but uses the leaf-wise growth algorithm with depth
constraints, as shown in Figure 4 and Figure 5. The leaf-wise growth strategy is to search for the
leaf with the largest splitting gain among all the leaves each time and split it until a preset condition
is reached. With the same number of divisions, leaf-wise growth produces less error than level-wise
growth. However, leaf-wise growth with constant splitting of only one leaf per layer may lead to
model overfitting. Therefore, LightGBM limits the depth of the tree during leaf-wise growth to prevent
overfitting.
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…… 

Figure 5. Leaf-wise tree growth.

3.4.3. Gradient-based One-Side Sampling (GOSS)
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Figure 6. GOSS process.

In GBDT, the gradient value of the sample is related to the learning degree of the sample. The
magnitude of the gradient reflects the weight of the sample, with a smaller gradient indicating a better
model fit. For these small gradient samples, the simple approach is to discard them directly. However,
this will change the distribution of data, which in turn affects the performance of the training model.
So as to avoid this issue, LightGBM proposes the new sample sampling algorithm GOSS.

The GOSS algorithm chooses to leave samples with larger gradients and randomly selects samples
with smaller gradients. To counteract the effect of random sampling on the distribution of the data,
when calculating the information gain, GOSS introduces a constant factor for small gradients. GOSS
first sorts the samples according to the absolute value of the gradient and selects the top m × 100% of
the samples. Then, a random sample of n × 100% is taken from the rest of the data, and this n × 100%
of the small gradient sampled data is multiplied by a constant (1 − m)/n for the calculation. This
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approach reduces the number of data points that have to be taken into account during the construction of
histograms and tree growth, making the model training more focused on under-trained samples without
changing the distribution of the original dataset too much. The specific relationship of sampling is
shown in Figure 6.

3.4.4. Exclusive Feature Bundling (EFB)

EFB is used to reduce the number of features. High-dimensional data tends to be sparse, and this
sparsity of the feature space opens up the possibility of lossless merging of features. In order not to
lose feature information, mutually exclusive features are usually bundled together. For features that are
partially, not completely, mutually exclusive, as long as the degree of non-mutual exclusion between
features is less than the conflict ratio defined by EFB, EFB also considers them to be mutually exclusive
and bundles them. Because EFB tolerates a small number of conflicts between features, it can obtain
fewer features to further improve computational efficiency.

In addition, by fusing and bundling mutually exclusive features, EFP reduces the number of features
while also changing the time complexity of constructing histograms from O(#data ∗ # f eature) to
O(#data ∗ #bundle), and #bundle << # f eature, thus greatly accelerating the training speed of GBDT.
Therefore, EFB further improves the efficiency of the histogram algorithm while reducing the number
of features, and accelerating the growth of the leaf-wise tree.

4. Experiment and result analysis

4.1. Hardware and software environment

The simulation environment includes hardware with Intel(R) Core(TM) i3-10100 CPU @ 3.60GHz
processor, 8G memory. The software includes Windows10 operating system, Python3.9.0, Anaconda3,
Jupyter notebook, scikit-learn1.1.3, CatBoost1.0.0, and lightgbm3.3.2.

4.2. Benchmark datasets

4.2.1. TON IoT dataset

The experiment in this chapter uses the TON IoT [46] network traffic dataset created based on
the real IoT environment. The dataset contains 43 feature attributes and 9 attack types. In order to
avoid model overfitting, we have eliminated the timestamp, source and destination IP, and source and
destination port attributes, as suggested by the original authors. Table 3 shows the distribution of
specific label types in the TON IoT dataset.

4.2.2. UNSW-NB15 dataset

To examine the detection rate and generalization ability of the IDS proposed by this paper,
comparative validation is carried out using the UNSW-NB15 dataset. The UNSW-NB15 [47, 48]
dataset was collected and organized by researchers at the University of New South Wales in 2015
to provide real-world scenario data for modern cybersecurity attacks. The dataset contains 42 features
and 9 different types of attacks. Table 1 shows the distribution of specific label types in the UNSW-
NB15 dataset.
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Table 1. Sample distribution on TON IoT and UNSW-NB15 datasets.

TON IoT UNSW-NB15

Class Sample size Class Sample size
normal 300000 normal 93000

scanning 20000 Generic 58871
password 20000 Exploits 44525

dos 20000 Fuzzers 24246
xss 20000 DoS 16353

backdoor 20000 Reconnaissance 13987
injection 20000 Analysis 2677

ransom ware 20000 Backdoors 2329
ddos 20000 Shellcode 1511
mitm 1043 Worms 174
Total 461043 Total 257673

4.3. Evaluation indicators

In the IoT scenario, the detection model needs to take into account the classification performance
and lightweight degree. Therefore, in this paper, indicators such as accuracy, precision, recall, and F1-
score are used to verify the classification performance of the model, and model size, training time, and
testing time are used to verify the lightweight degree of the model. Among them, the indicators related
to classification performance come from the four basic attributes that describe the confusion matrix,
namely true positive (TP), true negative (TN), false positive (FP), and false negative (FN). TP refers
to the number of samples that are divided into positive samples and classified correctly. TN refers
to the number of samples that are divided into negative samples and classified correctly. FP refers to
the number of samples that are divided into positive samples but classified incorrectly. FN refers to
the number of samples that are divided into negative samples but classified incorrectly. The specific
definitions and calculation methods of each index are as follows.

Accuracy refers to the ratio of the correct classification of the model in all samples.

Accuracy =
T P + T N

T P + T N + FP + FN

Precision refers to the accuracy of the model when the predicted sample is positive.

Precision =
T P

T P + FP

Recall rate refers to the ability of the model to successfully identify all true positives.

Recall =
T P

T P + FN

The F1-score is the harmonic average of precision and recall.

F1 − score =
2 · Pr ecision · Recall
Pr ecision + Recall
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4.4. Parameter setting

The LightGBM algorithm sets the initial parameters as: n estimators=100, max depth=10,
learning rate=0.2, min data in leaf=20, random state=100. Model verification adopts stratified five-
fold cross-validation.

4.5. Feature selection
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Figure 7. Changes in model classification performance under different threshold conditions.

Table 2. Features eliminated by SCC-based filtering feature selection algorithm.

Dataset Correlation coefficient threshold Eliminated feature index Eliminated number
TON IoT 0.01788 24, 23, 29, 33, 34, 32, 26, 14

27, 4, 25, 30, 31, 28, 20
UNSW-NB15 0.03074 36, 37, 28, 38, 1 5

In this paper, a combination of filtering and wrapping feature selection methods is used. First, we
calculate the SCC between each feature and the classification label, which measures the monotonic
relationship between the variables; its larger absolute value indicates the stronger correlation between
the feature and the label. In order to eliminate redundant or weakly correlated features, we set the
lower limit threshold of correlation and only retain features that are highly correlated with the label.
Due to the lack of uniform standards for SCC thresholds in different scenarios, this paper evaluates
the impact of different thresholds on model performance through experiments to determine the optimal
value. Figure 7 shows the trend of five-fold cross-validation F1-score of TON IoT and UNSW-NB15
datasets under different thresholds.

From the left image of Figure 7, it can be found that when the threshold is less than or equal to
0.01788, the F1-score of the model remains basically stable, indicating that the redundant or weak
correlation features are mainly eliminated at this stage, which has little effect on the classification
effect. When the threshold is further improved, the performance of the model decreases significantly,
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indicating that some key features are deleted by mistake. Therefore, 0.01788 is selected as the
optimal threshold for the TON IoT dataset. Similarly, the right image in Figure 7 shows that the
model performs well when the SCC threshold is less than or equal to 0.03074 in the UNSW-NB15
dataset, and the F1-score also decreases after exceeding this value, indicating that the useful features
are over-removed. Therefore, 0.03074 is set as the optimal threshold for this dataset. In summary, the
selected two thresholds are located at the critical point of performance change, which can maintain
the classification performance to the greatest extent while compressing the feature dimension. Table 2
gives the indexes of the features eliminated by the two datasets under different threshold conditions.

Next, the wrapper feature selection is performed on the filtered features, and the number of
populations with N = 30 and the number of iterations with T = 200 are set. The features selected
by the SSA-based wrapper feature selection algorithm for the TON IoT and UNSW-NB15 datasets are
listed in Table 3.

Table 3. Features selected by SSA-based wrapper feature selection algorithm.

TON IoT UNSW-NB15

Feature index Feature name Feature index Feature name
0 proto 2 xServ
3 src bytes 3 xState
5 conn state 5 dpkts
6 missed bytes 6 sbytes
7 src pkts 7 dbytes
8 src ip bytes 9 sttl

10 dst ip bytes 12 dload
11 dns query 14 dloss
14 dns rcode 17 sjit
15 dns AA 18 djit
19 ssl version 24 synack
21 ssl resumed 26 smean

32 ct dst ltm
33 ct src dport ltm
34 ct dst sport ltm
35 ct dst src ltm
40 ct srv dst

4.6. Parameter optimization

Based on the selected features, the hyperparameters of the detection model are optimized. The
optimization process uses the Bayesian optimization method to automatically find the optimal
parameter combination through intelligent search. The number of iterations of Bayesian optimization
is set to 50, and the optimization index is the average F1-score of the five-fold cross-validation of
the model. The corresponding parameter search space is shown in Table 4. In order to ensure the
effectiveness and stability of the parameter optimization process, this paper proposes the following
practical strategies:
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(1) Define the optimization objective function: select clear and quantifiable optimization indicators.
In this paper, the weighted F1-score is used as the objective function to comprehensively measure the
detection performance of different categories.

(2) Determine the parameter search space: combined with the characteristics of the model and
experimental experience, set a reasonable and representative parameter interval, not only to ensure
sufficient search range, but also to avoid the efficiency decline caused by invalid areas.

(3) Setting the number of iterations: The number of iterations of BOA directly affects the
tuning results and computational costs. In this paper, 50 iterations are used to balance performance
improvement and resource consumption in a reasonable time.

(4) Stochastic control: By fixing random seeds, the reproducibility of the optimization process
results is ensured.

(5) Evaluation strategy: According to the task requirements, the appropriate evaluation strategy is
selected. In this paper, five-fold cross-validation is used to evaluate each group of parameters to reduce
the error caused by the contingency of data division.

Table 4. Bayesian optimization parameter search space.

Parameter name Parameter space
Number of base classifiers (n estimators) (80, 550)

Learning rate (learning rate) (0.01, 0.20)
Maximum depth of tree body length (max depth) (5, 20)

Minimum amount of data of leaf nodes (min data in leaf) (2, 20)

4.7. Result and analysis

4.7.1. The influence of feature selection on the detection effect

In this paper, the detection performance and detection efficiency of models using original features,
SCC feature selection, and features after two-step feature selection are compared under initial
parameters. It can be seen from Figure 8 and Table 5 that after SCC feature selection, the TON IoT
dataset has a small decline compared with the first four indicators of feature selection, while the
UNSW-NB15 dataset does not have this situation. We hypothesize that this may be explained by
TON IoT dataset having rich cross-feature, non-monotonic patterns. SCC misjudges these “weak
and strong” signals and drops them, leading to a drop in the metric. Looking further after the
two-step feature selection, the TON IoT dataset achieves better classification performance than all
features, while retaining only 12 feature attributes. The accuracy, precision, recall, and F1-score reach
97.04%, 97.58%, 97.04%, and 97.19%, respectively, which are 0.71%, 0.05%, 0.71%, and 0.47%
higher than those before feature selection. Similarly, the UNSW-NB15 dataset has better classification
performance in SCC feature selection and two-step feature selection than before feature selection, and
the accuracy, precision, recall and F1-score reach 94.88%, 94.94%, 94.88%, and 94.81%, respectively.
In addition, in terms of detection efficiency, both datasets after feature selection have a certain reduction
in the average training and detection time for model cross-validation. Compared with the original
features, the training time of TON IoT dataset is reduced by 22.5%, and the time required for traffic
detection is reduced by 14.4%.
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Figure 8. Comparison of model detection performance before and after feature selection.

Table 5. Comparison of model detection efficiency before and after feature selection.

Datasets Feature selection algorithms Feature number Training time Testing time
TON IoT N/A 38 11.23 0.96

Two-stage feature selection 12 10.48 0.85
UNSW-NB15 N/A 42 0.40 0.03

Two-stage feature selection 22 0.27 0.03

4.7.2. Comparison of the proposed method with other feature dimensionality reduction algorithms

In order to further test the superiority of the proposed feature selection method, this paper compares
the proposed two-stage feature selection method with three classical feature dimension reduction
algorithms: PCA, Recursive Feature Elimination (RFE), and Maximal Information Coefficient (MIC).
These three algorithms are used to reduce the original traffic features to the same feature dimension as
the two-stage feature selection. The detection indicators of the initial parameter model under different
feature dimension reduction methods are shown in Figure 9.

Combining the results of the left figures in Figure 8 and Figure 9, it can be found that, except for
the PCA feature dimension reduction method, the other three methods all show a certain improvement
in the performance of the model using the TON IoT dataset detection. Among them, the proposed
two-stage feature selection method has the most obvious improvement. Compared with the best-
performing MIC algorithm, the proposed method improves the accuracy, precision, recall, and F1-
score by 0.69%, 0.02%, 0.69%, and 0.45%, respectively. Combining the right figures in Figure 8 and
Figure 9, the model trained using the UNSW-NB15 dataset only has the detection performance of the
model improved by the method proposed in this paper, and the other three dimensionality reduction
algorithms have no effect on improving the detection performance of the model.

In summary, our two-stage feature selection method not only effectively selects the best feature
subset for model classification but also improves the detection performance of the model better than
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several other commonly used feature selection methods. It is suitable for feature screening of traffic
data.
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Figure 9. Comparison of feature dimension reduction methods.

4.7.3. Comparison before and after model optimization

In this section, BOA, Particle Swarm Optimization (PSO) [49], and GA [50] are used to optimize the
parameters of the LightGBM detection model, so as to explore the influence of parameter optimization
method and parameter optimization results on the detection accuracy of the model. The optimized
objective function is set as the average F1 value of the five-fold cross-validation, and the number
of iterations is 50 times. The parameter optimization results of the two benchmark datasets under
the three optimization methods and the detection performance of the optimized model are shown in
Table 6, Table 7, and Figure 10, respectively.

Table 6. LightGBM parameter optimization range and optimization value of TON IoT
dataset.

Parameter Parameter ranges BOA PSO GA
n estimators (80, 150) 141 128 137
learning rate (0.01, 0.1) 0.042 0.037 0.041
max depth (5, 15) 9 12 13

min data in leaf (2,20) 19 18 7
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Table 7. LightGBM parameter optimization range and optimization value of UNSW-NB15
dataset.

Parameter Parameter ranges BOA PSO GA
n estimators (350, 550) 509 467 478
learning rate (0.15, 0.20) 0.153 0.164 0.184
max depth (5, 20) 19 10 13

min data in leaf (2,20) 10 9 2
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Figure 10. Comparison of parameter optimization methods.

As can be seen from Figure 10, all three optimization methods bring some performance
improvement to the model, among which the Bayesian optimization improvement is the most obvious.
The TON IoT dataset has reached 97.22%, 97.78%, 97.22%, and 97.39% in accuracy, precision, recall
and F1-score, respectively, which are 0.19%, 0.21%, 0.19%, and 0.20% higher than those before
optimization. Similarly, the performance of the UNSW-NB15 dataset is also improved, which is
1.27%, 1.19%, 1.27%, and 1.33% higher than that before optimization. Moreover, the performance of
the models trained through BOA on both datasets is superior to PSO and GA. In terms of optimization
time, Bayesian optimization consumes the least time. The TON IoT dataset consumes 1990.74 s on
50 iterations of Bayesian optimization, which is about 42.29% of PSO and 52.23% of GA, while the
UNSW-NB15 dataset only consumes 491.79 s on Bayesian optimization. It can be seen that BOA is
more advantageous than PSO and GA in the parameter optimization of LightGBM, and it can output
better parameter combinations in a shorter time.

4.7.4. Comparison of detection performance and lightweight degree between different models

Based on the same feature selection strategy and parameter optimization method, LightGBM is
compared with a variety of different detection models, including RF, Multilayer Perceptron (MLP),
SVM, and CatBoost. The experiment comprehensively evaluates the generalization ability and
resource adaptability of each model in different network environments from multiple dimensions such
as classification performance, result stability, computational efficiency, and model lightweight.
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Table 8 and Table 9 show the classification results of LightGBM on TON IoT and UNSW-NB15
datasets. Experiments show that LightGBM is superior to other comparison models in terms of
classification performance and stability. On the TON IoT dataset, its accuracy and F1-score reached
97.22% and 97.39%, respectively, and the standard deviation was small, showing strong robustness.
On the UNSW-NB15 dataset, LightGBM also leads with an accuracy of 96.08%. Combining various
indicators, LightGBM shows excellent classification accuracy, stability, and adaptability to diverse
network traffic, and verifies its effectiveness and advantages as an IoT intrusion detection classifier.

Table 8. Comparison of detection performance between different models of TON IoT.

Algorithms Accuracy (%) Precision (%) Recall (%) F1-score (%)
RF 97.14±2.36 97.74±1.18 97.14±2.36 97.32±1.99

MLP 96.87±2.33 97.50±1.08 96.87±2.33 97.06±1.93
SVM 97.02±2.52 97.64±1.24 97.02±2.52 97.21±2.12

CatBoost 97.20±2.36 97.74±1.26 97.20±2.36 97.36±2.03
LightGBM 97.22±2.29 97.78±1.18 97.22±2.29 97.39±1.95

Table 9. Comparison of detection performance between different models of UNSW-NB15.

Algorithms Accuracy (%) Precision (%) Recall (%) F1-score (%)
RF 96.08±0.20 96.06±0.20 96.08+0.20 96.06+0.20

MLP 94.94±0.07 94.93±0.08 94.94±0.07 94.93±0.06
SVM 94.88±0.13 94.89±0.14 94.88±0.13 94.83±0.14

CatBoost 95.86±0.18 95.85±0.18 95.86±0.18 95.85±0.18
LightGBM 96.08±0.10 96.07±0.10 96.08±0.10 96.07±0.09

It can be clearly seen from Table 10 and Table 11 that the computational efficiency and resource
consumption of each model on the two datasets are significantly different. LightGBM is superior to
other models in terms of training time, test time, and overall running time. On the TON IoT dataset, the
training time of LightGBM is only 7.16 s, which is 77.48% shorter than the RF model with the shortest
training time, while its test time and total running time remain at the lowest level. On the UNSW-NB15
dataset, LightGBM also shows extremely high computational efficiency. The training and testing time
is only 1.48 s and 0.16 s, respectively, which is significantly faster than other comparison models. In
addition, LightGBM also performs well in terms of memory usage and model size, and the required
resources are significantly lower than most other models. Especially on the UNSW-NB15 dataset,
the model volume is only 1.77 MB, which is much smaller than models such as RF and MLP. The
above results show that LightGBM not only has excellent computing speed advantages but also can
effectively reduce resource consumption, so it is very suitable for rapid deployment and application in
resource-constrained environments.
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Table 10. Comparison of model efficiency and lightweight performance on TON IoT dataset.

Algorithms
Training
time (s)

Testing
time (s)

Running
time (s)

Memory
occupancy (MB)

Model
size (MB)

RF 31.81 1.95 162.12 277.13 26.10
MLP 11706.11 1.99 82650.65 1247.09 15.70
SVM 5512.73 165.62 32622.30 460.88 5.69

CatBoost 265.99 1.53 1284.35 458.84 5.43
LightGBM 7.16 1.11 49.73 224.34 4.69

Table 11. Comparison of model efficiency and lightweight performance on UNSW-NB15
dataset.

Algorithms
Training
time (s)

Testing
time (s)

Running
time (s)

Memory
occupancy (MB)

Model
size (MB)

RF 12.30 0.35 59.61 369.84 83.80
MLP 20326.50 5.71 72435.84 499.91 16.60
SVM 1549.36 60.07 7086.95 345.88 3.41

CatBoost 60.38 0.19 292.40 334.29 3.25
LightGBM 1.48 0.16 8.34 299.79 1.77

4.7.5. Ablation experiment

In order to deeply evaluate the influence of key modules in the proposed method on model
performance and computational efficiency, ablation experiments are carried out on two datasets of
TON IoT and UNSW-NB15. By applying a single module and different combination configurations,
the performance of each scheme in classification accuracy, recall, F1-score, training time, and test time
is compared, so as to analyze the independent role and synergistic effect of each module in the model.

Table 12 and Table 13 show the performance comparison of different combination modules on
the two datasets. The experimental results show that the BOA module contributes significantly to
improving the classification accuracy, while SSA and SCC focus more on accelerating the training
process and improving the computational efficiency. In multiple combination configurations, the
three module combination schemes achieve the best classification performance on both TON IoT and
UNSW-NB15 datasets, while maintaining a low training and testing resource consumption, which fully
verifies the effectiveness of each module and the good trade-off between accuracy and computational
efficiency of the proposed method.
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Table 12. Comparison results of ablation experiments for TON IoT.

Algorithms
Accuracy

(%)
Precision

(%)
Recall

(%)
F1-score

(%)
Training
time (s)

Testing
time (s)

N/A 96.36 97.53 96.36 96.74 9.37 0.83
SCC 96.29 97.46 96.29 96.67 8.76 0.72
SSA 96.64 96.94 96.64 96.73 7.29 0.76
BOA 96.62 97.78 96.62 96.99 11.57 1.27

SCC+SSA 97.04 97.58 97.04 97.19 7.26 0.71
SCC+BOA 96.59 97.76 96.59 96.97 10.69 1.22
SSA+BOA 96.88 97.19 96.88 96.98 8.63 1.18

SCC+SSA+BOA 97.22 97.78 97.22 97.39 7.16 1.11

Table 13. Comparison results of ablation experiments for UNSW-NB15.

Algorithms
Accuracy

(%)
Precision

(%)
Recall

(%)
F1-score

(%)
Training
time (s)

Testing
time (s)

N/A 94.72 94.81 94.72 94.64 0.90 0.05
SCC 94.81 94.88 94.81 94.73 0.75 0.05
SSA 94.77 94.85 94.77 94.69 0.60 0.06
BOA 95.87 95.85 95.87 95.85 2.21 0.21

SCC+SSA 94.88 94.94 94.88 94.81 0.48 0.05
SCC+BOA 96.04 96.03 96.04 96.03 2.91 0.19
SSA+BOA 95.92 95.91 95.92 95.90 1.75 0.17

SCC+SSA+BOA 96.08 96.07 96.08 96.07 1.48 0.16

5. Conclusions

In this paper, aiming at the intrusion detection issue of IoT devices, a two-stage feature selection
method based on SCC filtering and SSA wrapping is proposed for dimensionality reduction of high-
dimensional data and applied to the LightGBM lightweight model. To verify the performance and
lightweight of the proposed method, we apply the TON IoT and UNSW-NB15 datasets to perform
hierarchical five-fold cross-validation experiments on the model. The experimental results demonstrate
that the proposed feature selection method clearly promotes the performance of the LightGBM model.
At the same time, the proposed method is more lightweight than the comparison model in regards to
the lightweight degree. On the TON IoT dataset, the accuracy and F1-score of the LightGBM model
after parameter optimization reached 97.223% and 97.390%, respectively. The size of the LightGBM
model is only 1.77 MB after training based on the UNSW-NB15 dataset. Therefore, our proposed IDS
is able to be better applied to IoT devices to detect network attacks in IoT.

Although this study has achieved good results in algorithm design and performance evaluation,
there is still room for improvement on the application of the model in the actual IoT environment. In
future work, we will further optimize the practicability and versatility of the proposed model in the
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following three aspects:
(1) Edge deployment and resource adaptability improvement: It is planned to deploy the model on

edge computing platforms such as Raspberry Pi, and evaluate its reasoning delay, memory footprint,
and power consumption performance to verify its real-time performance and deployment feasibility in
resource-constrained environments.

(2) Enhance the adaptability of dynamic environment and data heterogeneity: Aiming at the
frequent changes of multi-source heterogeneous data and network structure in the Internet of Things,
the feature alignment and concept drift detection methods are studied to enhance the robustness and
continuous detection ability of the model in a complex dynamic environment.

(3) Construction of cross-domain generalization and continuous learning mechanism: Combining
transfer learning, incremental learning, and online updating strategies, the generalization ability of the
model in the face of new attack modes and different application scenarios is improved, and the stable
deployment of the model in a wide range of IoT environments is realized.
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Appendix

Algorithm 1 SCC-based filtered feature selection method
Input: Original feature set S={s1, s2, · · · sm}, Classification label l, Correlation threshold τ
Output: Filtered feature subset S ′

1: for i = 1→ m do
2: The SCC ρi of feature si and classification label l was calculated according to Equation (3.2).
3: if ρi < τ then
4: Eliminate traffic characteristics si

5: else
6: Retain the traffic characteristics si

7: end if
8: end for
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Algorithm 2 SSA-based wraparound feature selection algorithm
Input: Filtered feature subset S ′, Classification label l, Population size N, Maximum number of

iterations T
Output: optimal feature subset S ∗ ← Xbest

1: Initialization population Xn(n = 1, 2, · · · ,N)
2: According to Equation (3.7), the population is binarized, which is only used to calculate the fitness

function without changing the population position.
3: Calculate fitness functiona f itness(Xn) nd Optimal position of salps Xbest

4: for t = 1→ T do
5: The population is updated according to Equation (3.4)(3.5)(3.6)
6: Update the position of salp across the parameter space
7: Population binaryzation
8: Calculate the fitness function of the new population and update the optimal position Xbest

9: t = t + 1
10: end for

Algorithm 3 Bayesian optimization algorithm
Input: Initialize the number of n0 points, Maximum number of iterations N, surrogate model g(X),

acquisition function α(X|D)
Output: Optimal candidate evaluation points {X∗,Y∗}

1: Randomly initialize n0 points Xinit = {X0, X1, · · · , Xn0−1}

2: Obtain the function value of the initialization point f (Xinit), Get the initial point set D0 =

{Xinit, f (Xinit)}
3: Let t = n0, Dt−1 = D0

4: while t < N do
5: The surrogate model g(X) is constructed according to the current point set Dt−1.
6: According to the surrogate model g(X), maximize the acquisition function α(X|Dt−1) , and get

the next evaluation point: Xt = argminα(X|Dt−1)
7: Gets the function value f (Xt) of the evaluation point Xt and adds it to the current set of evaluation

points: Dt = Dt−1 ∪ {Xt, f (Xt)} , turn line 5
8: end while

Output: Optimal candidate evaluation points: {X∗,Y∗}
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Algorithm 4 End-to-end lightweight IDS
Input: Original feature set S = {s1, s2, · · · sm}, Classification label l, Correlation threshold τ; SSA

parameters: population size N, iterations T ; BOA parameters: initial samples n0 , max iterations
NB, surrogate model g(X), acquisition function α(X|D);

Output: Trained LightGBM model M∗
1: S ′ ← {} filtered subset
2: for each feature S i ∈ S do
3: ρi ← Spearman Corr (S i, l) Equation (3.2)
4: if ρi ≥ τ then S ′ ← S ′ ∪ {S i}

5: end for
6: Initialization population Xn(n = 1, 2, · · · ,N)
7: Binarised population Xi,g>0.5→ 1, else→ 0 Equation (3.7); compute fitness Xn

8: Evaluate fitness; set Xbest

9: for t = 1→ T do
10: Update position (Equation (3.4)(3.5)(3.6))
11: Binarised population
12: Re-evaluate fitness; update Xbest

13: end for
14: S ∗ ← features indicated by Xbest

15: Random-init n0 piont Xinit; D0 ← {Xinit, f (Xinit)}
16: while t0 ← n0 do
17: Fit surrogate g on Dt−1

18: Xt ← arg maxα(X|Dt−1)
19: lt ← f (LightGBM{Xt}(S ∗))
20: Dt ← Dt−1 ∪ {Xt, lt}

21: t ← t + 1
22: end while
23: X∗, Y∗ ← best( f itness) in D{NB}

24: Final training
25: M∗ ← LightGBM(X∗} trained on full data using features S ∗
26: return M∗
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Table 14. Comparison of model detection efficiency before and after feature selection.

References Method Highlights
Main Limitations
(compared with
proposed model)

Imrana et al. [17]
BiLSTM

traffic-sequence IDS
Captures temporal

dependencies

No feature selection;
large model,

inference latency
not reported;

Yang et al. [18]
Bi-LSTM
+ Attention

Attention improves
interpretability

GPU training required;
edge deployment

cost high;

Zarai et al. [19]
Elman-RNN / GRU
/ DNN comparison

Systematic cross-
family benchmark

slow training;

Diro et al. [20]
Distributed CNN-GRU

edge IDS
Parallel inference

concept

model > 15 MB;
hardware demand

not quantified;

Zhang et al. [21]
GA-selected

features + DBN

Evolutionary
optimisation
+ deep model

Old dataset;
DBN training

time high;

Choi et al. [22]
Deep abstract features
+ weighted selection
for Wi-Fi spoofing

Tailored to
wireless-layer attacks

Highly domain-specific;
hard to generalise

to generic IoT traffic;

Kim et al. [23]
Multi-algorithm
FS for 5G DDoS

5G core-network
focus

Static filtering only;
no model compression;

Vijayanand et al. [24]
GA +

Mutual-Information
hybrid FS

Early dual-stage
selector

No modern ensemble
model; thresholds
manually tuned;

Gupta et al. [25]
ReliefF + Gini
reduction→

Random Forest

Combined
dimensionality

reduction

model ≈ 6 MB;
Manual hyper-tuning;

Alhakami et al. [26]
Non-parametric
Bayesian IDS

Unsupervised capability
Heavy training cost;

not lightweight;

Qureshi et al. [27]
Heuristic GA

rule-based IDS
Intuitive rule learning

Rule explosion;
weak generalisation;

Oreški et al. [28]
k-means + J48
hybrid mining

Simple combination
Lower detection;

no feature compression;

Yousaf et al. [29]

Wavelet-energy
ANN (Bayes-tuned)
dual single-ended
relays for meshed
HVDC protection

Uses wide-area
synchrophasor data
and adaptive logic

to clear
pole-to-pole

& pole-to-ground
faults.

Relies on high-speed
PMU infrastructure;

unsuitable for
resource-constrained

IoT edge nodes;
No feature-selection

or model-size discussion.
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Table 15. Comparison of model detection efficiency before and after feature selection.
(Continued Table)

References Method Highlights
Main Limitations
(compared with
proposed model)

Yousaf et al. [30]
Deep-learning robust
DC-fault protection

(BiLSTM +Attention)
Bi-LSTM with attention

model ≈ 11 MB;
Training requires GPU;

Yousaf et al. [31]

Optimised intelligent
sensor + UKF
observer for

DC-fault location

Embeds Unscented
Kalman Filter

& adaptive gain
observer in a

dedicated DSP

Needs 25 kHz
sampling & custom

DSP board
(≈ 8 MB flash).

Zhao et al. [32]
Plain LightGBM

IoT IDS
Fast ensemble

inference
model ≈ 4 MB;

No feature selection;

Yao et al. [33]
Edge IIoT
hybrid IDS

Edge deployment
perspective

Memory not quantified;
manual features;

Okey et al. [34]
Transfer-learning

CNN IDS
Good cross-domain

generalisation
model > 12 MB;

GPU needed;

Lahasan et al. [35]
Optimised denoising

auto-encoder IDS
Strong denoising

ability
Long train/ decode

time; no compression;

Basati et al. [36]
Parallel deep

auto-encoder (PDAE)
High detection rate

50 M parameters;
unsuitable for endpoints;

Altaf et al. [37]
NE-GConv lightweight

GCN IDS
Graph model,
edge-oriented

model ≈ 3 MB;
no auto hyper-tuning;

Jan et al. [38] Ultra-light IoT IDS Low-power focus
Lower detection;

no dynamic optimisation;
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