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Abstract: Breast X-ray imaging is a primary method for early breast cancer screening. However,
applying machine learning techniques to this task presents significant challenges, particularly in
capturing fine-grained details from high-resolution medical images. This study explored multiple
machine learning approaches for breast cancer detection, including image-level and patch-level CNN-
based classification, diffusion model-based anomaly detection, and federated learning (FL) for training
models across distributed datasets. We evaluated these methods on real-world breast cancer X-ray
datasets. Our findings suggest that FL offers a promising balance between performance and privacy
preservation, underscoring its potential for real-world medical AI applications.
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1. Introduction

According to the GLOBOCAN 2020 study, an estimated 2.3 million new cases of female breast
cancer were reported in 2020, accounting for 11.7% of all cancer cases, surpassing lung cancer as the
most common cancer in women [1]. The medical imaging techniques commonly used to detect breast
cancer in clinical practice include X-ray imaging, magnetic resonance imaging (MRI), nuclear
medicine imaging (NMI), and ultrasound imaging (UI) [2]. Due to its low cost and ease of detection,
breast X-ray imaging has an advantage over other diagnostic methods for early breast cancer
detection [3, 4]. However, it also has limitations, such as the inability to accurately detect cancer in
patients with high breast density, as dense breast tissue often appears similar to cancerous tissue in
imaging [3]. This highlights the need for computer-aided systems or machine learning models to
assist doctors in making more accurate diagnoses.

This paper explores the feasibility and potential of applying different kinds of machine learning
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algorithms to breast cancer detection using X-ray images. Given the unique characteristics of different
datasets, such as the imbalance in class distributions and the heterogeneity in data sources, we selected
appropriate models and training approaches to optimize the performance of breast cancer detection
tasks. By constructing real-world scenarios with different datasets across various institutions, our
federated learning model achieved performance comparable to local training, even under conditions of
data imbalance, non-IID distributions, and institutional data heterogeneity.

The remainder of this paper is organized as follows: Section 2 reviews the related work. Section 3
presents the employed machine learning approaches, detailing i) convolutional neural network (CNN)-
based classification at both image and patch levels, ii) anomaly detection using diffusion models, and
iii) the federated learning approach. Section 4 describes the experimental setup and datasets, followed
by the experimental results. Finally, Section 5 concludes the paper.

2. Related work

2.1. Mammography

Mammography is also referred to as breast X-ray imaging. In a traditional clinical scenario,
doctors manually assess X-ray images of patients, with the accuracy of diagnosis influenced by
various factors such as the doctor’s experience, image quality, and the patient’s age. This diagnostic
approach increases the risk of missed detections or misdiagnoses, potentially delaying early treatment
or causing unnecessary burden on patients [5]. Furthermore, as patients’ imaging data is considered
private and not shared through medical institutions, this limits further research based on patient
clinical data. Existing representative breast X-ray datasets such as CBIS-DDSM, CMMD, and
VinDr-Mammo provide limited samples, with 2620, 1775, and 5000 patients, respectively [5–7]. The
limited sample size poses a significant challenge for training machine learning models, as it may lead
to overfitting and limit the generalization ability of the models.

Clinical data and the imaging reports are commonly annotated according to the standards set by
the American College of Radiology (ACR) [8], using the BI-RADS (Breast Imaging-Reporting and
Data System) categories. These categories are as follows: BI-RADS 0 (incomplete, additional
imaging evaluation required), BI-RADS 1 (normal), BI-RADS 2 (typically benign), BI-RADS 3
(probably benign, follow-up recommended), BI-RADS 4 (suspicious), BI-RADS 5 (highly suggestive
of malignancy), and BI-RADS 6 (known biopsy-proven) [5, 8]. The standards also define specific
mammographic features, which are described in the BI-RADS lexicon, including densities and
masses, micro/macrocalcifications, architectural distortions, special cases (such as ductal ectasia,
intramammary lymph nodes, or focal asymmetric density), and associated findings (including skin or
nipple retraction, skin thickening, cutaneous lesions, and axillary lymph nodes) [8]. However, the
aforementioned datasets provide limited descriptions of each patient. For example, the CBIS-DDSM
dataset only records benign (BI-RADS 2) and malignant cases (above BI-RADS 3), with each case’s
abnormality type classified as either a mass or a calcification.

2.2. Medical image analysis

Machine learning methods are widely applied in the field of medical imaging analysis, covering
various tasks such as classification [9–12], anomaly detection [13, 14], segmentation [6, 15, 16], and
annotation [16].
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Most research in the field of medical image analysis focuses on tissue-level analysis. For
example, [9] used datasets such as CAMELYON-16 [17] and TCGA-BRCA [18], which consists of
tissue slices. Due to the high resolution of tissue images, entire tissue slides are typically divided into
smaller patches and then fed into a pre-trained CLIP model [19] to generate embeddings, which helps
save computational resources during training. The downstream models can utilize these
dimensionality-reduced embeddings for tasks such as prediction, segmentation, and others. However,
for breast X-ray images, which are generally smaller in size and require consideration of the entire
image for accurate diagnosis, dividing them into patches may lead to the loss of valuable information.

In the area of breast X-ray image analysis, [11] focused on the CBIS-DDSM breast X-ray dataset,
using complete images and applying CNN for patient classification. [10] proposed case-level breast
cancer prediction by combining the patient’s craniocaudal view (CC view) and mediolateral oblique
view (MLO view) X-ray images for more accurate prediction. [12] applied multiple machine learning
models on the CBIS-DDSM dataset, providing a transparent baseline for subsequent research.

References [13] and [14] approached the diagnostic task as an anomaly detection problem, where
the data distribution of normal cases differs from that of abnormal cases. Machine learning models such
as variational autoencoders models (VAE) and diffusion models are trained to capture these differences,
enabling the identification of anomalies or the reconstruction of abnormal regions. Reference [13]
applied a diffusion model on the BRATS2020 brain tumor MRI dataset to reconstruct abnormal regions
into normal tissue, enabling precise segmentation of tumor areas and demonstrating the potential of
diffusion models in medical imaging. However, for breast X-ray images, abnormal features are often
less distinct than brain tumors and can be small in size, such as tiny calcifications. Therefore, the
effectiveness of this approach in breast cancer detection requires further investigation.

2.3. Medical applications of federated learning

In real-world clinical scenarios, the issue of data silos is significant, as medical institutions are
restricted from sharing data due to privacy regulations [20]. Additionally, data heterogeneity is
prevalent—benign cases naturally outnumber malignant cases, leading to highly imbalanced labels.
Moreover, differences in data collection and annotation protocols across institutions further
complicate the application of machine learning [21]. As a result, individual institutions often struggle
to train high-performance models due to limited and biased data availability. Federated learning offers
a solution to these challenges by enabling each medical institution to train local models on their
private data without sharing it [22]. After each training round, a central server aggregates the locally
trained models to produce a more robust global model [22]. This approach allows for effective
utilization of distributed data while preserving patient privacy and addressing issues related to data
silos and heterogeneity. Reference [23] proposed an inside and outside model personalization
federated learning (IOP-FL) framework, which enhances personalized federated learning by
distinguishing between global and local gradients; this framework achieved performance
improvements of 2.63% and 2.79%, respectively, compared to FedAvg [22].

Most existing studies artificially partition the same dataset across different clients to evaluate
federated learning performance. However, in real-world scenarios, such an approach fails to fully
capture the heterogeneity of medical data. Research on federated learning with truly heterogeneous
datasets distributed across different clients remains limited, particularly in the domain of breast
cancer detection.
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3. Methodology

This study applies various machine learning approaches, including image-level and patch-level
CNN-based classification, diffusion model-based anomaly detection, and federated learning, to
conduct breast cancer detection using real-world datasets. We used two publicly available datasets,
VinDr-Mammo [5] and CMMD [7], both annotated by multiple expert radiologists. A comprehensive
analysis was conducted using these machine learning approaches.

Additionally, due to performance constraints, the input to neural networks is often resized, which
results in a loss of fine details compared to the original images. To investigate whether the approach
of partitioning images into smaller patches, commonly used in tissue analysis, is applicable to breast
cancer detection, this study leverages pre-annotated suspicious regions from the CBIS-DDSM
dataset [6]. These regions are considered as small patches and used for classification tasks with
machine learning models. Then, to simulate a real-world scenario, we distributed the VinDr-Mammo
dataset and the CMMD dataset across separate clients and evaluated the performance of the
aggregated global model after federated training.

3.1. CNN-based classification task

3.1.1. Whole image-level classification

For image classification tasks, the most straightforward approach is to feed the entire image into a
neural network, minimizing dataset requirements. Non-end-to-end methods, however, require manual
annotation of regions of interest (ROIs), which is time-consuming, costly, and dependent on doctors’
expertise [11]. Additionally, the limited availability of annotated datasets and the high cost of
annotations make transferring models to other datasets more challenging [11].

Several CNN models are explored in this research. The vision Transformer (ViT) [24], which
incorporates an attention mechanism [25], is one of the options. ViT splits the entire image into patches,
generates features through an embedding layer, and then processes them through transformer encoder
layers with attention mechanisms, ultimately generating predictions [24]. However, as shown in [24]
and supported by our experiments, although ViT performs better on large datasets due to its complex
multi-head attention mechanism and a greater number of parameters, it lacks the inherent inductive
bias of CNNs, making it less effective on smaller datasets [24]. Therefore, ViT is not suitable for this
study. Instead, a ResNet [26] variant with residual connection mechanism, ResNet-101, is chosen as
the model is suitable for the classification task.

For each sample in the dataset, two views of the same side breast for each patient are captured,
namely the MLO view and the CC view. To maximize the use of the dataset, both views are treated as
separate samples and fed into the neural network during training. Due to its unique angle, the MLO
view provides a comprehensive view of both the breast tissue and the underlying muscle tissue, often
demonstrating a stronger correlation with the patient’s actual condition compared to the CC
views [5, 27]. Therefore, for evaluation, we combine the two views to leverage the additional
information provided by both perspectives. Let p(1)

CC and p(0)
CC represent the predicted probabilities for

class 1 (malignant) and class 0 (benign) from the craniocaudal (CC) view, respectively. Similarly, let
p(1)

MLO and p(0)
MLO represent the predicted probabilities for class 1 (malignant) and class 0 (benign) from

the mediolateral oblique (MLO) view. To combine the predictions for class 1 and class 0, we use a
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weighted average with a factor α, where 0 ≤ α ≤ 1:
For class 1 (malignant):

p(1)
final = α · p

(1)
CC + (1 − α) · p(1)

MLO

For class 0 (benign):

p(0)
final = α · p

(0)
CC + (1 − α) · p(0)

MLO

3.1.2. Patch-level classification

In the tissue classification task, an image is divided into multiple patches. The image-level label is
determined by the labels of its patches under the following condition. Let an image I be composed of
N patches, where each patch i has an individual classification label yi, where yi ∈ {0, 1} (0 for negative,
1 for positive). The image-level classification label Y is given by:

Y = max
i∈{1,2,...,N}

yi

where yi = 1 if patch i is classified as positive, and yi = 0 if patch i is classified as negative [28]. Thus,
the image is classified as positive (Y = 1) if at least one patch is positive; otherwise, it is classified as
negative (Y = 0) [28].

To explore the feasibility of this approach for breast X-ray images, we applied CNNs at the patch
level to examine whether the model could distinguish between benign and malignant tissue without
access to global contextual information. To achieve this, we utilized the CBIS-DDSM dataset [6],
which includes expert-annotated ROI regions for each case. Each ROI is labeled with pathology
(benign or malignant) and abnormality type (calcification or mass).

3.2. Diffusion model-based anomaly detection task

Diffusion models have shown strong performance in brain tumor MRI tasks [13]. Since diffusion
models inherently model data distributions, they learn the distribution of normal samples and can
generate normal samples from random noise. This suggests their potential for transforming unseen
abnormal samples into normal ones, enabling anomaly detection by comparing differences. However,
as generative models, their reliability and stability in medical applications remain a concern [29].

In this research, the denoising diffusion probabilistic model (DDPM) proposed by [30] is applied
to the breast cancer detection domain, and its performance is evaluated. The diffusion process in this
study follows the DDPM formulation, where Gaussian noise is progressively added to the sample using
the forward process:

q(xt|xt−1) = N(xt;
√
αtxt−1, (1 − αt)I) (3.1)

where t is a hyperparameter chosen from the range [0,T ], controlling the noise level. xt is the image at
time step t, obtained by progressively adding noise to the original image over t steps. The model learns
to denoise by estimating the noise at a given timestep t, following the reverse process:

pθ(xt−1|xt) = N(xt−1; µθ(xt, t),Σθ(xt, t)) (3.2)
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where θ represents the parameters of the noise prediction model (U-Net). The U-Net takes the noisy
image xt and the current time step t as input, and generates a predicted noise ϵθ(xt, t) [30]. The goal is
for the model to predict the noise such that subtracting it from the noisy image xt results in a cleaner
image. The diffusion loss is computed as defined in DDPM:

L(θ) = Et,x0,ϵ

[
∥ϵ − ϵθ(

√
ᾱtx0 +

√
1 − ᾱtϵ, t)∥2

]
. (3.3)

This loss function compares the predicted noise ϵθ with the actual noise ϵ that was added during the
forward process.

In the evaluation phase, a hyperparameter N is set to control the number of noise steps added to the
test samples. This helps transform the potential malignant case distribution into a neutral distribution.
The model, trained on benign cases, then uses the reverse process to restore the image regions. The
complete process can be seen in Figure 1.

Figure 1. Overview of the diffusion process for anomaly detection in breast cancer imaging.

3.3. Federated learning for breast cancer detection

Finally, this research examines the use of federated learning to train models on data collected from
multiple institutions. The study incorporates two datasets, VinDr-Mammo and CMMD, each assigned
to a separate client. Each client only trains a local model using its respective dataset. The specific FL
process is outlined in Algorithm 1.

Big Data and Information Analytics Volume 9, 385–399.



391

Algorithm 1 Federated learning for breast cancer detection
Require: Initial global model θ0, number of communication rounds T
Require: Clients A and B with datasets DA and DB

1: for each round t = 1, 2, . . . ,T do
2: for each client i ∈ {A, B} do
3: Sample dataset Di from client i
4: Train local model θ(t)i by solving:

θ(t)i = arg min
θi

(
Li(θi) +

µ

2
∥θi − θt−1∥

2
)

5: Send local model update θ(t)i to the server
6: end for
7: Aggregate local updates at the server:

θt = Agg(θ(t)A , θ
(t)
B )

8: Update global model θt ← θt
9: end for

At the beginning of the FL process, a global model is initialized and distributed to clients as the
local model for round 0. As discussed in Section 3.1.1, we also selected ResNet-101 as the model
used by each client. During each communication round in the FL process, the server aggregates the
local models from the clients according to the aggregation algorithm and sends the updated model
back to all clients for the next round of training. Additionally, the VinDr-Mammo and CMMD
datasets exhibit differences in label distributions, which is to be explained in Section 4.1. To address
the imbalance in data distribution, FedProx [31] is used to optimize the training process. FedProx
incorporates a proximal term into each client’s local updates to mitigate the impact of data
distribution discrepancies [31].

4. Experiments, results, and discussion

4.1. Dataset

4.1.1. VinDr-Mammo dataset

The VinDr-Mammo dataset is a publicly available large-scale dataset from Vietnam, which
comprises X-ray images of both side breasts (MLO and CC views) of 5000 patients, totaling 10,000
samples [5]. Three radiologists evaluated each image to determine the level of BI-RADS, which
ranges from 1 to 5 [5]. While the dataset is relatively large compared to others, it still suffers from an
imbalanced label distribution. The label distribution is shown in Figure 2. It can be seen that limited
amount malignant samples are available in the dataset.

For different tasks, we used varying data selection strategies. For the classification task, since the
CMMD dataset only includes benign and malignant labels, we aligned the training labels with the
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Figure 2. The data distribution of VinDr-Mammo dataset.

CMMD dataset. Specifically, BI-RADS 2 was selected as benign, and BI-RADS 4 and 5 were selected
as malignant. BI-RADS 3 was typically excluded in the classification task, as it is often considered
unreliable, based on the guidelines provided by the VinDr-Mammo dataset [5]. Therefore, for the
classification task using the VinDr-Mammo dataset, there are 494 positive samples and 2338 negative
samples. For the anomaly detection task, the model is only trained using normal samples as input,
resulting in 5362 training samples (BI-RADS 1 only) and 494 abnormal test samples (BI-RADS 4 and
BI-RADS 5).

To prevent precision loss, the raw data of VinDr-Mammo dataset, which has a 16-bit depth, is loaded
with the same 16-bit depth. Additionally, each image is processed using computer graphics techniques
to crop the blank areas outside the tissue regions.

4.1.2. CMMD dataset

The Chinese Mammography Database (CMMD) is collected from the Sun Yat-sen University
Cancer Center in Guangzhou and the Nanhai Affiliated Hospital of Southern Medical University in
Foshan [7]. For each subject, CC view and MLO view images were obtained and stored in 8-bit
format [7]. The dataset includes 556 benign cases and 1316 malignant cases. Before fed into training,
each image undergoes computer graphics algorithms to remove blank areas.

4.1.3. CBIS-DDSM dataset

The CBIS-DDSM dataset, which includes accurate region-of-interest (ROI) annotations by
professional radiologists, is utilized in this study to analyze the feasibility of patch-level classification
for breast cancer detection. In addition to labeling patients with suspicious anomaly as benign or
malignant, the CBIS-DDSM dataset also provides annotations for abnormal region subtypes (see
Table 1). This allows patch-level classification to be conducted from multiple perspectives.
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Table 1. Data distribution of the CBIS-DDSM dataset.

Benign Malignant Total
Calcification 1199 673 1872
Mass 912 784 1696
Total 2111 1457 3568

Table 2. Comparison of performance between different methods and datasets.

Method Dataset Acc Macro-F1 AUC
Kim et al. (2018) CBIS – – 0.64 ± 0.00
ES-Attside VinDr – – 0.83 ± 0.00
ResNet-101 VinDr 0.81 ± 0.03 0.65 ± 0.02 0.75 ± 0.03
ResNet-101 CMMD 0.68 ± 0.02 0.63 ± 0.01 0.77 ± 0.02
ResNet-101 VinDr+CMMD 0.79 ± 0.02 0.79 ± 0.01 0.85 ± 0.02
FL Approach VinDr+CMMD 0.78 ± 0.02 0.77 ± 0.01 0.82 ± 0.02

4.2. CNN-based classification task

4.2.1. Whole image-level classification results

In the experiment, we evaluated the performance of neural networks on two datasets locally, as
shown in Table 2. We then selected existing works in the field of breast cancer classification,
namely [10] and [32], for comparison. Most of the current work primarily focuses on the AUC metric,
and therefore, only the AUC values are shown. From the first two ResNet-101 records in the table, it
can be observed that although CNN achieves high accuracy on certain datasets, due to the imbalance
in the dataset, the neural network struggles to differentiate the minority class effectively, as seen from
the F1 score and AUC. The experimental results indicate that, under conditions of data imbalance,
models trained by a single medical institution using only local private data may perform poorly.
However, in a federated learning scenario, despite challenges such as data heterogeneity and
non-IID [33] issues, the availability of a global model for training guidance has the potential to
alleviate the data silo problem. The result of the FL approach will be illustated in Section 4.4.

4.2.2. Patch-level classification results

In the study of patch-level classification tasks on the CBIS-DDSM dataset, significant variations
in model performance were observed depending on the task, as shown in Table 3. In the benign
vs. malignant classification task, challenges arise due to the absence of global image context. When
determining the patient’s condition solely based on suspicious regions, the model may struggle. For
instance, in cases of patients with high breast density, such as obese individuals, suspicious regions
tend to exhibit similarly high density. This can lead the model to erroneously classify the patient as
malignant based on the large density of the patch. This highlights certain limitations of using breast
X-rays for breast cancer screening.

We also conducted a study on tissue subtype classification, where the model achieved an AUC of
0.92, which is much higher than that of the previous task. This suggests that one potential direction
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for future research is to use a patch-level classifier to first distinguish tissue subtypes and then perform
further classification tasks downstream. For example, when the patch-level classifier identifies regions
with clear calcifications, which are relatively easier to be classified, a more confident classifier could be
applied. For regions with masses, a downstream classifier with higher redundancy could be utilized to
achieve a lower false negative rate as dense tissues such as adipose may obstruct the X-ray [1], leading
to missed diagnoses.

Table 3. Performance of different classification tasks at the patch level.

Task Acc F1 AUC
Benign vs malignant 0.65 ± 0.03 0.60 ± 0.02 0.71 ± 0.01
Calcification vs mass 0.83 ± 0.01 0.83 ± 0.01 0.92 ± 0.01

4.3. Diffusion model results

The diffusion model has shown good performance in other medical imaging domains. However, its
performance in breast cancer anomaly detection tasks is not ideal. We present both quantitative and
qualitative analyses to illustrate the experimental results. In the qualitative analysis, we selected test
data to reconstruct the abnormal regions and visualized the reconstruction results using a difference
heatmap. Ideally, the reconstructed abnormal regions should show significant differences compared to
the original image. However, the experimental results did not reveal clear differences, with only some
subtle variations observed at the contours of the abnormal regions, which can be seen in Figure 3.
When using the reconstruction difference as a feature for classification, the model achieved only a
0.55 F1 score, which is significantly lower than the baseline performance. A possible reason for this
is that while being capable of generating high-quality synthetic breast X-ray samples from random
noise, the U-Net model used for noise prediction is not sufficient to capture the differences between
the abnormal and normal distributions. Additionally, the task of reconstructing regional details is
inherently challenging. A more feasible approach could be to focus on reconstructing the mask of the
abnormal regions [13].

4.4. Federated learning approach

As shown in Table 2, we evaluate the performance of the FL approach by distributing different data
sets between different clients for federated learning. The results indicate that even when data
distribution is imbalanced within a single client, the aggregated global model performs well in breast
cancer classification tasks. In particular, our FL model delivers results that closely parallel the
performance of the centralized ResNet-101 model trained on the combination of the two datasets.
This suggests that FL can effectively mitigate the challenges of data non-sharing across institutions in
medical image recognition.

However, despite efforts to simulate inter-institutional heterogeneity, the study has limitations,
primarily due to the small number of available datasets, which constrains baseline model
performance. As shown in Figure 4, after a certain number of training epochs, the model’s
performance begins to degrade while the training loss continues to decrease, indicating severe
overfitting due to the limited dataset size. This highlights the critical need for larger and more diverse
datasets in medical image analysis.
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Figure 3. Examples of qualitative results from the diffusion model.

5. Conclusions

This study applies multiple machine learning approaches for breast cancer detection using multiple
medical image datasets. Our experiments demonstrated that FL can improve detection performance
while addressing data privacy concerns and non-IID distributions across institutions. By aggregating
local models from different clients, FL enabled the creation of a global model that achieved higher
performance. Nonetheless, several challenges remain in breast cancer detection. Since X-rays serve
primarily as an early screening tool, suspicious tissues often lack clear signs of abnormality.
Additionally, crucial diagnostic factors, such as patient age, are considered private information and
are unavailable in research datasets, further impacting model performance. Despite these limitations,
FL has shown significant promise in breast X-ray imaging. Given that breast X-rays are a
cost-effective and widely accessible screening method [4], vast amounts of potential data exist across
medical institutions. FL offers a promising solution to harness this distributed data, facilitating the
development of more accurate and efficient diagnostic models for breast cancer detection.
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Figure 4. Overfitting problem is observed through training process.
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