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Abstract: Microgrids have gathered a significant amount of attention within the past decade and 
becoming an essential asset in the energy industry. The ability to integrate sustainable energy 
generation methods into the distribution network is one of the main reasons for microgrids popularity. 
A wide variety of Distributed Generation (DG) including wind and other micro-turbine generation, 
photovoltaic generation along with energy storage, makes the microgrid viable in both 
grid-connected and islanded modes while reducing the power losses. There are various technical 
challenges to be tackled in order to harvest the full potential of microgrids, and protection is one of 
them. Various solutions were introduced, driven by the development of protection techniques. One of 
the most promising approaches for microgrid protection is adaptive protection. This paper contains a 
systematic review on adaptive protection of microgrids, including a wide range of applicability 
variants, their strengths, and drawbacks. It also explores the state-of-the-art researches that utilize 
computational intelligence to achieve adaptive protection. These solutions are currently at the verge 
of totally redefining protection solutions with a more flexible and reliable system that will be applied 
globally.  

Keywords: microgrid protection; adaptive protection; protection schemes; Distributed Generation; 
power system protection 

 

1. Introduction  

The increase of the world electricity demand calls for the increased generation, but with the 
limitations faced by grid utility provider and the liberalized market for energy generation allowed the 
growth of the phenomena called Distributed Generation [1,2]. The concept Microgrid; which 
occurred concurrently with DG, introduced a new set of benefits which were not possible with the 
existing radial power system.  



558 

AIMS Energy  Volume 7, Issue 5, 557–578. 

DGs installed near the load centers reduced the line losses and increased the reliability along 
with the power quality. These newly introduced DGs were mainly run on carbon-based fuel. Rising 
awareness of global warming and depleting natural resources made engineers rethink on adding more 
and more carbon-based distributed generation. Renewable energy distributed generation became the 
perfect candidate to become an alternative to the combustion DGs. Choice of location was the main 
advantage as it allowed the generators placed in most ideal areas where the renewable energy harvest 
is at maximum (e.g., Maximum solar irradiance, maximum wind speed). Sustainable energy 
generation became widely applied with technological development in the wind, solar, biomass, and 
fuel cell energy generation. A mix of renewable and fuel-based DG was often used to achieve the 
required generation within acceptable economic effectiveness [3,4]. Especially with the rapid 
development of photovoltaic film technologies and being economically viable through both short-run 
and medium-run [5], solar energy generation reached nearly 55% of newly installed capacity in 2017 [6]. 
Wind energy is the most favored micro-turbine Distributed Energy Resource (DER), which accounts 
for 5.6% of Global Electricity Production [6]. Although not all the DG with micro-turbine are 
sustainable as some run on natural gas or liquid fuel but provides much cleaner combustion 
comparatively with their heavy-capacity counterparts. Exploiting the waste heat from electricity 
generation was also made easier by the microgrids. Combined Heat and Power (CHP) systems were 
in a position to contribute at a domestic level by reducing the overall fuel usage, carbon emission, 
and increasing the efficiency of primary energy conversion. The limitations in long-distance heat 
transfer made CHP systems more valuable to applications like local space heating and hot water 
systems [7]. Sample structure of a microgrid system is illustrated in Figure 1. 

Distributed Storage (DS) is also a key element in microgrid networks, which are usually 
included when the DG capacity is unable to handle the total load power requirement. In fact, 
integration of DS allows DG to operate at a steady level where the energy required for the load 
fluctuations are provided from the storage. The effects due to the intermittency of renewable DGs 
could be mitigated by using DS techniques. Furthermore, they damp the peak demand surges, 
improves the fault ride-through capability, and decreases the energy wastage. Batteries, 
Supercapacitors/Ultracapacitors, and flywheel systems are some DS mainly used with microgrids. 
Batteries store DC power as chemical energy and should be interfaced with power electronic systems, 
even in a DC bus for bi-directional power flow. Supercapacitors have high power density while the 
flywheel systems have faster response during interruptions [8]. 

Fuel cell technology is a more recent development in DG. Unlike the typical battery storages 
where the capacity limits the energy, fuel cells can generate energy as long as the fuel is supplied. 
Hydrogen-rich fuels such as biogas or natural gas encounter an electrochemical process to produce 
electricity, heat, and water. Due to the nature of the output, they are usually combined with CHP 
systems. Various researches [9] found that fuel cells have lower Greenhouse gas emission compared 
to combustion-based distributed generation. Table 1 categorizes the merits and drawbacks of 
microgrid systems. 
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Figure 1. Sample Microgrid Structure with typical DG options. 

Table 1. Characteristics of microgrids. 

Advantages Disadvantages 

Benefits the environment through the lack of greenhouse 

gas emission through low/zero-emission generation 

technologies 

Separate control schemes are required to operate within 

both technical and economical limits 

Through Islanding, microgrids can operate even during 

utility failures increasing the reliability levels 

Use of battery-based energy storage systems can be 

expensive in both initiation and maintenance 

Can contribute to peak shaving of the grid network by 

distributed generation during peak hours 
Intermittent nature of the renewable energy sources 

Used to electrify remote areas which have difficulties in 

connecting with the primary grid 
Protection Challenges due to the distributed generation 

An ideal solution for the CHP requirements of customers by 

increased overall energy efficiency 

 

The economic advantage of generating own electricity for 

a lower cost than from the main utility and even by 

exporting the energy back to the grid 

 

2. Problems due to DG penetration in microgrids 

2.1. Voltage, frequency, and power flow control  

Voltage and frequency control is a common problem occurring due to the imbalance of 
electricity generation and consumption. Voltage and frequency variation problem arises due to the 
mismatch between generation and consumption of both active and reactive power values. Especially 
in the islanded mode, DGs must participate in active frequency controlling. Inverter interfaced micro 
sources do not occupy the frequency controlling ability where they are designed to output a constant 
power when the energy source is available [10]. This lack of inertia can cause fast frequency 
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variations, and even small frequency change can snowball into a more significant problem. Droop 
control is a popular solution for frequency and voltage control (see Figure 2) but may not be the ideal 
solution in islanded microgrids, which will require further modifications [11]. Sophisticated power 
flow analysis methods like Newton trust region method [12] or communication-based approaches 
such as Multi-Agent Systems (MAS) [13] can be used to overcome power flow problems in islanded 
mode. 

 

Figure 2. Droop characteristics of DGs. 

2.2.  Islanding and topology changes 

Two main sets of control methods can be identified as for grid-connected and islanded modes in 
microgrid operation. In fact, two types of set values and algorithms are vital for all microgrid control 
and protection tasks, while the detection of islanding should also be integrated into the microgrid 
control system. However, topological changes such as connection/disconnection of DG or loads, 
have made microgrid operation more complicated. These topological changes can also be the result 
of energy storage status and network reconfiguration due to faults or maintenance. Extensive 
communication infrastructure combined with mathematical algorithms is usually required to cope 
with these reconfigurations [14]. 

2.3. Stability 

Power system stability, as identified by CIGRE and IEEE Task Forces, can be categorized into 
three areas [15]. Rotor angle stability, voltage stability, and frequency stability are these significant 
classes of system stability. But unlike traditional power systems, microgrids have less synchronous 
generation, and more Inverter interfaced Generation. The existence of different operating modes also 
contributes to the stability issues that arise in microgrids. Therefore, microgrid stability problems are 
mainly classified as Grid-connected issues and Islanded issues. In each of these modes, the stability 
issues are further segmented into two areas, namely small disturbance stability and transient stability [16]. 
Microgrid small-signal modeling and comprehensive control methods are required to overcome 
small disturbance stability issues. Unlike the traditional power systems, microgrids have less inertia 
prominently due to the lack of rotating mass where the majority of microgrid DGs are PE interfaced. 
Existence of PE interfaced DG mainly creates problems in maintaining system frequency during 
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transient periods. Since most of the DGs in microgrids are renewable, power oscillations could occur 
frequently and should be balanced out to create stability. Intermittency of these Renewable DGs and 
the variations in loads can create significant power imbalances and therefore energy storage methods 
are vital in islanded microgrid operation. 

2.4. Harmonics 

Excessive use of power electronic inverters and converters, which is common in modern 
microgrids, can contribute to the increase of harmonic currents. The concepts of DC microgrids and 
AC/DC hybrid networks further increases the harmonic losses. As per the IEC 61000-3 standards, 
each source should contribute below the permissible limit of the Voltage Total Harmonic Distortion [17]. 
Otherwise harmonic compensation methods such as filters should be used. To further mitigate the 
harmonic current injection by microgrid inverters, harmonic compensation algorithms can be 
implemented [18]. 

2.5. Communication 

Modern microgrids can have centralized, decentralized, or hierarchical network topologies 
where all three requires a robust communication network. Different types of microgrid messages 
occupy this communication channel, including protection information, control information, and 
monitoring information. The communication architecture should allow Real-time operation with 
minimum latency and sufficient bandwidth, reliability with the capability to handle a large number of 
nodes or agents and have higher security with less vulnerability to cyber-attacks [19]. 

2.6. Protection 

Unlike the conventional power systems which have a unidirectional power flow, DG integrated 
microgrids have bi-directional power flow characteristics. Power flow variation creates a whole new 
problem series with relation to the fault current path concerning the location of the fault. 
Reconfiguration of the network topology and the states of islanded and grid-connected, further 
increases the complexity of the protection problem [20]. Fault protection methods must incorporate 
more than one approach to coping with the issues arising in microgrid networks protection problems 
are more systematically discussed in the next section. 

2.7. Economic and environmental aspects 

Microgrids were initially popularized mainly due to their environmental and economic benefits 
with the addition of renewables. Thus, there is a pressure to live up to its reputation of being 
economical while creating them technologically feasible. Therefore, when presenting solutions to 
technical problems, they should also be acceptable in an environmental and commercial aspect [21]. 
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3. Problems regarding protection 

3.1. Short circuit capacity 

There are two critical levels in the variation of fault current as of the microgrid status changes 
between grid-connected and islanded modes. During the islanded stage, short circuit capacity for the 
network is low, as the DGs have a much smaller capacity than the generation available in the utility 
grid. Due to this significant reduction of fault current [22], if the relay threshold values are selected 
according to the grid-connected mode, it will not be satisfactory for a fault occurred in the islanded 
mode. The short circuit current should be increased in this context to match with the settings, or the 
settings should be adjusted according to the topology. Both of these solutions have been attempted, 
and the second option is the main focus of this paper. The most common method of increasing the 
fault current is by adding a fault current source to the network [23]. 

3.2. Bidirectional power flows 

Conventional distribution systems are radial with unidirectional power flow. Flow direction is 
from single or multiple sources at one end to the load at the opposite end. With the DG penetration of 
microgrids, this one-directional flow could change its direction according to the status of local 
generation and local consumption [24]. Because of this reverse power flow, magnitude, and direction 
of the fault current may change. This makes conventional protection coordination invalid, and the 
necessity for a directional protection element arises. 

3.3. Unnecessary tripping 

Unnecessary tripping is also identified as selectivity issues or sympathetic tripping. When a 
fault occurs in a feeder powered by multiple sources; both utility and DG, each can contribute to the 
fault current. The problem occurs when a healthy portion of the system or a DG is disconnected due 
to the fault, instead of isolating the faulty feeder [25]. Unnecessary trippings constitute a significant 
threat to the reliability of the network. Example of this phenomena is illustrated in Figure 3 as relay 
R1 trips for a fault in the relay R2’s protection zone. 

 

Figure 3. Unnecessary tripping of relay R1. 
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3.4. Under-Reach and Over-Reach 

Under-Reach, also known as blinding of protection, occurs from the grid fault current reduction 
due to the addition of DGs. As the fault current contribution decreases with the addition of DGs 
according to Figure 4a, the grid fault current may not be sufficient to trip the breaker associated with 
relay R3.  

Overreach occurs with a fault occurring downstream of the DG connected bus, during the 
grid-connected operation. As per the scenario in Figure 4b, Relay R2 will operate for the fault 
beyond its zone due to the increased fault current when compared with a non-DG scenario. 

 

Figure 4. (a) The underreach of relay R3, (b) The overreach of relay R2. 

3.5. Loss of mains 

Loss of Mains (LOM) or Loss of Grid (LOG) scenario can be identified as losing the power 
from the parent grid. This can either be a disconnection from PCC or a higher level. If it is from PCC, 
the microgrid becomes islanded and creates problems when DG cannot provide enough capacity to 
feed the local loads. Frequency stability and voltage dips can occur from the LOM [26]. In the other 
type of disconnection where a part of unenergized utility is connected with the DG fed microgrid, 
actions should be taken to either disconnect the DGs or switch to an islanded mode to prevent power 
from been fed back into the utility. A fast and reliable LOM detection method should be employed in 
order to cope with these scenarios effectively [27]. 

3.6. Integration of various DG 

Integration of a DG to a microgrid could increase the short circuit level associated with all of 
the network buses. The level of this increment will depend on the location, size, and type of the 
interconnecting DG [28]. Furthermore, the type of these DGs also contributes to this variation in a 
much diverse context. Synchronous DGs can contribute up to 5 times its rated current while PE 
interfaced DGs can only contribute up to 1.5 to 2 times to the short circuit capacity of the network [29]. 
Moreover, this value of short circuit current is pre-defined in the inverter control system [30]; 
therefore, different types of PE interfaces have different short circuit levels. Induction generator 
based DGs also fall behind when providing short circuit current when compared to synchronous type 
DGs [31]. Different types of renewable DG source addition could further increase the complexity of 
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varying short circuit level. Two types of most commonly used wind energy generation techniques, 
synchronous generator (SG) and doubly-fed induction generators (DFIG) has different symmetrical 
short circuit (SSC) characteristics with SG having about twice the value of DFIG for maximum short 
circuit capacity [32]. 

4. Various solutions for the protection issues 

4.1. Adaptive protection 

Adaptive protection, as it says in the name, is an online protection system that changes the fault 
response according to the system’s state. There are numerous techniques of applying the adaptive 
protection to a microgrid system, but the simplest and the classic approach is to have two sets of 
relay-set-values each for islanded and grid-connected modes. Relay settings would be updated with 
the change of microgrid status and usually includes the shifting of relay characteristic curve to cope 
with the change of fault current [33]. There are several other variants of adaptive protection schemes 
which are discussed further in the rest of the review. 

 

Figure 5. Simple adaptive protection scheme. 

Adaptive protection is one of the less complicated approaches with reasonable implementation 
cost, which makes it a favorable solution. Adaptive protection method requires to have prior 
knowledge on microgrid configurations in order to perform power flow and short circuit calculations 
to identify the ideal relay settings for each possible setup. It may also depend on a communication 
method in order to update the settings at each network reconfiguration. Implementing an adaptive 
protection scheme can require some upgrade in protection infrastructures such as 
microprocessor-based relays, communication channels and software programs for appropriate 
control. 

4.2. Differential protection 

Differential protection is mainly used in the islanded mode, where the fault current is lower and 
difficult to detect using conventional methods. The differential method cannot be used as a complete 
protection solution. It is more suited to detect downstream earth faults while some other techniques 
should be adopted to identify further faults like upstream ground faults, Line-to-Line (L-L) faults, 
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and symmetrical faults [34]. This method also employs communication links for the differential 
operation. 

 

Figure 6. Differential protection scheme. 

4.3. Voltage-based protection 

Voltage-based protection utilizes the voltage measurements to initiate protection measures to 
various faults. Al-Nasseri et al. [35] have developed a voltage-based protection method applicable to 
both internal and external faults. They perform abc-dq transformations on voltage waveform to 
identify the short circuit fault type and location. A further developed scheme of voltage-based 
protection by using digital data acquisition was presented by Wang et al. [36]. They have only tested 
the system for a laboratory-scale system. This method mainly eliminates the complications caused by 
different short circuit levels in microgrids but can create maloperation in any voltage disturbances.  

This method depends heavily on the network configuration, and may not be viable with 
reconfiguring networks. It also falls short when detecting high impedance faults. When the microgrid 
network becomes more extensive, calculating the park transformation becomes complex and can 
increase the fault detection time if enough processing power is not available. 

4.4. Current-Based protection 

The classic overcurrent protection should be modified to match with the existence of DG and 
varying fault levels for it to be applicable in the microgrids. It is usually integrated with a directional 
feature. Zamani et al. [37] have developed a digital relay design that is functional in both islanded 
and grid-connected modes. Lotfi-fard et al. [38] have presented a protection scheme based on 
symmetrical current components. An algorithm has been implemented to identify faulty conditions 
based on zero, positive, and negative components of the current in this context. Furthermore, the 
identifying of non-faulty transients such as induction motor starting or transformer energizing to 
prevent maloperation of the relays has also been included in this research. 

The main drawback of this approach is the requirement for infrastructure upgrade, including 
communication channels. In case of a communication failure, adequate backup protection must be 
included in order to satisfy the safe operation. 

4.5. Impedance-Based protection 

Impedance-based fault location techniques have been applied to identify the fault location of 
radial systems without DG presence. In recent years, this method was modified to include microgrid 
scenarios with DG penetration by different studies, including the works of Nunes and Bretas [39]. A 
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communication assisted impedance-based protection method is presented by Elkhatib et al. [40]. 
Relays are equipped with impedance element and directional element to identify the occurrence and 
direction of the fault. According to the implemented pilot protection logic, the relays relevant to the 
fault will receive a permissive signal while others will get a blocking signal. 

 

Figure 7. Impedance based protection scheme. 

4.6. Distance protection 

Distance protection is usually applied for the protection of transmission lines and it measures 
the voltage and current at the relay point to calculate the impedance and utilizes to detect faults in its 
defined protection zone. The works of Dewadasa et al. [41] present a distance protection method 
based on mho characteristics. However, it reports about the unnecessary operation concerning the 
coordination rules and requires further modifications with a directional feature.  

Communication between relays is not required in the distance protection which is a main 
advantage of the method. This method may have some inaccuracies when considering the current 
harmonics and transients. The resistance of the fault and shorter distribution lines could create errors 
in the measured admittance. 

4.7. Differential energy-based 

This method is based on Stockwell transform (S-transform) which is a time-frequency transform 
technique used to perform a differential energy-based analysis. Kar et al. [42] used data from both 
ends of the faulty feeder and subject it to the S-transform to obtain the differential energy. This 
differential energy is used to identify fault patterns of the microgrid by comparing with pre-identified 
patterns for different fault scenarios. The trip signal is issued according to the threshold level and the 
simulation results of the above study show that healthy and faulty occasions are easily 
distinguishable. The main drawback of this type of protection is that it requires more data (frequency, 
time) to formulate differential energy contours and to make a decision. Gururani et al. [43] used 
Hilbert-Huang transform instead of the s-transform to get the differential energy and found that it has 
better performance in varying conditions due to instantaneous extraction. 

4.8. Multiagent protection 

Multiagent systems operate using distributed agents which could be either software or hardware, 
also known as Intelligent Electronic Devices (IED), working collectively to achieve protection of the 
microgrid. This is a more decentralized approach with different layers in the system. Cintuglu et al. [44] 
proposed a multi-agent-based protection system developed for overcurrent and frequency problems. 
It utilizes the IEC 61850 GOOSE communication protocol and makes use of an adaptive technique 
to overcome frequency and overcurrent selectivity problems. The main issue with the multi-agent 
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system is when the number of agents increase, the complexity and the cost of communication 
protocol also increases. 

 

Figure 8. Differential energy protection scheme. 

4.9. Wide area protection 

Wide area protection schemes employ supervisory control and data acquisition (SCADA) and 
Intelligent Electronic Devices (IED) to collect measured values in a wider area and perform 
protective actions based on the data. As reviewed by Luo et al. [45], wide-area protection technology 
is being evolved with the integration of other protection schemes such as adaptive and multi-agent. 
Wide area protection method requires a backup protection method in case of a communication 
failure. 

 

Figure 9. Multiagent protection scheme. 

As presented above, it is clear that none of the methods qualify to provide overall protection for 
a given network (see Table 2). It is common to use a combined approach in designing microgrid 
protection methods in order to achieve better performance. Adaptive protection is a favorable choice 
to use in combination with other methods to provide better protection performance.  
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Table 2. Characteristics of different protection schemes. 

Protection Scheme Method Features 

Adaptive Relay setting changes according to 

network state 
Online system 

Requires network upgrades 

Prior knowledge on configurations 

Communication requirement 

Fault calculations for relay settings 

Differential Comparison of input and output 

current of a zone 

Immune to the current flow direction and magnitude 

variations 

Problems due to unbalances and transients 

Depends on the communication channel 

Current-based Current symmetrical component Problems with unsymmetrical loads due to 

single-phase DGs 

Depends on the communication 

Voltage-based Voltage measurements a b c to d-q 

transformation 

HIF cannot be detected 

Poor accuracy in grid-connected and varying 

networks 

Voltage drops can create errors 

Impedance-based (incl. 

distance protection) 

 

Measured impedance with threshold 

values 

Accuracy affected by harmonics and transients 

Errors due to fault impedance 

Not effective with short-range lines 

Differential energy Time-frequency transformation with 

threshold 

Applicable to most fault types 

Long computational durations 

Pre-calculated threshold values 

Multi-agent protection 

 

Hardware and software agents at 

critical points 
Become expensive and complex with larger systems

Wide-area protection IED with fault zone matrix Not validated for comprehensive systems 

5. Different methodologies of adaptive protection 

5.1. The concept of adaptive protection 

The concepts of adaptive protection were among the electrical researchers focus from as early 
as the 1960s. Digital relaying concepts were also developed in this era [46], which enabled the 
conceptualization of adaptive protection. The adaptation of relay settings according to the system 
conditions, was initially proposed by Tomas Liacco [47] in 1967. As this was before the introduction 
of microgrids, the purpose of the early version of adaptive protection was mainly to improve the 
essential protection characteristics: sensitivity, selectivity, and speed. Adaptive protection schemes 
evolved through the years, and by 1989, it was proposed for transmission protection [48]. From there 
on the concept of adaptive protection has evolved and utilized in different methodologies and 
combined with other protection schemes. 



569 

AIMS Energy  Volume 7, Issue 5, 557–578. 

5.2. Adapting by changing the network 

Nikkhajoei et al. [49] have presented a method that includes intentional islanding. They are 
willing to apply the same protection strategy to both grid-connected and islanded operation. They 
included a static switch at the Point of Common Coupling (PCC) which opens on detection of a fault 
and enable fault clearing techniques. In this way, they will not have high fault currents. This method 
is not feasible in modern microgrids as the DG will not always provide the load requirement.  

Fault Current Limiters (FCL) are employed in fault protection of microgrids due to their 
dynamic impedance characteristics. Najy et al. [50] have formulated an optimization problem for the 
optimum value for the FCL for both grid-connected and islanded modes so that the relay settings can 
stay the same. Optimal OCR settings were found and tested for both radial and meshed systems and 
obtained satisfactory results. The major shortcoming of this scheme is that they mainly focused on 
Conventional Synchronous Generator (CSG) type DGs. As mentioned in section 3.6, Synchronous 
type DGs have the highest fault current contribution when compared with PE interfaced DG and 
Induction type DGs. This method needs a problem reformulation to be applicable with PE interfaced 
DGs and microgrids including energy storage. 

Lu et al. [51] focus on using FCL with Inverter dominant microgrids with a method called 
Virtual-impedance-based fault current limiter. The proposed system is to implement the FCL 
capabilities inside the inverter control loop rather than using additional hardware. The proposed 
method is validated only in Software and Hardware-in-loop simulations. Specially designed DG 
interfaced with controllable inverters will be required to implement this method in a practical 
network.  

There have been studies on increasing the fault current as well. Van Overbeeke [52] used a Fault 
Current Source (FCS) to inject additional fault current in the islanded operation to match with the 
grid-connected operation. The researcher suggests flywheel, battery, or super-capacitor as the FCS. 
These types of energy storage methods require significant capital investment and may not provide 
the fastest fault clearing if they fail to match grid-connected short circuit levels. 

5.3. Developments of adapting the protection settings 

Brahma and Girgis [53] take a zoned approach to face protection problems. They focus their 
method on a microgrid with high DG penetration for each zone to have a balance between generation 
and load. Each area should have a frequency controlling generator and circuit breakers with remote 
operating capabilities at the interconnections of zones. It requires synchronized current 
measurements at each DG and utility and the direction of current flow between zones. This method 
also performs off-line power flow and short-circuit analysis for all possible scenarios and 
recalculated after each reconfiguration. This method further integrates auto reclosing to segregate 
temporary faults, and the simulation results prove its accuracy increases with more DG integration. 
However, drawbacks of this system are not feasible on low DG microgrids, dependability on 
communication channels and the expenses of phasor measurement units. It also assumes zero fault 
impedance and may provide maloperation with a fault having a resistance. 

In 2009 Oudalov et al. [54] proposed an adaptive protection scheme with digital relays to check 
and update its parameters through advanced communication infrastructure. They have performed an 
off-line short circuit analysis including DERs status and recorded it in an event table with the 
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pre-calculated relay settings for each status. Whenever a fault is triggered, the controller takes 
real-time values and estimates the corresponding status on the event table and uploads the relevant 
settings to the on-field devices. Furthermore, they have included a ‘follow-me’ type hardware 
interlock function to improve the selectivity of the system. In contrast, the major drawbacks of this 
method include directional numerical overcurrent relays, and due to the use of a look-up table, the 
entire microgrid configuration should be known beforehand. Also, whenever a different topology or 
deployment has been made, the whole calculations, including short-circuit and relay parameters, 
should be repeated. 

An adaptive protection method based on the system impedance is developed by Han et al. [55] 
in 2010. System impedance is calculated using measured voltage and current fault component, which 
is obtained from the Fourier filter algorithm. Through the impedance comparison, relevant relay 
settings are updated. It also identifies an applicability issue where the non-fault component extraction 
is limited up to two cycles within the occurrence of the fault. Therefore, it is only suitable in quick 
fault clearance and not suitable as a backup protection method. 

In 2011, Dang et al. [56] have presented an adaptive protection method with selectivity and 
reliability improvements. Protection Devices (PDs) perform mode discrimination through comparing 
zero sequence impedance angle, and voltage dq0 transformation is used to identify the fault in the 
islanded mode while the traditional method of overcurrent protection is kept at the grid connection 
mode. Further protection coordination is performed by detecting the zero-sequence current flowing 
through each PD. They have not performed a simulation as only the demonstrated the strategy. 

Same year Ustun et al. [57] utilized a Central Protection Unit (CPU) with an intensive 
communication system to identify the microgrid connection/disconnection (with utility) and DGs 
connection/disconnection. Here DGs should be able to report its status, rated current and fault 
contribution, while the interrupt-based algorithm updates the relay settings. All the DGs and relays 
need to be connected to the CPU through the communication channel, and the CPU should be 
powerful with faster data acquisition and multi-threaded processing to keep up with the triggers in 
providing the output settings. 

Multi-agent-based adaptive protection with the use of distributed intelligence was proposed into 
an MV level application by Kauhaniemi and Voima [58] in 2012. It employs the IEDs located in new 
smart grid networks. As this is in the concept stage, not much application details are discussed. It 
admits the vulnerability of the system through communication failure and suggests a system to 
monitor telecommunication links and predefined backup protection settings. Its main goal is to create 
the largest possible island in a fault situation and provides a base for smart-grid functionalities such 
as self-healing.  

Power Line Communication (PLC) was the primary communication method used for power 
system applications before the popularization of wireless technologies. Now there are many wireless 
protocols used in power system applications, namely ZigBee, WLAN, cellular communication, and 
WiMAX. In 2013 Ustun et al. [59] have developed a WiMAX (Worldwide Interoperability for 
Microwave Access, Inc) based adaptive protection scheme. It utilizes the bi-directional 
communication capability between CPC and relay/DG to gather data on fault current direction, DG 
status/contribution, and to update relay settings. Use of WiMAX reduces the infrastructure 
implementation and maintenance cost relative to fiber optics network. They also performed a 
simulation to verify the communication broadcast latency does not exceed 40 ms (2 cycles of the 
50Hz system) as their primary focus of the study was on the communication architecture. 
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In 2014 Kauhaniemi et al. [60] studied the directional and distance protection methods and 
proposed a hybrid adaptive protection method based on the results of the study. They found that 
distance protection can perform well under the islanded mode, where directional fails to perform 
without modification. Their proposed method allows selectivity operation in network changes. 

Lin et al. [61] proposed an adaptive distance protection method that has better selectivity and 
sensitivity features comparatively with adaptive overcurrent and adaptive differential protection 
methods. PMU integrated into modern IED are used for the state estimation, and the control center 
executes the adapted decision through on-field-devices. Mho characteristics-based distance 
protection is integrated with three protection zones, and the simulation suggests it has better 
performance among overcurrent and differential protection methods.      

In 2016 Sitharthan et al. [62], have utilized Electronically Coupled Distributed Energy 
Resources (EC-DER) such as wind, solar, fuel cells, and battery to develop an adaptive protection 
scheme. They have developed algorithms for each microgrid status separately and then combined it 
to achieve adaptive protection. A fault is identified using negative sequence current and occupy the 
Microgrid Common Medium (MCM) as the communication method. PSCAD simulation represents 
the reduction of operating time for the grid-connected and islanded operation. Furthermore, the 
ride-through capability for temporary faults was added using an Auto Recloser Module (ARM). 

Table 3. Classification of the adaptive protection methods. 

Research Method Features Remarks 

Fault 

Type 

Communication Voltage 

Level 

[53] PMU based adaptive All Yes LV Zoned Approach, Accurate only 

for High DG Penetration, 

Calculation only 

[54] Numerical 

Directional 

Overcurrent with 

Central control  

 All  Yes LV  Offline analysis-based event 

table, Directional Interlock, 

Simulation by calculations   

[55] Fault component 

extraction 

(Impedance based) 

L-G 

L-L-L-G 

No LV Works with IIDG only, not 

suitable as backup protection, 

Simulation only 

[58] IED based 

Multi-agent 

All Yes MV Decentralized communication, 

only conceptual design 

 

 

          Continued on next page
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Research Method Features Remarks 

Fault 

Type 

Communication Voltage 

Level 

[59] Microgrid CPU with 

WiMAX 

- Yes LV Focused on communication 

latency, Centralized 

[60] Directional & 

Distance adaptive 

L-L-L Yes MV/LV Changing the protection method 

between directional and distance

[61] PMU based adaptive 

distance 

All Yes MV Event table-based, Tested on an 

actual system 

[62] EC-DER embedded 

protection 

All 

(Simulate

d for 

L-L-G) 

Yes LV Only for low fault impedances, 

Auto recloser function, 

Simulation only 

5.4. Adaptive protection using computational intelligence 

Main areas of Computational Intelligence (CI) methods can be identified as Data mining, 
Machine Learning, and Nature-Inspired Algorithms (NIA). Authors have used techniques from all 
these categories to derive adaptive protection solutions.  

There are three significant areas where CI can be useful, namely the current operating topology 
identification, calculation of the protection device settings, and rule-based application of the settings 
mentioned above. In most of the adaptive protection schemes, the possible topology configurations 
are pre-determined, and identification of these different topologies is done manually. Data mining 
and Neural network approaches can drastically increase the efficiency and reduce the calculation 
burden on network topology identification phase.  
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Figure 10. Application areas of CI. 

Data mining and analytics more commonly called as ‘Big Data’ can play a vital role in modern 
microgrids. Microgrids can produce data on generation, transmission, distribution, and consumption. 
These data are usually measured using installed sensors and smart meters in the microgrid network. 
The amount of data collected by a group of 1 million smart meters through the course of a year can 
be as high as 35.04 billion [63]. This vast amount of data undergoes data mining procedures to 
produce meaningful data records. These data records lay the foundation in applying CI for microgrid 
protection. 

Decision tree (DT) based microgrid adaptive protection system was developed by Mishra et 
al. [64]. In this method, current signals are subjected to wavelet transformation, and the results 
during different transients are used to train the DT model. Two DTs are used one for identifying the 
existence and the other for the classification of the fault. System was extensively trained for faults 
occurring at different operating modes. The final accuracy of fault detection DT was 97% while the 
fault classification accuracy was at 85%.  

In 2018, Tang et al. [65] have utilized DT methods to achieve adaptive overcurrent protection. 
They use Simple Binary DT to pinpoint the system condition and ANN model to train and apply 
adaptive relay settings. Data mining and simple initial calculation are done using IEDs embedded in 
the network, and other computations are carried out by a centralized controller. Simulation results 
were taken for a couple of systems, and it showed zero violations in relay settings during different 
operating modes. 

Hengwei et al. [66] have developed an adaptive overcurrent protection system based on 
synchronous phase measurement techniques and ANN. Two ANN models were created as one for 
identifying the faulty conditions, and the other was trained to locate the fault. The estimated fault 
location was compared with the on-field measurement results and a decision was confirmed and 
performed. All the details on the actions were recorded for future AI training purposes. This method 
requires extensive processing power for the operation, and they have only included an algorithm level 
simulation which needs more support before validation. 

A Fuzzy-based adaptive protection system was developed by Chaitanya et al. [67]. Rather than 
only detecting the fault, they further consider fault classification and fault phase detection. For the 
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utility faults, microgrid enters the islanded mode and continue operation while during a fault in the 
microgrid, the protection scheme identifies and isolates the relevant phase(s) without losing the grid 
connection. Fuzzy Based Fault Identifiers aided with current sequential and phasor measurements 
from all microgrid terminals. The technique is validated by simulating and faster operating times are 
observed even during dynamic operating conditions.  

Lin et al. [68] have presented a protection system that utilizes machine learning extensively. It 
tackles the microgrid uncertain elements with Pearson correlation coefficients and the rule-based 
adaptiveness is achieved by a hybrid system. ANN model was developed to identify the presence of 
the fault and a Support Vector Machine (SVM) is used to identify the fault location. The error 
percentages of the SVM stays below 1% in the simulated case studies. However, the ANN model 
accuracy drops to 77.5% and 80.5% in some lines. 

Relay setting calculation by NIA has been the focus for a large number of recent researches. It 
allows much faster calculation along with more optimized results. In the case of adaptive protection, 
relay settings for each configuration can be easily calculated by NIA methods. Srivastava et al. [69] 
used a Hybrid algorithm based on Particle Swarm Optimization (PSO) and Gravitational Search 
Algorithm to calculate relay settings for a reconfigurable network. Two operating cases were studied 
and found the optimal relay settings given by the algorithm. The hybrid algorithm provided a better 
total operating time of relays when compared with other algorithms. The drawback of this method is 
unlike previous machine learning methods, calculations for each case should be done manually.  

6. Conclusions 

This paper presents a comprehensive review of microgrid adaptive protection researches. Due to 
the challenging nature of microgrid protection, there are various solutions suggested by literature 
each having its own merits and demerits. Due to the dynamic and uncertain nature of microgrid 
network, an adaptive solution is an ideal scheme. Adaptive protection is more favored to be 
combined with, in order to create a complete protection solution. These protection solutions can be 
either centralized or decentralized, and the existence of communication links is common but not 
compulsory. 

This paper has reviewed the development of adaptive protection schemes throughout the past 
decade, followed by the introduction of microgrid protection problems and various solutions. The 
main observations of these protection methods are that none of them have evolved into a mainstream 
solution due to the short life cycle of each scheme. The rapid technological advancement of related 
technologies is the main reason for this.  

Most recent developments have been focused on using CI methods. These CI methods have 
made the protection system operation simple and also allows implementing much more sophisticated 
features. Most of these novel protection methods eliminate the necessity of classic relays. They 
obtain network data through IEDs, and a machine learning model replaces the relay function and 
capable of directly controlling the circuit breakers for accurate fault clearances. The pinnacle of these 
continuing researches would be an intelligent all-in-one circuit breaker which single-handedly 
performs data mining, processing and executing fault clearing tasks. 
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