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Abstract: In view of the problems of inefficient data encryption, non-support of malicious user
revocation and data integrity checking in current smart grid data sharing schemes, this paper
proposes a blockchain-based multi-authority revocable data sharing scheme in the smart grid. Using
online/offline encryption technology with hybrid encryption technology enhances the encryption
performance for the data owner. The use of user binary tree technology enables the traceability and
revocability of malicious users. The introduction of multiple attribute authorization authorities
eliminates the threat of collusive attacks that exist in traditional data-sharing schemes. In addition,
the semi-honest problem of third-party servers is solved by uploading data verification credentials to
the blockchain. The security analysis results show that the scheme can resist selective plaintext
attacks and collusion attacks. The performance analysis results show that the proposed scheme has
lower computational overhead and better functionality than similar schemes, which is suitable for
secure data sharing in smart grids.
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1. Introduction

The smart grid is a new type of modern electric grid, which integrates energy technology and
grid infrastructure with a high degree of integration of sensing and measurement technology,
information and communication technology, analysis and decision-making technology and automatic
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control technology. In addition, it integrates the computing system and communication network’s
virtual environment with the physical environment of the power system to form a complex system
that enables real-time sensing, dynamic changes and seamless information communication [1]. Digital
twin is a technology that digitizes physical objects in the real world, models and simulates the
various components of the power grid system and helps power grid operators achieve a
comprehensive understanding and control of the grid. By combining digital twin technology, the
smart grid can achieve more efficient, secure, and reliable power system operations [2—4]. This
system is characterized by its user-friendly interface, high economic efficiency, exceptional
reliability, compatibility and timely information updates. Users can use this system to access
real-time information about electricity prices, electricity usage and other related information, making
it easier to plan their energy usage. At the same time, smart grid terminals can continuously collect
information about users’ electricity usage and transmit it to the power company in real-time, allowing
for real-time pricing and load balancing to ensure the stable operation of the grid system [5,6].
However, large-scale data collection undoubtedly raises concerns about user privacy and security.
During the data collection process, there is a risk of leakage or tampering of critical information,
such as user personal identification information or the power company’s business secrets, which
could potentially result in immeasurable losses for both the users and the power company [7-9].
Therefore, in the smart grid, data encryption protection and user access control have become critical
for ensuring secure data sharing.

The ciphertext policy attribute-based encryption (CP-ABE) scheme associates user attributes
with their encryption keys, allowing data owners to implement access control over their data while
encrypting it, making it easier to achieve secure data sharing in the smart grid. Sahai et al. [10] first
proposed the scheme of CP-ABE. Subsequently, data security sharing schemes based on CP-ABE
and suitable for various real-life scenarios have been proposed one after another [11-16]. These
schemes improve computational efficiency, security and attribute set size to varying degrees.
However, these schemes do not consider user tracking and revocation, resistance to collusion attacks
and how to achieve message integrity verification.

In traditional ciphertext policy attribute-based encryption schemes, in addition to storing the
ciphertext, the cloud server not only stores the ciphertext but also holds the access policy. Therefore,
all users who obtain the ciphertext can also obtain the access policy. However, an adversary can
exploit the details in the access policy to deduce and obtain some private data. To prevent private
data leakage through access policy, Zhang et al. [17] proposed a scheme to protect private data by
hiding attribute values in access policy. However, Zhang’s scheme is constructed by the composite
order group, so its computation is less efficient, which is not suitable for the smart grid environment.
Hui et al. [18] proposed a scheme for hiding attribute values in prime order groups, which achieves
privacy protection for users while reducing computational overhead.

Moreover, some CP-ABE schemes are vulnerable to collusion attacks among users, in which
users share their keys to obtain data. Therefore, tracing the malicious user who leaked the keys is
also an important issue. Liu et al. [19,20] proposed a black-box and white-box tracking scheme to
track malicious users. Only user tracking is insufficient for secure data sharing in the smart grid. An
efficient user revocation mechanism is also necessary. Shi et al. [21-24] proposed different revocable
CP-ABE schemes. Liu et al. [25] proposed a scheme that combines user tracking with revocation.
Han et al. [26] further improved the scheme by incorporating privacy protection and enhancing
computational efficiency. Then, Li et al. [27] proposed a traceable and revocable access control
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scheme which supports large attribute space, the decryption phase only requires constant-level
bilinear pairing operations. Since a single attribute authority is not fully trusted and is not conducive
to system expansion, Chase et al. [28] proposed a scheme for multiple attribute authorities. Later, De
et al. [29] proposed a multi-authority CP-ABE scheme with higher encryption efficiency. Xiao et al. [30]
proposed an access control scheme that incorporated revocation and multi-attribute authorities, but
the scheme does not support user tracking. Sethi et al. [31] proposed a multi-authority scheme with
revocable and traceable users. Datta et al. proposed a multi-authority scheme [32] based on
asymmetric pairings; the scheme enhances security but is not efficient enough.

Online/offline encryption technology [33] preprocesses time-consuming operations such as
bilinear pairing offline and completes them at idle time, so that users can simply perform simple
operations online to get the data they need. This technology transfers the main computational
overhead to the cloud server, greatly reducing the communication overhead and the computational
overhead on the user. Hybrid encryption technology is to encrypt the primary data using a symmetric
encryption algorithm such as AES and encrypt the key of the symmetric encryption algorithm using
attribute encryption. The computational efficiency is further improved because the symmetric
encryption algorithm has less overhead.

In real life, the cloud servers that store power grid data are semi-honest and curious, which
poses potential risks to users’ private data. With the development of blockchain-related technologies,
the problem of semi-honest and curious third-party servers can be addressed using blockchain
technology. Blockchain is a distributed ledger and database with the advantages of being
tamper-proof, open and transparent [34]. The “transparency” feature of blockchain can solve the
problem of information asymmetry between parties, enabling multiple entities to collaborate and
trust and act in unison. The combination of blockchain and attribute-based encryption enhances the
usability of encryption schemes.

To realize the secure sharing of grid data within the smart grid, we propose a blockchain-based
multi-authority revocable data sharing scheme in the smart grid. The contributions can be
summarized as follows:

1) The computational overhead of data owner and data user have been greatly reduced by
introducing the online/offline encryption technology. The cloud server stores the conversion key to
partially decrypt the ciphertext. Therefore, the data user requires a constant computation to decrypt
the partially decrypted ciphertext. In addition, to reduce the communication overhead, we encrypt the
grid data with symmetric encryption and encrypt the symmetric key with attribute-based encryption.

2) Data integrity verification. Based on the tamper-proof feature of the blockchain, the data
owner can generate message verification credentials and upload them to the blockchain. The data
user can download the verification credentials to compare with the received data to verify if the data
has been tampered with.

3) User tracking and revocation. We introduce user binary tree and revocation list to manage
users. The attribute authority can track a malicious user by the user’s secret key, and then an attribute
authority can add the user to the revocation list and update the ciphertext.

4) Privacy protection. Based on the scheme proposed in [26], user identity privacy is protected
by combining it with policy hiding mechanism. By hiding the attribute values in the access policy,
the adversary cannot infer user information from the access policy.
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2. Preliminaries
2.1. Bilinear pairing

Let G and G, be two multiplicative cyclic groups of prime order p, and g be a generator
of G. G, has an efficient bilinear map e:G'xG — G that satisfies the following three features:

1) Non-degeneracy: e(g,g)=1.

2) Computability: For any element M,NeG, e(M,N) could be efficiently computed by a
polynomial-time algorithm.

3) Bilinearity: For any element M,NeG and a,beZ,, we can obtain e(M®,N")=e(M,N)™.

2.2. Access structure

Let P={R,P,..,P,} denote the set of n users. The collection 4 is monotone for VB,C: if

Bed and BcC , then Ced. Let 4 be a monotone nonempty subset of P , i.e.,
Ac2Boh fi\{2y, and then call 4 a monotone access structure. The sets in A are called

authorized sets, and the rest of the sets are called the unauthorized sets.
2.3. User binary tree

Let U be the set of all users, RE be the revocation list and 7, be the user binary tree. 7,
has the following features:

1) Every leaf node is related to a user u. Consider that |U| denotes the number of users, and
then there are 2|U|-1 nodes in the 7,. Number these nodes by breadth-first traversal as
0~2|U|-2.

2) path({) denotes the set of nodes on the path from the root node to the node ¢ .

3) cover(RE) denotes the minimal set of nodes for the users who are not included in the
revocation list RE.

According to the above features of user binary tree, if a user is not in the revocation list RE,
then there exists a unique node satisfying ¢;=path($,) N cover(RE).

Figure 1 is a simple example of user binary tree. If the revocation list RE is set to
RE ={us,u,}={11,13}, then cover(RE)={1,12,14}. The path of u; 1s path(u;)=1{0,1,4,9}. Therefore,
the unique node ¢; = cover(RE) N path(uy) = {1} .
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RE={usu73={11,13}

Figure 1. User binary tree.

2.4. Linear secret sharing scheme

Let 4" ={Al’k ,A;,...,A:} be the set of all attribute names, and each attribute name A;keA’k
corresponds to a set of attribute values 4 = {val;y,val; ,,...,val; , } , where n; is the order of 4 . The
access policy is denoted as 7 =(M,p,V) in a linear secret sharing scheme (LSSS), where M is a
matrix that has / row size and »n column size. p is a function that maps every row of M into
an attribute name in A V={,mtiq 18 the set of attribute values associated with (M,p). A
LSSS includes the following two algorithms:

1) Distribute: For secret value seZ,, randomly select a vector f=(s,f5,...f,)", where

p b
fornfn€Z,. Calculate 2, =M, f, where M, is the i"™ row of matrix M. 4 is a share of s
that corresponds to p(i) .

2) Reconstruct: Let Se A  be any authorized set, and 7 ={i: p(i)e S} = {1,2,...,/} . Then, there

exists a set of constants {w, € Z o satisfying Za),-M . =(1,0,...,0) . We could reconstruct the secret s
iel
by calculating » w4 =s.
iel
Let S={/,,S} be the set of user attributes and 7 =(M,p) be the access policy that hides the
set of attribute values. 7, c 4" is the set of user attribute names. S ={s;},. ;, 18 the set of the user
attribute values. For Viel,where I={i:p(i)eS}c{l,2,...0[},if i satisfies (M,p) and s,;=v,,,

then we say that S matches 7.
2.5. Complex assumption

Definition 1. (q-BDHE assumption)
Let G and G, be two multiplicative cyclic groups of prime order p and g be a generator

of G. Gy has an efficient bilinear map e:GxG — G;. Randomly select ¢,/ eZ, and compute
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vector J=(g,g’,gf,gfz,...,gfq,gfq+2,...,gf2q). Then, the ¢—BDHE assumption is defined as

follows: There is no polynomial-time algorithm that can distinguish between e(g,g)” " eG; and
B e G, by anon-negligible advantage ¢ .

3. System and secure models
3.1. System model

The system model consists of the following five entities:

1) Data Owner (DO): DO collects grid data from users’ houses and specifies an access policy
to encrypt grid data, then generates verification credential and uploads it to the blockchain.

2) Cloud Server (CS): CS stores the ciphertext and the verification credentials while generating
the transformed ciphertext for DU. CS is semi-honest.

3) Data User (DU): DU obtains ciphertext from CS. DU can decrypt ciphertext only if DU’s
attributes satisfy the access policy. There may be malicious users in DU.

4) Attribute Authority (AA): AA generates public parameters and private keys. AA cannot
access user secret keys or user identity information alone.

5) Blockchain: Blockchain stores and transmits public parameters and verification credentials,
preventing them from being tampered with.

The system model is shown in Figure 2.

Secret key
1| 1|
Smart gnid Attribute Authorities

terminals

A Grid data o
—_— Public
parameter o o O B
A\ Giddaa 4 -
_—
'C :. Public Verification l

parameter

A Grid data = credential Data User
EEE———
Verification
Data Owner credential

Residences

Blockchain

l Pubh: Malicious user
Pparameter

Grid data ciphertext Conversion key

A

v

Conversion ciphertext

Cloud Server

Figure 2. System model.
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3.2. Formal definition

The proposed scheme consists of nine algorithms, and we describe each algorithm as follows:

1) Setup: AA generates public parameter PP and master key MSK , and then AA publishes
public parameter PP to other entities.

2) KeyGen: AA runs the algorithm and inputs user’s attribute set S={7,,S}; AA outputs

user’s secret key SK .
3) CKeyGen: DU runs the algorithm. DU randomly chooses recover key HK, and then

generates conversion key CK, accordingto HK,.

4) Enc.offline: DO executes the algorithm. DO outputs intermediate ciphertext /7 according
to the public parameter PP.

5) Enc.online: DO executes the algorithm. DO inputs grid data MSG, revocation list RE,
public parameter PP and outputs ciphertext CT'.

6) Conversion: CS executes the algorithm. DU inputs ciphertext CT, conversion key CK,,
public parameter PP . Then, CS outputs conversion ciphertext CT.

7) Decrypt: DU executes the algorithm. DU inputs conversion ciphertext CT , secret key SK,
recover key HK, , public parameter PP and outputs the decrypted and verified grid data MSG'.

8) Track: AA runs the algorithm. First, check if the secret key SK satisfies the required
conditions for tracking. If SK is satisfied, the user identity is calculated based on the public

parameter PP, the conversion ciphertext CT and the secret key SK . Eventually, AA gets the
tracked user u and the updated revocation list RE .
9) Update: AA and CS run this algorithm. AA inputs the updated revocation list RE , and CS

outputs the updated ciphertext CT .
The system flow chart is shown in Figure 3.
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Setup and master keys |

|
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Updated
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‘ :
T T |
_____ e A
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Figure 3. System flow chart.
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3.3. Security model

The indistinguishability under chosen-plaintext attack (IND-CPA) of the proposed scheme can
be described as a security game between a challenger C and an adversary A . The procedures are
as follows:

Setup: A selects and submits an access policy 7" ={M",p .V} and a user revocation list
RE" to C, where M is a matrix that has / row size and »n column size. p is a function that

maps every row of M into an attribute name in 4. C runs Setup algorithm in Section 3.2 and

generates public parameter, then sends public parameter to A .
Phase 1: A asks C for the decryption key of attribute sets (u,,S,)(u,,S,)...(u,,S,) , where ¢

means the number of users.
If S,eT” and u, ¢ RE", which indicates the user’s attribute sets satisfy the access policy, and

the user is not listed in the revocation list, then abort.
If S,¢T" or u, eRE , which indicates the user’s attribute sets do not satisfy the access policy,

or the user is listed in the revocation list, then C generates a decryption key and sends itto A.
Challenge: A submits two messages m, and m, of the same length. Next, C randomly

chooses @ <{0,1}, then encrypts message m, under access policy 7" ={M",p",V} and revocation

list RE". Eventually, C sends ciphertext CT" asachallengeto A.
Phase 2: Phase 2 remains the same as the operation of Phase 1.
Guess Phase: A outputs a guess @ about @ and wins the game if @ = . The advantage

of A winning the security game can be described as: ¢=[Prlm=a ]-1/2|.

Definition 2: In polynomial time, if the adversary A cannot win the above security game with
non-negligible advantage, then the proposed scheme is indistinguishable under chosen-plaintext attacks.

4. Scheme construction
4.1. Setup

In this section, the attribute authorities generate the public parameter PP and the master key,

then publish the public parameters to other entities.
The scheme contains N attribute authorities {44,,..., 44y} . Attribute authorities generate

public parameter PP as follows:
1) Attribute authority A4, selects two multiplicative cyclic groups G and G, of prime

order p. Gy has an efficient bilinear pairing which can be described as e:GxG — G, and g is
a generator of G. A4, randomly selects m,neG. E, and D, are symmetric encryption and

decryption algorithms.
2) A4, selects collision-resistant hash functions H,():G — {0,1}", H,():{0,1}" —> {0,1}le and

secure key generation function H .
3) Each attribute authority randomly chooses k. ; € G, then sends it over a secure channel to

other attribute authorities ( j € {1,2,..., N} ). Each attribute authority computes and gets the symmetric
key k,=H (Hjil k; ;) used to encrypt the user’s identity.

4) For each node in 7,, 44, randomly selects o,€Z, to get {51.}1%"2 and calculates
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{w; = g% }fi%"z. A4, sends {51-}1.1%"2 over a secure channel to other attribute authorities. Each leaf

node in 7, isassociated with a user » and assigned a unique value v, €Z,.

5) Each attribute authority randomly chooses «;,a; €Z, and calculates Y, =e(g, ), &Y.

Then, it sends Y; and g“ to other attribute authorities. After receiving Y, and g% from other

attribute authorities, each attribute authority calculates

N
Y=Hj.vzle(g,g % =e(g,g)z":‘ ', (D

N a; I.V, a;
[T 8" =g="". @)

For ease of presentation, 4 and 4 are used below to represent Yhe, and X4 .

6) Attribute authorities publicize the system parameter PP ={p,G,Gr,e,g,m,n,Y ,A,{t//i}f‘:%|’2,

E;,Dy,Hy(),H,(),H()} and upload PP to the blockchain. Each attribute authority saves its secret
_ 2AU}-2
key MSK, ={a;a;, 61252}

4.2. KeyGen

In this section, the attribute authorities generate the secret key SK for data users.
S={1,,S} is the set of user attributes, where I, 4" is the attribute name, and S = {sitier, 18

the set of attribute values. Attribute authorities generate the secret key SK as follows:
1) Each attribute authority calculates E;; =E,(k;,v,).

2) Every attribute authority randomly selects r;€Z,, then calculates D, = gAr-",D2 =g,

Dy=E,;, K j' =m" and sends to other attribute authorities.
3) Let ¢, be the leaf node associated with the user « in the binary tree and the set of leaf

nodes be path($,)=4{¢y.¢,--.¢,} - &, 1s the root node. Each attribute authority calculates

Dy=g" "% and sends to other attribute authorities.

After receiving components from other attribute authorities, each attribute authority calculates
secret key as follows:

—~ N Ar. AZN: .
D =[] g™ =g"="" (3)
— N . 2N7 r;
D =[], &" =¢=""; 4)
A 4 v
K= g™ jilKj' T .mzjzl'j : (5)
~ N sp; —(A+Ey)r; S,‘Z?]:ﬂ’j *(AJrEfd)Z?]:]”j .
Dy =[1,&"n =g : (6)
r Z];v:l”f
-~ N ) )
DO — szlg [T g Su . (7)
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4) The secret key SK:{bvo,ﬁl,b;,Dp{5¢}§€path(§u),K,{lh)g}%,x,S}. R is used below to

N -
j=1 .

represent .

4.3. CKeyGen

In this section, the data user generates the recover key and the conversion key, then sends these

keys to the cloud server.
The data user randomly selects x, €Z, as recover key HK, and calculates the conversion

key CK, as follows:

L=0"" ®)
L,=D, " ©)
Ly=D; (10)
L, =K"% (11)

The conversion key CK, ={L;,L,,Ly,L,,Ly} .
4.4. Enc.offline

In this section, the data owner completes time-consuming operations such as bilinear pairing
offline to reduce the communication overhead, while generating the symmetric key.
The data owner sets access policy 7'=(M,p,V) and generates intermediate ciphertext as follows:

1) Randomly select R, € G and secret value seZ,, and calculate symmetric key &, =H(R,).

Then, calculate C=R e(g, g);“ , Co=g°, Cy=g* and {wis}l.z‘:%l_z.

2) For " row M, in the matrix M , randomly select z,,q;,t, eZp,where b=12,..,1. The
data owner calculates C,, =m™n, C,,=g #* g% and C,;=g".

3) The intermediate ciphertext IT = {5,C,Cy,Co » R, Jey,, 7 Y12, {25, ap:15,Cp1,Cpas
Co3tp=12,.0} -

4.5. Enc.online

In this section, the data owner encrypts the grid data using the symmetric key generated in
Section 4.4 and then encrypts the symmetric key using the attribute-based encryption algorithm.

The data owner executes the following processes to encrypt symmetry key and grid data:
1) Calculate the wverification credential Token=H,(H,(R,)||MSG) and send it to the

blockchain. Then use the symmetric key &, to encrypt grid data MSG and obtain grid data
ciphertext CT, .

2) Randomly select a vector & =(s, f5,.... f,)" . For each row M, in the matrix M , calculate
Zb' = MbK .

3) Calculate C,4=2z, -z, and C,5=g, (Vo) — 1) » and then get the minimal set cover(RE)
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through the binary tree 7,. Next, select the cipher component {F =y;"}ic.over(rr)according to
cover(RE) .
4) The ciphertext CT :{f’RE’CTM’C’CO’COV’{Cb,laCb,zacb,3’Cb,4’Cb,5}bel,2,...,l’{E'}iecover(RE)} s

where T is the access policy of hidden attribute values.
4.6. Conversion

In this section, the cloud server preprocesses the ciphertext data and sends the conversion
ciphertext to the data user.

The cloud server executes the following processes to generate conversion ciphertext CT:

1) Check if user u is included in the revocation list RE. If the user is included in RE, it
means the user is illegal, and then terminate the process. Otherwise, according to the attributes set
uploaded by the user, get the set of rows 7. ={b:p(b)eS}c{l,2,...I} and the set of constants
{oy€Z,}pe; - When {z,} isvalid, Y @z, =s.

bel,
2) If the value of attribute s, in the user’s secret key SK satisfies the value v,,, in the

access policy, calculate as follows:

C Cy4—C
O =e(L2L3L1,Cb’1m ”’4)-e(L2,C,,72g b b’s)'e(Lp(i)aCbs)

— e(g(A+E,-d)R/xu ,mzb . nqb ) . e(gR/xu ,ga —~GpV (i ) . e(gs,-R/xu . n*(A+Eid )R/x, ’gqb )

= e(g,m) it o g, g (12)
0, =[]w@)™
bel,
= e(g,m)( il o g, g) (13)

O; = e(K,C0L3 Co')

Z/[(A+Eid)xu]mR/xu (A+Eid)s)
b

=e(g g

_ e(g’g)sA/xu e(g,m)(A+Eid )sR/x, (14)

_ 05 _e(g,9)"

: — (15)
Q2 e(g9 g)SR/xu

3) The cloud server sends the conversion ciphertext CT = {RE,C,,C{F}iccover(r)s 1o the user.

4.7. Decrypt

In this section, the data user decrypts the conversion ciphertext and gets the symmetric key. Then
the data user uses the symmetric decryption algorithm to get the grid data ciphertext and completes the
data integrity verification using the verification credential downloaded from the blockchain.

The data user u executes the algorithm to decrypt ciphertext as follows:
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1) If u is not included in the revocation list RE , then there exists a unique node

&; = path(¢,) Ncover(RE) , where ¢, is the leaf node associated with u .
2) According to the node ¢; and user’s secret key {bvo,{ég}gepath@”)} ,get o, and o, and

then calculate o= 54‘ /541_ .

3) Calculate the components as follows:
~ /8 s \s~0s 15 s
0 =e(Dy, F)’ =e(g" ™ ,(g7)") ' =e(g,9)" (16)

C C

= = . (17)
(C)" 04 e(g,g)™

u

4) The symmetric key k, = Hy(R,). Use k, to decrypt grid ciphertext, then obtain the grid
data MSG =D, (k,,CT).

5) Download the verification credential Token from the blockchain, and if the equation
Token=H ((H,(R,)||MSG') holds, then the grid data MSG' is valid.

4.8. Track

In this section, the attribute authority checks the user’s secret key SK and tracks the user with
the binary tree. Then, the attribute authority adds the user to the revocation list RE and updates the
revocation list.

The attribute authority executes the algorithm to trace users as follows:

1) Check whether the user’s secret key SK satisfies the following conditions:

a) DjeZ,, Dy,D,D,,K.DyeG
b)  e(g.D)=e(g”.Dy)#1
) e(K.g'g®)=eg.g) (D, - Dpm)#1
d) 3F0el,st. e(b\;,g)e(ﬁgl33 -ﬁ,n)ze(bé.g)sﬁ #1
2) Ifthe user secret key SK passes the above check, then calculate v, = D,(k,,D;). Next, use
v, to find the corresponding user u in the binary tree and add u to the revocation list.

u

RE =RE U {u} is the updated revocation list.

4.9. Update

In this section, the attribute authorities and the cloud server complete the ciphertext update after
user revocation based on the updated nodes set cover(RE').

The attribute authority and the cloud server execute the algorithm as follows together:
1) Each attribute authority randomly selects ¢; ¢ Z, and sends it to other attribute authorities.

Then, each attribute authority calculates gZsz_vzl ¢; and 5 :{g}-é‘i}f‘:%"z and sends ¢ and & to

the cloud server.
2) The cloud server obtains new nodes set cover(RE) from RE . For node ¢, ecover(RE),
there exist two cases when updating the ciphertext:
a) For the revocation list RE before the update, there exists a node ¢ € cover(RE) that
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makes ¢ =¢; hold. Then, set F.=F;.
b)  For the revocation list RE before the update, there exists a node ¢, € cover(RE) such
that ¢; is an ancestor of .. Suppose that path(¢.)= path(S;) {g,-¢ ), let P =y, and

calculate iteratively as follows, where & =i+ 1yooi :

vy
Pea =B " =yia (18)

Next, set F.=P.
Eventually, the updated ciphertext is

CT ={T,RE ,CTy,C,C,,C a{Cb,I’Cb,2’Cb,3’Cb,4’ Cb,S }bel,z,...,la{F,-' },-'ecover(RE')}

5. Security analysis
5.1. Collusion Attack Resistance

Theorem 1. The proposed scheme can resist the collusion attack by N —1 attribute authorities
if the discrete logarithm hardness assumption (Discrete Logarithm Problem, DLP) holds.

Proof: Each attribute authority randomly selects a;€Z, and sends g% to other attribute

authorities. From the discrete logarithmic difficulty problem, it is difficult for an adversary to infer

a; from g“ . Thus, even if there exist N -2 attribute authorities in collusion with the adversary,

there will still be a parameter that cannot be determined, and the adversary cannot guess valid g.

Then, the adversary cannot construct a valid master key. Therefore, the proposed scheme can resist
the collusion attack by N —1 attribute authorities.

5.2. Security proof

Theorem 2. The proposed scheme has indistinguishability under chosen-plaintext attack
(IND-CPA) if ¢—BDHE hardness assumption holds, where ¢>2|U|-2.

Proof: Assume an adversary A can break the proposed scheme with a non-negligible
advantage ¢, and then there exists a challenger C that can solve the ¢—BDHE problem with the

advantage &/2. C executes algorithms as follows:
Let G and G, be two multiplicative cyclic groups of prime order p and g be a generator

of G. G, has an efficient bilinear map e:GxG —G,. C randomly selects ue{0,1}. Give a
vector J=(g,g’,gf,gfz,...,gfq,gfﬁz,...,gfzq), and if x=1, then C calculates Z=e(g,g)fq+1’.
Otherwise, C randomly selects Z eGj.

Setup: A selects and submits an access policy 7" ={M",p ,V} and a user revocation list
RE" to C, where M is a matrix that has / row size and »n column size. p is a function that

maps every row of M into an attribute name in 4. C randomly selects o,aeZ , and sets

e(g,2)" =e(g,g) e(g',g" ), then calculates g, m=g/, n=g/", where a=0 +t1*.

For the revocation list RE , C sets L ={¢; € path(u)|lu e RE"} and randomly selects
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dieZ,bicopuin- I G el set y, =gdigfi, and then & =d, + f'. Otherwise, set l//i=gdig‘fq,
and then 6, =d; + 7.

C sends the public parameter PP:{p,G,GT,e,g,m,n,e(g,g)“,g“,{y/i}l.z‘:%|’2} to A.

Phase 1: A submits user attribute sets u,S={/,,S} to require corresponding secret keys.

I, € 4 isuser’s attribute name. S ={s;};; 1is user’s attribute value set. For every attribute value s;

. satisfies the attribute value in

in attribute space and Vie{l,2,...l'}, if s; =V ;

0 it means that s

n*
the access policy, and set rjzsj+2th;,h. Otherwise, set T, =5 If ugRE", then set
h=1

O =dy+f1.If ueRE", then for V(, € path(u), there exists i€l and set 6, =d, + o If
SeT" , randomly select t€Z, and calculate t=[f‘1’1/(a+1)]-(Mz1/MZZ)+[—f‘1/(a+z)] )
Otherwise, randomly select vector Bz(bl,bz,...,bn*)ezp, where b =-1, and all i in p ()el,
satisfy M -b=0 . Then, randomly select rieZ, and calculate
t=(r b fe ot b 1Y (at1).

Challenge: A submits two messages m, and m, of the same length to C. C randomly

selects @ <{0,1} and computes C=m.e(g,g)*, Cy=g', C, =g*. Next, C randomly selects

ky,..k »€Z, and compute the vector & = (¢, + kyyontf n-l +k ). Then C computes as follows:

n %, M, n” M _grati
Co =1 1" )" g (19)
j=2 j=1
Vo I IM] —af " F M et n RN
Coo=(g Y TTe” ™y TTH" ¢ Tl H"™ (20)
j=2 j=2 j=2
Cy=g 1)

C can obtain y, =g%g/ ’ and 6;=d; + 7. Finally,
} to A.

For V¢ e path(u), dueto gel, -,

C sends the ciphertext CT" ={C, CO,CO',{Cl.,l,Cl-,z,Cl.ﬁ}ie[L 1"]’{Fi}iecaver (RE)

Phase 2: Phase 2 remains the same as the operation of Phase 1.

Guess Phase: A outputs a guess @ about @w. If @=w , C outputs the guess u =1
about x4, and then A obtains the normally generated ciphertext. The advantage that A obtains
the normally generated ciphertext is &=Prw=a |u=1]-(1/2) , and it means
Prlw=w |u=1]=Pr[u=pu |u=1] . Therefore, the probability that C wins the game is
Pru=p |u=1]=e+(1/2) . Otherwise, C outputs the guess x =0 about x, A obtains a
randomly selected element from G, , so that A cannot obtain any information from @ ,
Prle=w |u=1]=1/2 . Then Pio#@ |u=0]=Pfu=4|u=0] can be concluded. Thus, the
probability that C wins the game is Pr[u =4 | £ =0]=1/2.

Eventually, if C can solve the ¢—BDHE problem, then the advantage of C can be
described as follows:
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N |~

, . : 1.1 1
Prlp=p =Prlpu=p | p=1]-Prlpu=1]+Prlpu=p | £ =0]-Prlu =0]:(8+5)3+5
6. Performance

In this section, we compare several existing schemes [26,27,29,30,31] with our scheme. Table 1
defines the symbols that appear below.

Table 1. The implication of symbols.

Symbols Implications

E, Exponential operations on groups G,Gp

P, Bilinear pairing operations

M. Multiplication operations in groups G,Gp

Sp The number of attributes in the access policy

Se The number of attributes in secret key that satisfy the access policy
R The length of cover(RE)

The hardware and software environments for implementing the experiment are as follows: A
laptop equipped with 3.2GHz AMD Ryzen 7 6800H CPU and 8GB RAM was used, and the
operating system is 64-bit Windows 11. We used JPBC 2.0.0 library for the experiment. The
prime-order bilinear pairing is constructed on the 160-bit elliptic curve group, which is based on the
curve y*>=x>+x. Table 2 lists the runtime of the three cryptographic operations in the above

environment. Table 3 compares the proposed scheme with previous ABE schemes in terms of the
number of attribute authorities, verification, revocation, policy hiding, ability to encrypt offline, and
whether blockchain technology is introduced. Table 4 shows the performance of the proposed
scheme versus other schemes in the encryption and other phases. Figures 4 to 7 present the variation
of the computation time as the user attribute space grows.

Table 2. Cryptographic operation runtime.

Cryptographic
operation

P E M

z z z

Time (ms) 8.1 6.2 0.002
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Table 3. Functionality comparisons.

Scheme Attribu.te Verification Hid.den Blockchain Revocation OUtsour.ce
Authority policy decryption

[26] Single X N X N X

[27] Single X X X N, X

[29] Multiple X X X X N,

[30] Multiple X X v J X

[31] Multiple X X X N J

Ours Multiple N N, J J J

Table 3 presents an analysis of various schemes. Specifically, the scheme [26] provides traceability,
while the scheme presented in [27] adds policy hiding and revocation. However, both schemes rely on a
single attribute authority and thus fail to resist collusion attacks from malicious users and attribute
authorities. On the other hand, the scheme proposed in [29] adopts multiple attribute authorities to
resist collusion attacks and employs online/offline encryption to enhance efficiency. While the
schemes in [30,31] support flexible revocation, they suffer from high computational overhead. However,
the above schemes lack support for integrity verification. In contrast, the proposed scheme integrates
revocation, hidden policy, multiple attribute authorities and online/offline encryption. Additionally, the
proposed scheme incorporates verification and blockchain technology to ensure data integrity.

Table 4. Computational overhead comparison.

Sch Encryption
cheme Decryption Tracking CTUpdate
Offline Online
(s, +DM_ + (+4s)F; + O+ sp)F +
26] : (3’; 4s +pyp, CTIOMt GrsMo4 RE,
P ° (3+s,)E, (B+s,)E,
(3s,)P. +
27] ] (Regs2s ), 2t s,M, + Fot
(s, —R+2)E. (3+2R)E.
(3s,)E,
[29] Bs, +DE, (s, +DM, P +3M_+2E. . -
s.P. +
. s, +DE, €z i -
[30] (5p 1) (25, +1)E.
P+
P +@s, M, + (1+4s )P, + ‘
z p z bz
[31] - AP, +4M, +2E, (1+8s,)M_ +
(5s,)E, (2+4s, )M+ (1+3s,)E.
p r p (1+38s,)E,
(5+s,)P. +
Ours (5s, +2)E. (25, +R)M, P +2M,+2E, (3+s5,)M,+ RE,
(2+s,)E,
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Table 4 shows the computational overhead of various schemes. From Table 4, we can observe
that the encryption time of [27,29] and the proposed scheme is much less than other schemes.
Furthermore, the proposed scheme attains a constant level of computational overhead in the
decryption and update phase. In the tracking phase, both the proposed scheme and the other schemes
contain a large number of complex operations, so the computational overhead is approximated.

o
o

m[27] ®m[29] ®Ours

5 10 15 20 25

Number of attributes

o
IS

Online encryption time(ms)
S 1=
(=] =3
s oo

Figure 4. Online encryption time.

1000

m[26] W[27] W[29] =[30] m[31] mOurs
£ 100
Q
E
% 10
a
1
20 25
Number of attrlbutes
Figure 5. Decryption time.
1400
u[26] ®[27] m[31] ®Ours
1200
- 1000
£
£ 800
@
£ 600
g
=

4

=]
S

[
=1
S

0 1 ||II Illl I||I
5 10 20

Number of attributes

25

Figure 6. Tracking time.
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1000
m[26

] =[27] =m[31] ®mOurs
100
0
TOE TR D R
5 10 15 20 25

Number of attributes

CTUpdate(ms)

Figure 7. CTUpdate time.

Figure 4 describes the change in online encryption time as the attribute space grows. We can
find that the computation time for encryption grows linearly as the attribute space grows, and the
encryption overhead is reduced because the proposed scheme uses online offline encryption to
pre-process the data.

Figure 5 illustrates the decryption time variation. The schemes [26,27,30] do not consider the
case of large attribute space, and the computational overhead of these schemes increases rapidly as
the attribute number grows. The scheme [29,31] and the proposed scheme outsource the complex
calculations such as bilinear pairing to the cloud server. Therefore, the proposed scheme achieves
constant-level decryption time.

Figure 6 shows the tracking time of various schemes. Due to more bilinear pairing operations,
the scheme [31] takes more time than other schemes. Even with the realization of data integrity
verification at the same time, the tracking time of the proposed scheme remains at a low growth rate.

Figure 7 shows the ciphertext update time. The ciphertext update times for the proposed scheme
and the scheme [26] are only related to the number of revoked users. Therefore, the update time is
much lower than other schemes. From the indicated results, the proposed scheme is more efficient
and suitable for smart grid, while achieving the desired security goals. In summary, the experimental
results are consistent with the above theoretical analysis in Table 4.

7. Conclusions

To address the important issues in the existing CP-ABE schemes, such as the inability to resist
collusion attacks, high computation overhead and lack of support for outsourced verification, this
paper proposes a blockchain-based multi-authority revocable data sharing scheme. The proposed
scheme can resist collusion attacks and realize access control with users’ attribute sets. Moreover, the
proposed scheme can trace malicious users and then revoke the user by using the binary tree. The
proposed scheme introduces online/offline encryption and hybrid encryption, so that the computation
overhead of the decryption phase is not affected by user attributes. Thus, the proposed scheme
supports large attribute space and is more suitable for secure data sharing in multi-user smart grid.
We also presented security proof to demonstrate that the proposed scheme is IND-CPA-secure under
the hardness assumptions of ¢g—BDHE .
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