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Abstract: This article was dedicated to constructing an H,, state estimator for networked interval
type-2 (IT2) fuzzy singularly perturbed systems (SPSs) subject to denial-of-service (DoS) attacks.
The challenges lied in designing an asynchronous DoS attack model for SPSs with two-time-scale
characteristics to attack the important data and providing a defense strategy to resist this attack. This
work presented three major contributions: (1) An asynchronous important-data-based (IDB) DoS
attack model was proposed to attack the critical data information of slow and fast sensors separately.
(2) Then, an IT2 fuzzy composite resilient estimator was designed to resist the asynchronous IDB DoS
attacks. (3) Finally, sufficient conditions were determined to ensure the error dynamics’ asymptotic
stability. A DC motor example was provided to highlight the applicability of our method.
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1. Introduction

1.1. Research overview

In recent years, multi-time-scale phenomena caused by the coexistence of slow and fast dynamics
in practical systems has attracted considerable attention [1-3]. Singularly perturbed systems (SPSs),
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as a mathematical tool, can effectively characterize this multi-time-scale behavior, under which the
degree of time-scale separation between the slow and fast dynamics is quantified by the singular
perturbation parameter (SPP) [4-7]. At present, many valuable achievements have been attained for
SPSs. Specifically, due to the widespread occurrence of nonlinear dynamics in practical applications,
significant focus has been committed to investigating nonlinear SPSs. The Takagi-Sugeno (T-S) fuzzy
model, comprising several local linear subsystems blended through membership functions (MFs), has
been demonstrated to be an effective method for representing nonlinear SPSs [8,9].

In addition to nonlinearity, uncertainty often arises in many situations, such as parameter variations
and measurement inaccuracies, which, if not adequately considered in the analysis, can degrade the
system performance. Unfortunately, the traditional T-S (Type-1) fuzzy approach [10-12] often requires
that the practical nonlinear physical plants do not contain parameter uncertainty. To confront this
issue, a novel interval type-2 (IT2) fuzzy technique was devised, whose known lower and upper MFs
effectively capture parameter uncertainties [13—15]. In light of this advantage, preliminary attention
has been given to research on IT2 fuzzy SPSs [16-20]. For instance, in [18], an IT2 fuzzy technique
was incorporated into the fuzzy quantized controller to account for parameter uncertainties for the
nonlinear SPSs. In [19], the H,, filtering problem was tackled for a class of IT2 fuzzy SPSs with
semi-Markov parameters. In [20], the authors discussed the control issue for fuzzy Markov SPSs and
revealed that the IT2 fuzzy controller outperforms traditional Type-1 fuzzy controllers.

From another perspective, as computer networks are more extensively applied, the security
communication problem has garnered significant attention in networked control systems (NCSs) [21—
23]. Due to the high resource sharing of communication networks, NCSs tend to suffer from malicious
cyber-attacks [24, 25]. Currently, two main classifications of network attacks exist in networked
systems, namely, deception attacks [26] and denial-of-service (DoS) attacks [27]. The first type aims to
undermine the integrity of data during transmission, whereas the second type disrupts the availability
of network resources by interrupting the network channel. It is important to note that if not addressed
appropriately, these cyber-attacks could severely compromise system performance and potentially lead
to instability. As a result, security issues related to NCSs have garnered increasing attention from
researchers.

1.2. Potential problems and motivation

Up to now, various cyber-attack issues have been explored for networked SPSs, and several
preliminary studies have been conducted [28-33]. In [28], the authors analyzed the security problem
for fuzzy SPSs with DoS attacks. In [29], the quantized control was researched for SPSs with
deception attacks. In [30], the security control problem was studied for cyber-physical systems with
dual time scales under DoS attacks. In [31], the resilient dissipative filtering problem was addressed
for discrete-time Markov jump singularly perturbed systems with hybrid cyber-attacks. A periodic
DoS attack model was adopted to depict the energy-restricted attacker in researching the security
control problem for the networked SPSs [32]. When considering the time-scale difference in the
network channels, a dual-scale DoS attack model was established for SPSs in [33]. Note that, different
from deception attacks, DoS attacks demand minimal prior knowledge of the system and can cause
significant destruction, making them easy to implement among adversaries. Therefore, researching the
security control/state estimation problem for SPSs with DoS attacks has practical significance.

For the networked SPSs with DoS attacks, previous research work has always assumed that DoS
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attacks are launched indiscriminately. That is, the attacker ignores the information in the packets
when carrying out the attacks. In fact, the transmitted data packets in NCSs contain different
information, some of which are crucial for maintaining system performance when designing controllers
or estimators, while others are not as important. In this regard, from the adversaries’ perspective,
an important-data-based (IDB) DoS attack model was given [34, 35], under which the importance
degree of the data information can be evaluated and the destructiveness of the attacks can be increased.
Nevertheless, when considering the significant time-scale differences between fast and slow dynamics,
few results focus on security state estimation issues for the IT2 fuzzy SPSs subject to IDB DoS attacks,
which motivates our current research.

From the above introduction, it is clear that several key issues (listed below) remain unresolved
regarding the security estimation for IT2 fuzzy SPSs under asynchronous IDB DoS attacks.
Question 1: How can we construct an asynchronous IDB DoS attack model when the network channels
exhibit two-time-scale characteristics?
Question 2: How can we construct an effective composite T2 fuzzy estimator from the defender’s
perspective to resist asynchronous IDB DoS attacks?
Question 3: How can we tackle the numerical stiffness problem for the IT2 fuzzy SPSs with
asynchronous IDB DoS attacks?

1.3. Key contributions and results

Inspired by Questions 1-3, we research the asynchronous IDB DoS attack model-based state
estimation for IT2 fuzzy SPSs. The following summarizes the key innovations of our research.

(i) Asynchronous IDB DoS attack model: Compared with the conventional DoS attack model [32,
33], a new asynchronous IDB DoS attack model is designed to increase the destructiveness of
attacks for networked IT2 fuzzy SPSs, in which attackers will launch attacks on important data
packets in fast and slow channels based on different time scales.

(i) Composite estimator: By considering the IT2 fuzzy method and the system’s inherent two-time-
scale characteristics, a composite T2 fuzzy estimator is established, which can effectively counter
asynchronous IDB DoS attacks.

(iii) Security guarantee: Constructing a suitable SPP-dependent Lyapunov functional prevents ill-
conditioned problems and ensures that the error dynamics of the system are asymptotically stable.

2. System model and study objectives

2.1. System model

Consider the IT2 fuzzy SPSs model as follows:
Rule i: if hy(x(k)) is o}, in whichf € G £ {1, ---, 1}, i e H 2 {1, - - -, r}, hy(x(k)) is the premise variable,
and Q; indicates the fuzzy set corresponding to the ith rule, then

x(k + 1) = Ayx(k) + Diw(k),
yi(k) = Cyx(k) + Fyw(k),
ya(k) = Cox(k) + Fow(k),

z(k) = Lix(k),

(2.1
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x1(k)
xa (k)
yi(k) € R™ and y,(k) € R™ denote the slow and fast measurement outputs, respectively. z(k) € R™ is the
output to be estimated. w(k) € R™ is the external disturbance belonging to /;[0, +0). € is the SPP with
0<e<1.Cr=[l, Ouum|€R™ Cy =[O L] €R™, Fj e R"™™, F, € R"™" are known
constant matrices. Morever, the matrices A,;, D;, and L;, which are real constants with compatible
dimensions, are listed below.

Al eAP D) 1 g2
Aei:[Aizl EA%z , Di = D[Q ’Li:[Li L,]

where x(k) = [ ], x1(k) € R™ is the slow state vector, x,(k) € R™ is the fast state vector (n = n;+n,).

The firing strength range for the ith plant rule can be expressed as
W, = [ (), (k) (2.2)
in which
p(x(k)) = Hézlﬁgé(hz(x(k))) > 0, B(x(k)) = T B, (hy(x(k))) > 0.

B ((x(10)) and B,y (i(x(k) satisty
0< B (hi(x(k)) < By(mx()) < 1.

Consequently, the global IT2 fuzzy SPSs are formulated as

xtk+1) = Z#i(x(k))[Aeix(k) + Diw(k)],
i=1
yi(k) = Cyx(k) + Fyw(k),

(2.3)
y2(k) = Cox(k) + Faw(k),

200 = ) mx()Lix(h),
i=1

where
Y fi(x(k))
a.(x(k)) + ai(x(k)) = 1.

pi(x(k)) = Z,ui(X(k)) = 1, fui(x(k) = p (x(k))a,(x(k)) + p,(x(k)ai(x(k)),
i=1

In this case, a,(x(k)), a;(x(k)) € [0, 1] are adopted to represent the nonlinear weight factors in system
(2.3).

2.2. Study objectives

To address the H., state estimation issue, we will define the following essential terms and present
related lemmas.
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Definition 1. Let a scalar y > 0 be given, for any nonzero w(k) € 1,(0, o], if system (2.3) under the
zero initial condition satisfies

RO <7 Iw kP, (24)
k=0 k=0

Then the system realizes the required H,, performance 7.

Lemma 1. [17] For a given scalar € > 0 and proper symmetric matrices Wy, W, we can obtain
W, +eW, <0,Ve € (0, €],

holds if and only if W; < 0 and W; + €W, < 0.

Objectives: This paper focuses on handling the aforementioned Questions 1-3 and obtaining the
following outcomes.

1) Establish an asynchronous IDB DoS attack model for the system (2.3).

2) Design a composite IT2 fuzzy resilient estimator through the utilization of the IT2 fuzzy
framework.

3) Address the H,, state estimation problem of system (2.3) in the context of a fixed SPP upper
bound.

3. Design of asynchronous IDB DoS attacks and the composite estimator

In this part, the asynchronous IDB DoS attack model and IT2 fuzzy composite estimator will be
investigated.

3.1. Asynchronous IDB DoS attack model

As discussed in [34], the “important” data packets impact the system performance, and the
attackers can disrupt the system performance by attacking “important” data packets. Hence, inspired
by references [34] and [35], to describe this crucial phenomenon for SPSs with two-time-scale
chracteristics, an asynchronous IDB DoS attack model with the following three features is urgently
established.

1) The asynchronous IDB DoS attacks can obtain the slow and fast measurement outputs y; (k) and
v2(k) at current time k, and record the latest attack-free packets y,(#;) and y,(si), where f;, s, are
unattacked moments of slow and fast outputs, respectively.

2) This asynchronous IDB DoS attack mechanism can evaluate the important data packets that affect
SPSs’ performance.

3) If a data packet is evaluated as the “important” data packet, an attack will be initiated by the
network invader. Accordingly, this attacked data will not be further transmitted to the estimator.

Moreover, the structure diagram of networked IT2 fuzzy SPSs with asynchronous IDB DoS attacks
is presented in Figure 1.
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Figure 1. Structure diagram of networked IT2 fuzzy SPSs under asynchronous IDB DoS
attacks.

Unlike the current DoS attack models [32, 33], the asynchronous IDB DoS attack model will be
designed based on an idea opposite to event-triggered thinking. First, an asynchronous “important
information” recognition mechanism is constructed as:

Y1) = 01t — y1() i (t) — y1(k) — o1y )y (), 3.1

Wa() = (a(si) = y200)) (a(sx) = y2(k)) = 72y; (8)y2(s%), (3.2)

with scalars oy > 0, 0, > 0. The sequences {f;}(k = 1,2,...) and {s;}(k = 1,2, ...) represent the time
instants of attack-free packets in the slow and fast transmission channels, respectively. Moreover, y; (k)
and y,(k) denote the current slow and fast measurement output, respectively, and y;(#;) and y,(s;) are
the latest attack-free measurements received through the slow and fast channels, respectively.

Then, based on the important data recognition mechanisms ¢(-) and ¥,(-), attackers selectively
launch attacks, and the attack model is established as follows:

(k) = {1’ i) > 0; (3.3)

0, otherwise.

ik = {1, if Yo() > 0; G

0, otherwise.

If A1(k) = 1, the current slow measurement output y,(k) will be attacked at time k; if 4;(k) = O,
the slow data signal y;(#) = y;(k) will be saved and no attack will occur at time k. Similarly, when
Ay (k) = 1, the fast transmission channel is subject to jamming at time k, which results in the corruption
of the current fast measurement y,(k). In contrast, when A,(k) = 0, no attack occurs at time k, and the
fast measurement is successfully transmitted, i.e., y,(si) = y2(k).
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Remark 1. In [32, 33], the proposed network attack models only adopt some predesigned attack
sequences to attack the network channels, which neglects the influence of packet importance on control
performance. In fact, the importance degree of each packet on system performance is not identical. In
spired by [34, 35], an asynchronous important data recognition mechanism is constructed by adopting
the inverse idea of an event-triggered scheme (ETS), under which the system will select “important”
packets and discard “unimportant” packets via the ; conditions, i = 1, 2.

Remark 2. For the SPSs, the presence of SPP inevitably results in a huge distinction between the
fast and slow dynamics. Slow states evolve gradually, whereas fast states change quickly. Different
from references [34, 35], the asynchronous IDB DoS attack model is established to describe the attack
behavior of networked SPSs channels in this paper, under which the attacker can launch attacks on fast
and slow network channels according to the system dynamic characteristics. Meanwhile the attackers
monitor the measured output of IT2 fuzzy SPSs and selectively attack “important” data packets.

3.2. Composite IT2 fuzzy resilient estimator design

Considering the networked SPSs under the IDB DoS attacks, a composite IT2 fuzzy estimator will
be designed in this part to resist this asynchronous IDB DoS attack model.

Note that the specific parameters oy and o, in (3.3) and (3.4) are unknown by the defender. In view
of the defender does not knowing the attack parameters o and o, the corresponding parameters o, >
0 and o, > 0 will be designed to represent them, respectively. Meanwhile, define ¢, (k) = y1 (&) —y1(k),
@2(k) = y2(sx) — y2(k). Then, the attack strategies adopted by the defender are described by

A(k) = {1’ it g1 () > 0: 3.5)

0, otherwise.

Tt = {1’ a0 > 0 (3.6)
0, otherwise.
The functions ¢ (-) and ¥,(-) are denoted as
U1 () = ¢1 (D)p1(k) — o (@1(k) + y1 (k) (1 (k) + y1(k)), (3.7)
Un(-) = ¢y (K)pa(k) — 0 ($2(k) + y2 (k) (2 (k) + y2(K)), (3.8)

where the values of o, and o, are computed in Algorithm 1 according to the following point: All
packets arriving at the estimator must fail to satisfy the conditions ¢(-) > 0 and »(-) > 0 in (3.7) and
(3.8). Namely, if we define

yi(tier) — yi1 @I oa(k) = lya(sk_1) — ya(soI?
Iyi@eDlr 7 Iy2(si_)IP

then, it can be obtained that oy (k) < oy, 02(k) < 0. Accordingly, if we choose o, = max{o(k)},
o, = max{o,(k)} and k is large enough, it can be implied that o, and ¢, approximate o and o, from
the left side, respectively, and if k is large enough, both o, — o7y and o, — o, will approach 0.

In these attack strategies adopted by the defender, A;(k) = 1 implies that the defender is
convinced the attacker initiated the attack in slow channels at time k. A,(k) = 1 implies that the

oi(k) =

2
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defender is convinced the attacker initiated the attack in fast channels at time k. A;(k) = O and
(k) = 0 indicate that the slow and fast channels, respectively, are not subject to attacks at time k.

Algorithm 1 Calculation of o, o,

Step 1: Choose o, = 0,0, =0,k =1,2,..., M, where M is a sufficiently large positive integer.

Step 2: Calculate variable parameters o (k), o5(k): o1 (k) = |ly1(tee1) — y1 GO /y1 G-I,
oa(k) = lly2(se-1) = y2(sOIP /11y2 (s

Step 3: Update o, o,: If oy (k) > 0|, 02(k) > 0, then | = o(k), o, = o2(k).

Step 4: If k = M, then jump to Step 5; else k = k + 1 and jump to Step 2.

Step 5: Calculate o = 0| + k1, 0, = 0, + k2, Where «; and «; are constants small enough.

Step 6: Output o, 7.

Remark 3. If should be noted that under the parameters o, o, in (3.5) and (3.6), the attacked packet
number is not lower than that under the parameters o, 05 in (3.3), (3.4). That is, if the system’s
performance is maintained under conditions (3.5) and (3.6), then the system’s dynamic performance
can also be preserved under the IDB DoS attack conditions (3.3) and (3.4).

Then, according to (3.5) and (3.6), the resilient estimator is constructed by:

1) Slow and fast estimators: Rule j: if /1;(2(k)) is o/, - - -, and h,(%(k)) is @], then

{fC(k + 1) = Ag;x(k) + Ky j(ni () — C15(k)) + €Ky(y2(s10) — C24(k)), (3.9)

(k) = L;&(k),

X1 (k)
X2 (k)
variable, and K ; and K; are slow and fast estimator gains, respectively, that need to be designed.
Forany jel={1,2,---,s},jel={1,2,---, J}, Qj; is the fuzzy set of h;(X(k)). The lower and

where X(k) = [ ], 2(k) is the corresponding estimate of z(k), h;(%(k)) denotes the premise

upper MFs are 8 ;(h;(X(k))) and ng(h j(X(k))), respectively. Afterward, the firing strength range
—0; j
for the jth rule can be expressed as

M;(&(K)) = [p (5(k)), py(2(K))], (3.10)

—J
where
 GR) = TUB (i) > 0, L (G(R) =1 B, (hy (k) > 0.

0<p (hj(x(k)) < ’Eé’.’%(h j(ER)) < 1.

2) Composite fuzzy resilient estimator: Then, the overall IT2 fuzzy estimator is described by

N

Xk+1) = Z Vi(E[Aex(K) + Ky j(y1 (1) = C13(k)) + €Kzj(y2(s1) — C2E(K))],

7 (3.11)

N

200 = ) vi(RR)LE(K),

Jj=1
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where
) i vi(R(k)) = 1, Di(&(K)) = p (R(k))b (2(k)) + | (£(k)b (R (K))
P D(R(k)) ‘= ! » g Zj j j )

b ((Kk)), bj(%(k)) € [0, 1], b,(R(k)) + b;(x(k)) = 1.

v,(R(k) =

In this case, Qj(fc(k)) and b j(X(k)) are used to describe the nonlinear weight factors in the resilient
estimator construction process.
By combining (3.7)—(3.11), the overall IT2 fuzzy resilient estimator can be rewritten as
Xk+1)= Z Vi(X(k)[Ae;X(k) + Ky j(Crx(k) — C1 (k) + Fiw(k) + ¢1(k)) + €Ky (Cax(k)
=1
= Cax(k) + Fow(k) + ¢a(k))], (3.12)
200 = ) viERIILE(K).

J=1

Remark 4. According to asynchronous IDB DoS attack conditions (3.3) and (3.4), the attacker
implements the DoS attack in the slow transmission channel when a significant difference exists
between the latest transmitted signal y\(t;) and the current signal y,(k). Similarly, the attacker
implements the DoS attack in the fast transmission channel when a significant difference exists between
the latest transmitted signal y,(t,) and the current signal y,(k). Compared with the exist DoS attack
model [30, 32, 33], this asynchronous IDB DoS attack model will cause more severe damage to system
performance. In particular, the proposed asynchronous IDB DoS attacks can cause an even greater
divergence between the updated signal and current signal, which brings more frequent DoS attacks.
To deal with this problem, we design the composite fuzzy resilient estimator (3.12) on the defense side.
As depicted in Remark 3, the proposed resilient estimator (3.12) under conditions (3.5) and (3.6) can
counter the asynchronous IDB DoS attacks.

Denote e(k) = x(k) — x(k), Z(k) = z(k) — Z(k). The IT2 fuzzy error dynamics system model can be
depicted as

e(k+1) = Z Hi(x(k)) Z Vi(XU[(Ae — Aep)x(k) + (Aej — Ki;C1 — €Ky;Cr)e(k) — Ky (k)
i=1 j=1

— €Ky (k) + (D; — Ky jFy — €Ki Fr)w(k)],

2k) = ) uiCx(k) Y viRRDI(L: = L)x(k) + Lie(k).
i=1 j=1

(3.13)
Define &(k) = [xT(k) eT(k)]T. By combining (3.12) and (3.13), the corresponding augmented
system model can be written as

Ehk+1)= > wi[AEK) = K1 i () = Kajpa(k) + Dipw(h)l,

i=1 j=1

k) = Zr: iﬂij(k)iijg(k),

i=1 j=1

(3.14)
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where
Hij(k) = pi(x(k))v (X(k)),
A, 0 _ 0 _ 0 _ D,
ﬂei': “ 7K.: ,K': 7Di': ' s
' [Aei —Ag A - KiCi - szjCZ] V [Kljl K [szJ] ' [Di — KijF1 - €Ky
Eij: [L,'—Lj L]]
4. Main results

Next, this section focuses on the H,, state estimation of the augmented system (3.14).

Theorem 1. Let scalars o, o,, ¥ > 0, the SPP € > 0, and the estimator gains K;, K>; be given. If
there exist suitable matrices . > 0, E;;, > 0 and positive scalars @y, as, m;j, (i € H, j € I) such that

I — i, < 0, (4.1)
/_lijuHij +mpEij <0, 4.2)
where
(S
m=|° ;[3? E% . I=[1 0], 1 = DIP.Dy; ~ o FIF\ — ara,FIF 1L,
£k ox IIH
I} = AL PAG; - Pe— a0 I'CIC\ T + LiLij — ax0, I "CCo I, 17 = —ALPKy ;- ay0 ITCT,
[} = K{PKi; + ar(1 = o)L, Pe = diag(Pe, P}, 11} = ~ALP K — 021" C,

lef = I_{irjpfl_{zj, H?ﬁ = [_{gjpel_(zj + Cl'z(l - 0'2)], Hllj4 = ﬂzijpéDij - QIQIITCTFl - CL'ZO_'QITCng,
H12]4 = I_{ije[)ij - CL’lglFl, H?j‘ = IZZTjPEDij - a’zngz,
then augmented system (3.14) is asymptotically stable and satisfies the H., performance level (2.4).

Proof. Now, employing the following Lyapunov functional candidate to analyze the SPSs (3.9):
V(k) = £ ()P LK) (4.3)

By evaluating the difference of V(k), we obtain
AV(k) = V(k+ 1) = V(k) = £ (k + DP&Ek + 1) = £ (P£E(Kk)

< > D i HIAGER) = K1 (K) = Kao) + Dipw (O Pel(Aciie k) = Koy (k) (4.4)

i=1 j=1

— K> o (k) + Diyw(k)] — ET ()P E(K)).
Inspired by [38], by taking (3.5)—(3.8) and (4.4) into consideration, we infer that

AVI) < 3 ([ Aai k) = K1 (k) = Ko jeha (k) + Dipw (] Pl(Aas (k) = Ky jor () — Kook

i=1 j=1
+ Dijw(k)] - E' (P LK)} — ar(a, (¢1(k) + 1K) ($1(k) + y1 (k) — ¢ (k)1 (k)

— an (0, (B2 (k) + y2(k) (o (k) + y2(k)) — ¢, (k) (k).
(4.5)

AIMS Mathematics Volume 11, Issue 7, 23210-23233.



23220

Define 7(k) = [£"(k) 4] (k) ¢§(k)]T. When w(k) = 0, Eq (4.4) indicates that

AV <7 (R) Y > i (oTT(k), (4.6)
i=l j=1
where
U EE LV EE
- o R e
Hij: * Hij HU . (47)

1} = AL PA; — Pe — 10, I'CIC\T — ar0,1"CyCo T, 11} = —AL PK,

€ij €ij
- C¥10'1ITC1F,1V_I%/~2 = I_(lTjPEI_(lj + a/l(l - 0'1)1
rv[llj3 - _ﬂT P Kl] aZO—ZITC;F’ 1—"[[2]3 = K?szKZP H33 K;FJP Kzl + CL’2(1 - 0'2)1

€lj
To utilize the useful information of MFs and obtain the sufficient conditions of stability criteria, we
partition the state space of interest U into substate spaces u. Then, in each subspace, the lower and

upper bounds of the local MFs are represented as u. and fi;;,, respectively. Meanwhile, the slack

—1u

matrices Z;;, with the constraints that =;;, > 0 and &;;, > II;; are introduced to obtain the following

conditions:
2 Zs: Miju(OIT;; = 2 Zs:(liiju(k) e Eiju)nij

i=1 j=1 i=1 j=1

< Z Z,u IL; + Z Z(u,JL,(k) K DI < (l-_lijuHij + MjuZiju),
=1

i=1 j=1 i=1 j=1 i=1

(4.8)

in which the constants m;j, are defined as the differences between the upper and lower bounds of the
IT2 fuzzy membership functions, i.e., m;j, = flij — ,L_ll_ju.
Then, when w(k) = 0, it can be obtained from (4.1) and (4.2) that }/_, Z‘;:l(/iijuﬁi i+ mijuEi) < 0.
Accordingly, by considering Theorem 1 and (4.6), it can be concluded that AV(k) < O when external
disturbance w(k) = 0. Therefore, it follows that the augmented system (3.14) achieves asymptotic
stability.
Next, let us analyze the H.,, disturbance attenuation level of system (3.14). Adding z'(k)z(k) —
2wl (k)yw(k) to (4.5) on both sides, one has

AV(k) + 2" (k)z(k) = y*w' (kyw(k)

<0 A (k) = Rijghi (k) = Kaya(k) + Dygw(k)] Pl (Acik) = Ko b1 () — Kojba(h)

i=1 j=1
+ Diw(k)] = £ (RIP L)) = (o, (1K) + 1) (61(0) +31(K)) = ¢ ()1 ()
= (0, (¢2(K) + y2(0) (92(8) + y2(K)) = B3 (R)2(K)) + 2" Rz(k) = ¥ W (w(k)
<n'(k) Y > i oTm(),
i=1 j=1

4.9)
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where

H}J.l =
H},-Z =
H}j? =
I =

34 _
I3 =

T
nk) = [€'® ik ik WK,
| U N U S Uy
ij ij iy i
« 112 % 10
I = ij ij ij
Y * x I3 T34

ij
* * * H?Jf‘

AL P A —Pe— g I'CIC\T - ap0,T'CyCoT + L Ly,

€ij
_ﬂzijpeklj - Q]O’]ITCT, lejz = I_{irjpel_(lj + 0/1(1 — 0'1)1,
_Lﬂz;'jpgklj - CYZO'szCT, H?j?’ = I_(szPeI_(zj + 02(1 - 0'2)1,
ﬂzijPEDij - a’lglfTCrlrFl - QQQZITCgFg, thj4 = K;FjPEDij - alglFl,

I_(ngEDij - angFZ’ H12]3 = I_(;rjpel_(%, Hj‘f = D};PEDU - CL’[Q'IF;FFI
~ o, FiF, -y L T =1 0]

From (4.1), (4.2), (4.8), and (4.9), it follows that

AV (k) + 2" (k)z(k) — v*wT (kyw(k) < 0.

Summing up (4.11) from O to co on both sides, it follows that

Z 2 (k)z(k) — > Z wT(kyw(k) < V(0) = V(co).
k=0 k=0

Accordingly, under the zero initial condition x(0) = 0, one has V(0) = 0. Hence,

Z L (k)z(k) — > Z wT(kyw(k) < 0.
k=0 k=0

(4.10)

(4.11)

(4.12)

Therefore, the H,, disturbance attenuation level of system (3.14) can be achieved. This proof is

complete.

O

Now, a sufficient criterion for solving the resilient estimator problem is proposed in this section.

Theorem 2. Let scalars o, o,, € > 0,y > 0 be given. For any € € (0, €], the closed loop system (3.14)
is asymptotically stable and satisfies H., performance level (2.4), if there exist appropriate dimensional
matrices P > 0, P, X = diag{X;, X>}, E;jy > 0, K, Ky and scalars a; > 0, ap > 0, m;j, (i € H, j € 1)

such that

AIMS Mathematics

P >0,
P+ ep >

Tij — Biju
*

s [ Bl

0,
i ] <0,
ij

(4.13)
(4.14)

(4.15)
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*

/*L l/ + ml/uh‘zju th
i <0,
M. 1} + miju':'iju Ft]
i <0,

‘Tij_Eiju Ijij <0
F;j ’

where
T ~a10, I'Cl ~ay0,I'C] ~a10 I'ClF| — a0, I'CJ F, |
v.o=|* al-a)l 0 —ay0,F,
S * (1l — o))l -0, F
| * * * —alglFlTFl—azngzTFz—yzlA
E‘Y'l.ljl —alglfTClT —a/gngng —aqglfTClTFl - afzngTchz—
T.=|" a(l a1 0 —a10, F,
Y ok * (1’2(1 - 0_'2)1 —a’10_'2F2
K * * —a’lglF?Fl_QZQZF;FZ_yzl_
T yvT T T
ﬂ;_gX ﬂ%j.X
L= 2| T VLR X-X",F, =¢ X-Xx"
ij E(sz > Lij 0 s Lij P P + P
DTXT DTXT
ij ij
Ao 0 _ |Aaj 0 - At!jl 0
Hoij = | 0 Agj— K jcl]’ Heij = [ 0 Aqj—KCi- észCz]’ Ao = [Aizjl 0]’
A1l 12 T T -
Agj = Aéjl fAzz]’ 7_(11 [ ! ]’ﬂgi X' = [AOHX T vT ) T ]’ P = [P (”) )
»Al.j A Ki; J 0 AOUX -CKj 0O P
(AT XT 0 - P 0| - 0
T T — €lj] — ~ -
AaX | 0 ALX]-CK, - eCi%K j]’ r [0 P]’ Ko [7@ jl’

T =-@P+&P)+LiL;— a0, I"C{C\ T - aro,I'CC, I, DIX" = [DTXT DXT -

(4.16)

(4.17)

(4.18)

FLK ,-] ,

DIX" = [DIX] DX - FI%,; - eF1%y,|. 1)} = =P+ LiL; - 010, I"CIC\T — ap0, I CICoT.

In this situation, the desired estimator gains are calculated as

Kij=X'Kl, Ky = X,'%K;;.

(4.19)

Proof. Denoting P, = P+ eP > 0, for € € (0,€], it follows from (4.13), (4.14), and Lemma 1 that

P > 0. Besides, by combining (4.15)—(4.18) and Lemma 1, it can be obtained that

Yij— S T
*

Pij] <0,

(4.20)
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po Yip+mipZip 1 T
—iju J ] J —iju J < (), (421)
*k F,‘j
where
T e ICT a0, ITCT —ang, ITCIF, - 0, ITCIF,
T = * al(l—gl)l 0 —aflglFl <0
ij % * a(1 — o)l —ay0,F> )
| * * —a’lglelrFl—a’zngrszz—’sz
r T T
Ti=| 4 | Fj=P—-X-X",
J eq(gj J P
DIXT
ij

Y = —Pe+LiLj;— 10, I"CIC\I" -y, I'C;C I, DIX" = [DiTXlT DIXT - FTK,; — eFT%K; j] .
From reference [17], it follows that
xXP X" <P -x-X". (4.22)

Accordingly, by applying (4.22) to (4.21), it yields that

po Cij+ mijEijy u Lij

N e P2 ) (4.23)
* IF;;

where F;; = XP-' X7,
Then, by taking (4.19) into consideration, one has

M i+ mi iy /,U..fi'

—iju " M —iju | < 0, (4.24)
* F,‘j

where
A _ _ _ 1T
I =|XAq; XKi; XeKy; XDyl .

The left-hand side of (4.24) is pre- and post-multiplied by diag{/,1,1,1, X'} and its transpose,
respectively, and it can be obtained that

/il.l.uTij +mij B 1 T

* —p-1

<0, (4.25)

where [ = [ﬂe,-j Ky €k, Dij]T.

Then, applying the Schur complement lemma yields the equivalence between inequality (4.2) and
conditions (4.17) and (4.18), which guarantee the asymptotic stability of the augmented system (3.14)
and the fulfillment of the H,, performance index (2.4). This proof is complete.

AIMS Mathematics Volume 11, Issue 7, 23210-23233.



23224

Remark 5. The existence of the SPP often leads to significant time scale differences between the
slow and fast dynamics in the SPSs. In order to achieve the maximum damage to the dynamics of
the SPSs, inspired by the ETS, an asynchronous IDB DoS attack model is designed, under which
attackers will launch attacks on important data packets in fast and slow channels based on different
time scales. Meanwhile, affected by the estimated state, the IT2 fuzzy SPSs model always includes
the mismatched MFs between the plant and the estimator design. Meanwhile, the introduction of
the SPP unavoidably gives rise to numerical stiffness in the stability analysis process of the SPSs.
More importantly, the coexistence of IDB asynchronous DoS attacks and mismatched MFs makes the
augmented system (3.14) more complex. To deal with this problem, Lemma 1, the information of
the local MFs, and the IDB DoS attack conditions (3.7) and (3.8) are considered in Theorem 2. By
designing the resilient estimator gains K,; = X; 17(1Tj, Ky = X5 17(2Tj, the stability condition can be
obtained by (4.13)—(4.18).

Remark 6. In this article, the inequalities involving r,(-) and y,(-) are derived from the inverse ETS
used to model important-data-based DoS attacks. In the stability analysis, the considered condition
corresponds to the case where the data are successfully delivered (i.e., the attack condition is not
activated). Therefore, the derivation of (4.5) is performed under the admissible transmission condition
associated with the proposed attack model, rather than requiring ,(-) > 0 and y,(-) > 0 to hold for all
time instants. Then, by using Lyapunov stability theory, the asymptotic stability of augmented system
(3.14) can be achieved.

Remark 7. Unlike existing studies that separately investigate SPSs, interval type-2 fuzzy systems,
or conventional DoS attacks, this paper considers their coexistence within a unified state-estimation
framework. The main challenge originates from the coupling among the singular perturbation
dynamics, fuzzy uncertainties, and asynchronous IDB DoS attacks. Specifically, the attack decisions
depend on the transmitted data importance, while the slow and fast subsystems are subject to different
attack processes. Consequently, existing estimation conditions developed for synchronous attacks or
single-channel transmission systems cannot be directly applied. To address this issue, a composite
fuzzy resilient estimator and corresponding attack-dependent linear matrix inequality conditions are
developed.

5. Ilustrative example

This part uses a DC motor model from [36] to demonstrate the effectiveness of our works.
First, consider the DC motor system model as follows:

JEL = —FL@) + KL,
LED = —Re,£(0)i() — Ri(1) + @ (?),

where ((¢) is the error of angular speed, i(7) stands for the error of armature current, and @(#) means
the external disturbance. J = Ikg-m? and L = e are the moment of the inertia and inductance,
respectively. & = 0.08N - m/rad/s is the viscous friction coeflicient, & is the torque/backemf invariable,
¢, represents the winding inductance, and R = 5Q is the resistance.
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Define x;(k) and x,(k) as x;(k) = {(k), x,(k) = i(k), respectively. Let x(k) = [xf(k) x;(k)]T. Given
that the DC motor model contains both SPP and nonlinear terms, similar to the treatment in [16], the
sampling period is selected as 7 = 0.05 s. By applying the slow-sampling approach [39] to discretize
the continuous-time singularly perturbed system and subsequently employing the IT2 fuzzy modeling
technique to approximate the nonlinear dynamics, the following discrete-time 1T2 fuzzy singularly
perturbed system is obtained:

2
x(k+1) = > () Aax(k) + Diw(K)],
i=1

where

0.3549 -2.2023€¢ -0.1834 0.3549  2.2023¢ 0.1834
Ael :|’D]:|: ]7A62:[ :|, 2:[ ]

~1-0.0088 —0.0547¢ 0.1957 -0.0088 —0.0547¢ 0.1957

In this case, matrices Ay, Dy, Ae, and D, correspond to the local subsystem matrices associated
with the two fuzzy rules generated from the nonlinear term of the DC motor model. Besides, the system
measurement output can be depicted as

yi(k) = Cyx(k) + Fyw(k),
y2(k) = Cox(k) + Faw(k),

where
C, :[1 0], C, = [0 1], F, =03, F, =0.1.

The controlled output is given by

2
2k) = ) Lix(),
i=1

where
Li=[1 1], L=[1 1]

Denote f(k) = K&,x,(k) with f(k) € [-3, 3]. In addition, &€, belongs to [0, 1]. Inspired by [37],
the grades of membership in the plant model are chosen as

fk). _ 1 f(k)-0.1
#, (02(k) = 0.3(1 = =), fiy(0a(k) = S(1 = ==—7=),
) " 1 k) +0.1
i (xa(K)) = 0.3(1 + 9% 1, () = (1 + —f(g )++o1 -

Accordingly, in the system model, the nonlinear weighting coefficients are presented as a,(%(k)) = 0.2,
a;(x(k)) =08 (i =1,2).
Next, the grades of membership in the estimator design are selected as

-2k N R —#2(k)
Vv, (k) = eT5, Ti(Ra(k) = e BP0, v (Ro(k) = 1 — 50, Ty(Ry(k)) = 1 — e7T5 .
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Likewise, set l_)j.(fc(k)) = cos?(%,(k)), Ej(fc(k)) =1- Qj()?(k)) (j=12).

The state space U is divided into five uniform subdomains. The operating domain x,(k) is broken
into 5 uniform subdomains, each of which is described by [-(21/5) + (6/5)u, =3 + (6/5)u], u =
1,2,...,5. Based on the above relationship, we can calculate the constant parameters ji;, and 'liiju'

In this simulation example, we set the threshold parameters oy = 1.6, 0, = 1.1 and select w(k) =
sin(k)e %1%,

Validation.

According to Theorem 2, we choose the H,, performance index y = 3.5 and the SPP € = 0.01, and
calculate the thresholds o, = 1.5284, o, = 1.0083. Then, by using the MATLAB toolbox, the resilient
estimator gains can be solved as

0.1670 ~0.0042 0.1670 ~0.0042
Ku = [—0.0112]’ Ko = [ 6.6732 ] Kz = [—0.0090]’ K = [ 4.6960 ]

Furthermore, by choosing x(0) = [-0.5 1.5]7 and 2(0) = [-1 1]T, the slow and fast state
responses of the networked SPSs are illustrated in Figures 2 and 3, respectively. Meanwhile, the slow
and fast DoS attack sequences are shown in Figures 4 and 5, respectively. From Figure 4, we see that
the attacker launched 14 attacks in the slow transmission channel. From Figure 5, we conclude that the
attacker launched 44 attacks in the fast transmission channel. From Figures 2 and 3, we conclude that
the obtained estimator gains can effectively estimate the system’s states when the system is attacked.
Besides, the controlled output of the networked SPSs can be shown in Figure 6.

0.3
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T

Amplitude

S
N

-0.3[

-0.4

05 L L L L L
0 5 10 15 20 25 30
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Figure 2. The slow state response and its estimation.
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Figure 3. The fast state response and its estimation.
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Figure 4. The IDB DoS signals for the slow transmission channel.
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Figure 5. The IDB DoS signals for the fast transmission channel.
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Figure 6. The cumulative error J; (k).
Next, by solving (4.13)—(4.18), the vy, is computed as 3.3166, then, we conclude that

20 1|

230 (oI = 1.0476 < 3.3166,
k=0 IIW

which satisfies the H,, performance (2.4). The simulation validates the consistency with our theoretical
outcomes.

Comparison.

From another perspective, we define the cumulative error indexes J;(k) = Z/{:o le1 (k)| and J,(k) =
Z;{:o le2(k)|. According to [32], under periodic DoS attacks, the estimator gain is computed as follows:

A 07011 ] .  [-0.0062] 0.0042] .  [-0.0062
1 = [—1.1932]’ Rt = [0.6543 ] 2 = [—0.4961]’ An = [ 0.6543 ]

Under the proposed method in [33], the estimator gain is computed as follows:

P 0.1505| , [-0.1034] ., [0.1021] , _ [-0.0062
=1 _0.0417]> 72 7 02513 |2 ©2 7 [-037157 72 7 | 0.6543 |

When no DoS attacks are present, the designed estimator gain is computed as follows:

K = [ 0.0042 ] ¢, = [—0.0019] ¢, = [0.1017] ¢, = [—0.1012]
—-0.4961 |’ —-1.5305(’ 0.2044|° —-0.7706 |
In order to further validate the feasibility of the designed resilient H,, estimator, we provide some
specific comparisons as shown in Figures 6 and 7. By applying the estimated gains obtained from
the DoS attack models in references [32,33] and without DoS attack to the I'T2 fuzzy SPSs with the
asynchronous IDB DoS attack model, the proposed estimator shows the minimum cumulative error.
That is, the proposed H., estimator offers more effective mitigation of the proposed IDB DoS attacks.
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Figure 7. The cumulative error J,(k).

6. Conclusions

In this paper, the H,, security state estimation problem was discussed for IT2 fuzzy SPSs. An
asynchronous IDB DoS attack model was proposed to characterize the cyber-attack behavior of
different channels. Then, an IT2 fuzzy resilient estimator was designed to tackle this cyber-attack
behavior. By constructing an SPP-dependent Lyapunov function, a matrix-inequality-based sufficient
condition was derived to ensure the asymptotic stability of the augmented system. Through simulation
verification, we found that the proposed resilient estimator can effectively resist asynchronous IDB
DoS attacks. Further research can be concentrated on the stabilization of networked SPSs with energy-
constrained DoS attacks.
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