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Abstract: In the field of cryptography, block ciphers are widely used to provide confidentiality and 

integrity of data. One of the key components of a block cipher is its nonlinear substitution function. In 

this paper, we propose a new design methodology for the nonlinear substitution function of a block 

cipher, based on the use of Quaternion integers (QI). Quaternions are an extension of complex numbers 

that allow for more complex arithmetic operations, which can enhance the security of the cipher. We 

demonstrate the effectiveness of our proposed design by implementing it in a block cipher and 

conducting extensive security analysis. Quaternion integers give pair of substitution boxes (S-boxes) 

after fixing parameters but other structures give only one S-box after fixing parameters. Our results 

show that the proposed design provides superior security compared to existing designs, two making 

on a promising approach for future cryptographic applications. 
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1. Introduction 

Cryptography was widely used in military, diplomatic, and government applications until the 

1970s. In the 1980s, the telecommunications and financial industries installed hardware cryptographic 

devices. The mobile phone system was the first cryptographic application in the late 1980s. Nowadays, 

everyone uses cryptographic applications in their daily lives. Our daily lives commonly depend on the 
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secure transmission of information and data. Online shopping, cell phone messages and calls, ATMs, 

electronic mail, facsimile, wireless media, and data transfer over the internet all require a system to 

maintain the secrecy and integrity of private information. Cryptography offers a mechanism for everyone 

to interact safely in a hostile environment. Sensitive data is significantly aided by cryptography. 

Communication is encrypted to guarantee that its meaning is hidden, preventing anybody who reads it from 

understanding something regarding it unless somebody else manages to decrypt it [1]. 

Substitution boxes, also known as S-boxes, are a key component of modern cryptographic 

algorithms. Shannon suggested the notion of an S-box in 1949 [2]. S-boxes are used to replace one 

group of bits with another group of bits to provide confusion and non-linearity in the encryption 

process. The substitution boxes are designed to make it difficult for attackers to determine the 

relationship between the input and output of the encryption algorithm. This makes it harder for 

attackers to crack the encryption, providing increased security for sensitive data. S-boxes have been 

used in a wide range of cryptographic algorithms, including the Advanced Encryption Standard (AES), 

the Data Encryption Standard (DES), and the Blowfish encryption algorithm. The design of S-boxes 

is critical to the security of these algorithms, and much research has been done to create S-boxes that 

are resistant to attacks. The design of S-boxes typically involves a combination of mathematical 

analysis, computational complexity, and heuristics to produce a strong S-box that is difficult to break. 

One of the key properties of S-boxes is their non-linearity. Non-linearity ensures that small changes in 

the input produce large changes in the output, making it difficult for attackers to determine the 

relationship between the input and output of the encryption algorithm. This nonlinearity is achieved 

through careful design of the S-box, often involving complex mathematical functions that ensure that 

the output is as different as possible from the input. The security of S-boxes has been the subject of 

much research, with many attacks developed over the years to break them. One of the most famous 

attacks on S-boxes is the differential cryptanalysis attack, which was developed in the 1990s. This 

attack involves analyzing the differences between pairs of inputs to the S-box and the corresponding 

differences in the output. By analyzing these differences, attackers can learn more about the S-box and 

potentially break the encryption [3–5]. 

Many scholars employed diverse algebraic and statistical frameworks to confound data and 

produce S-boxes. In [6], the authors suggested S-boxes over the permutation of the symmetric group. 

Javeed and Shah utilized a chaotic dynamical system and symmetric group to construct the non-linear 

component of a block cipher [7]. Meanwhile, the authors of [8] described an S-box constructed using 

the subgroup of the Galois field. In [9], the authors proposed a dynamic S-box using novel chaotic 

map. In [10], a new scheme for constructing S-boxes was presented based on the linear fractional 

transformation and permutation function. The Mobius group and finite field were used to construct an 

S-box in [11], while [12] proposed an S-box based on a nonlinear chaotic map. Sajjad and Shah 

designed a pair of nonlinear components of a block cipher over Gaussian integers in [13], and [14] 

presented fundamental results of cyclic codes and decoding algorithms over octonion integers. 

Differential cryptanalysis of DES-like cryptosystems was developed by the authors of [15], while 

Quiroga and Cantón proposed generating dynamical S-boxes for block ciphers using an extended 

logistic map in [16]. Tang and Liao designed a new method of dynamical S-boxes based on discretized 

chaotic maps [17]. While Chen and Liao extended this method to obtain S-boxes based on three-

dimensional chaotic Baker maps [18]. A novel approach for strong S-Box generation algorithm design 

based on a chaotic scaled zhongtang system was presented by Çavuşoğlu and Zengin in [19]. Siddiqui 

and Naseer developed a novel scheme of substitution-box design based on modified Pascal's triangle 
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and elliptic curve [20]. Farhan and Ali designed a new S-box generation algorithm based on the 

multistability behavior of a plasma perturbation model [21]. In [22], the authors approached the S-

boxes and permutation, substitution-based encryption. The authors constructed block ciphers based on 

chaotic maps in [23,24]. 

Quaternion integers are an extension of complex numbers that have gained significant attention in 

various fields of physics and engineering due to their unique properties. They are a type of hypercomplex 

number that can be used to describe rotations in 3D space and have applications in areas such as computer 

graphics, robotics, and quantum mechanics. The concept of quaternion integers was introduced by the 

Irish mathematician William Rowan Hamilton in 1843. He famously impressed the fundamental formula 

for quaternions onto a stone bridge in Dublin. Since then, quaternion algebra has been extensively 

studied, and its applications have been explored [25–27]. In [28], Ozen and Guzeltepe constructed 

cyclic codes over certain finite quaternion integer rings. Shah and Rasool presented codes over 

quaternion integers [29]. In [30], the authors constructed cyclic codes over quaternion integers and 

developed a decoding algorithm. These quaternion structures can be helpful for the construction of S-boxes. 

This article presents a novel approach for designing a pair of nonlinear components for a block 

cipher over QI. Quaternions are an extension of complex numbers that allow for more complex 

arithmetic operations, which can enhance the security of the cipher. We demonstrate the effectiveness 

of our proposed design by implementing it in a block cipher and conducting extensive security analysis. 

Quaternion integers give pair of substitution boxes (S-boxes) after fixing parameters but other 

structures give only one S-box after fixing parameters. Our results show that the proposed design 

provides superior security compared to existing designs, two making a promising approach for future 

cryptographic applications. 

The rest of this article is organized as follows. Section 2 provides an overview of the background 

and related work of quaternion integers. Section 3 presents our proposed design for a pair of nonlinear 

components, including a detailed description of the operations. Analysis of the proposed S-boxes 

including nonlinearity, bit independence criterion, strict avalanche criterion, linear approximation 

probability, and differential approximation probability investigated in Section 4. The comparison of 

the proposed S- boxes with some of the existing S- boxes are given in Section 5. Conclusions and 

future directions are given in Section 6. 

2. Preliminaries 

The important ideas and fundamental conclusions that will be employed in the analysis of 

subsequent sections are presented in this section. Prior to that, we should review the definition of 

quaternion integers, their addition and multiplication, their residue class, and other associated findings. 

2.1. Quaternion integers 

By following [28, Section 2], let 𝐻(ℝ) be the Hamilton Quaternion algebra over the real number 

ℝ is the non-commutative but associative unital algebra if it satisfies the following conditions. 

• 𝐻(ℝ) = {𝑏0 + 𝑏1𝑖 + 𝑏2𝑗 + 𝑏3𝑘: 𝑏0, 𝑏1, 𝑏2, 𝑏3 ∈ ℝ} is free ℝ module. 

• The multiplicative identity is 1. 

• 𝑖2 = 𝑗2 = 𝑘2 = −1 𝑎𝑛𝑑  𝑗𝑘 = − 𝑘𝑗 =  𝑖, 𝑘𝑖 =  −𝑖𝑘 =  𝑗, 𝑖𝑗 =  −𝑗𝑖 =  𝑘. 

The Quaternion integer ring 𝐻(ℤ) = {𝑏0 + 𝑏1𝑖 + 𝑏2𝑗 + 𝑏3𝑘: 𝑓𝑜𝑟 𝑎𝑙𝑙 𝑏0, 𝑏1, 𝑏2, 𝑏3 ∈ ℤ} 
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contained in 𝐻(ℝ) , where ℤ  is the ring of integers. If 𝑞 = 𝑏0 + 𝑏1𝑖 + 𝑏2𝑗 + 𝑏3𝑘  is a Quaternion 

integer, then �̅� = 𝑏0 − 𝑏1𝑖 − 𝑏2𝑗 − 𝑏3𝑘  is the Quaternion conjugate of 𝑞 . Let 𝑁(𝑞) = 𝑞�̅� = 𝑏0
2 +

𝑏1
2 + 𝑏2

2 + 𝑏3
2 be the norm of 𝑞. A Quaternion integer 𝑞 has only two parts one is the scalar part (S.P) 

𝑏0  and the other is the vector part (V.P)  𝑏1𝑖 + 𝑏2𝑗 + 𝑏3𝑘 .  In Quaternion integerss commutative 

property of multiplication does not hold. It is possible only in case of two vector parts of quaternion 

integers are parallel. 

Define 𝐻(𝐾)  as: 𝐻(𝐾) = {𝑎 + 𝑏𝑈: 𝑎, 𝑏 ∈ ℤ},  Where 𝑈  is  (𝑖 + 𝑗 + 𝑘) . Hence 𝐻(𝐾) is a 

subring of the Quaternion integer ring 𝐻(ℤ), and also the commutative property of multiplication holds 

over 𝐻(𝐾). 

2.1.1. Sum and product of two quaternion integers 

Let 𝑞1 = 𝑐0 + 𝑐1𝑖 + 𝑐2𝑗 + 𝑐3𝑘 and 𝑞2 = 𝑑0 + 𝑑1𝑖 + 𝑑2𝑗 + 𝑑3𝑘 be the two quaternion 

integers then, their sum 𝑞1 + 𝑞2 and product 𝑞1𝑞2 will be also a quaternion integer as; 

𝑞1 + 𝑞2 = (𝑐0 + 𝑐1𝑖 + 𝑐2𝑗 + 𝑐3𝑘) + (𝑑0 + 𝑑1𝑖 + 𝑑2𝑗 + 𝑑3𝑘) 

= (𝑐0 + 𝑑0) + (𝑐1 + 𝑑1)𝑖 + (𝑐2 + 𝑑2)𝑗 + (𝑐3 + 𝑑3)𝑘 = 𝑒0 + 𝑒1𝑖 + 𝑒2𝑗 + 𝑒3 = 𝑞3 

𝑞1𝑞2 = (𝑐0 + 𝑐1𝑖 + 𝑐2𝑗 + 𝑐3𝑘)(𝑑0 + 𝑑1𝑖 + 𝑑2𝑗 + 𝑑3𝑘) 

= (𝑐0𝑑0 + 𝑐0𝑑1𝑖 + 𝑐0𝑑2𝑗 + 𝑐0𝑑3𝑘 + 𝑐1𝑑0𝑖 − 𝑐1𝑑1 + 𝑐1𝑑2𝑘 − 𝑐1𝑑3𝑗 + 𝑐2𝑑0𝑗 − 𝑐2𝑑1𝑘 − 𝑐2𝑑2

+ 𝑐2𝑑3𝑖 + 𝑐3𝑑0𝑘 + 𝑐3𝑑1𝑗 − 𝑐3𝑑2𝑖 − 𝑐3𝑑3) 

= (𝑐0𝑑0 − 𝑐1𝑑1 − 𝑐2𝑑2 − 𝑐3𝑑3) + (𝑐0𝑑1 + 𝑐1𝑑0 + 𝑐2𝑑3 − 𝑐3𝑑2)𝑖 + (𝑐0𝑑2 + 𝑐2𝑑0 + 𝑐3𝑑1 − 𝑐1𝑑3)𝑗

+ (𝑐0𝑑3 + 𝑐3𝑑0 + 𝑐1𝑑2 − 𝑐2𝑑1)𝑘 = 𝑔0 + 𝑔1𝑖 + 𝑔2𝑗 + 𝑔3𝑘 = 𝑞4 

Theorem: In [28, Section 2], the set of natural numbers for each odd rational prime 𝑝, there is a 

prime 𝛿 ∈ 𝐻(ℤ), such that 𝑁(𝛿) = 𝑝 = 𝛿𝛿̅. In particular, 𝑝 is not prime in 𝐻(ℤ). 

Theorem: In [29, Section 2], let 𝛿 ∈ 𝐻(ℤ) be prime in 𝐻(ℤ) if and only if 𝑁(𝛿) be prime in ℤ. 

2.1.2. Residue class of quaternion integers 

In [30, Section 2], let 𝐻(𝐾)𝛿 be the residue class of 𝐻(𝐾) modulo 𝛿, where 𝛿 = 𝑎 + 𝑏𝑈. 

Then, the modulo function 

𝜑: 𝐻(𝐾) = {𝑎 + 𝑏𝑈: 𝑎, 𝑏 ∈ ℤ} → 𝐻(𝐾)𝛿 

𝜑(𝑞) = 𝑧 (𝑚𝑜𝑑 𝛿) = 𝑞 − [
𝑞𝛿̅

𝑝
] 𝛿 

Where 𝑧 ∈ 𝐻(𝐾)𝛿. The previous equation involves rounding the number of [.] to the nearest integer. 

To accomplish QI rounding, it is necessary to round the coefficient of the vector part (C.V.P) and scalar 

part (S.P) independently to the nearest integer. 

Theorem: In [30, Section 2], let 𝛿  be a quaternion prime, and the number of quaternion integers 

modulo 𝛿 is the norm of 𝛿. If 𝛼 ≠ 0(𝑚𝑜𝑑 𝛿), then 𝛼𝑝−1 ≡ 1(𝑚𝑜𝑑 𝛿). 
Remark: The group generated by < 𝛼 >  in the above Theorem is named 𝐺∗. 
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3. Redesign of Pair of 𝒏 × 𝒏 S-boxes over Quaternion Integers 

Multiple methods can be employed to cause confusion inside a security system. The S-box is a 

nonlinear component of a cryptographic algorithm. The S-boxes are generally formed by the QI class or 

the multiplicative cyclic group. As a result, it is feasible to create a variety of S-boxes across the residue 

class of QI, which presents a fantastic outlook for the development of secure and consistent cryptosystems. 

The subsequent procedures are useful for constructing S-boxes over the residue class of QI as; 

Step 1: Construct a cyclic group 𝐺∗ of order 𝑝 − 1 over the residue class of QI. 

Step 2: Apply permutation through affine mapping as 𝑔(𝑥) = (𝑠𝑥 + 𝑡)(𝑚𝑜𝑑 2𝑛) 

Where 𝑡 ∈ 𝐺∗ and 𝑠 be the unit element of 𝐺∗. 

Step 3: Separate real parts (R.P) and coefficients of the vector parts (C.V.P) of Step 2. 

Step 4: Apply modulo 2𝑛 over the separated parts of Step 3. 

Step 5: Select the first 2𝑛 non-repeated elements from the elements of Step 4.   

Step 6: Select the first 2𝑛  non-repeated elements from the S.P and also select the first 2𝑛  non-

repeated elements from the C.V.P of Step 3. 

Step 7: Get pair of nonlinear components of a block cipher. 

The construction of S-boxes by Quaternion integers provides us with better performance than instead 

of S-boxes by using other structures like chaotic maps, elliptic curves, finite fields, Gaussian integers, 

Eisenstein integers, etc. 

3.1. Pair of 4 × 4 S-boxes over the residue class of quaternion integers 

Let  𝛿 = 16 + 𝑖 + 𝑗 + 𝑘 = (16,1,1,1) , 𝑝 = 𝑁(𝛿) = 162 + 12 + 12 + 12 = 259,  and  𝛽 = 5 +
𝑖 + 𝑗 + 𝑘 = (5,1,1,1), then the cyclic group generated by 𝛽 shown in Table 1. 

Table 1. Cyclic group generated by 𝛽. 

𝑖 𝛽𝑖 S.P 

(

𝛽𝑖) 

C.V.P (𝛽𝑖) (S.P (𝛽𝑖))(mod 16) (C.V.P(𝛽𝑖))(mod 16) 

1 (5, 1, 1, 1) 5 1 5 1 

2 (9, −7, −7, −7) 9 −7 9 9 

3 (6, 8, 8, 8) 6 8 6 8 

. . . . . . 

. . . . . . 

. . . . . . 
258 (1, 0,0,0) 1 0 1 0 

Select the first 16 non-repeated elements from the last two columns of Table 1, then apply the 

affine permutation mapping, 𝑓(𝑥) = (4𝑥 + 1)(𝑚𝑜𝑑 16), and get the pair of S-boxes separately in 

Table 2 and 3. 

Table 2. 4 × 4 S-box by the S.P of QI. 

4 15 1 14 

0 5 7 12 

2 13 3 6 

10 11 8 9 
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Table 3. 4 × 4 S-box by the C.V.P of QI. 

1 10 2 6 

13 14 11 8 

9 7 0 12 

4 3 5 15 

3.2. Pair of 8 × 8 S-boxes over the residue class of quaternion integers 

Let  𝛿 = 68 + 31𝑖 + 31𝑗 + 31𝑘 = (68, 31, 31, 31), 𝑝 = 𝑁(𝛿) = 7507,  and 𝛽 = 1 + 17𝑖 +
17𝑗 + 17𝑘 = (1,17,17,17), then the cyclic group generated by 𝛽 shown in Table 4; 

Table 4. Cyclic group generated by 𝛽 over QI. 

𝑖 𝛽𝑖 𝑆. 𝑃(𝛽𝑖) 𝐶. 𝑉. 𝑃(𝛽𝑖) (S.P(𝛽𝑖))(mod 256) (C.V.P(𝛽𝑖))(mod 256) 

1 (1, 17, 17, 17) 1 17 1 17 

2 (−48,14,14,1 4) −48 14 208 14 

3 (11, −3, −3, −3) 11 −3 11 253 

. . . . . . 

. . . . . . 

. . . . . . 
3916     (1,0,0,0) 1 0 1 0 

Select the first 256 non-repeated elements from the real part of Table 4. Then apply the affine permutation 

map 𝑔(𝑥) = (121𝑥 + 166)(𝑚𝑜𝑑 256), and get the S- box from the scalar part of QI in Table 5. 

Table 5. 𝐴 = 8 × 8 S-box by the S.P of QI. 

202 74 193 117 143 136 173 126 132 67 139 122 219 215 200 58 

164 153 221 106 222 251 85 14 142 233 131 68 217 100 80 118 

119 247 8 45 55 152 169 13 97 250 29 244 82 170 176 147 

0 57 185 18 121 197 140 104 240 75 35 177 171 203 54 207 

49 210 2 249 157 213 60 174 105 144 181 40 179 43 137 232 

194 124 125 120 230 20 175 214 150 226 21 66 245 111 236 186 

191 151 246 23 141 165 243 205 241 63 39 110 31 12 190 94 

73 107 99 96 216 162 72 28 231 37 138 145 69 178 6 156 

116 92 9 59 206 11 114 161 65 228 128 192 183 47 76 239 

148 5 77 198 81 208 204 112 89 182 242 83 10 32 52 84 

1 16 158 103 113 108 115 71 53 212 33 17 218 167 195 159 

25 234 209 172 188 211 248 22 46 189 48 155 254 41 253 90 

91 237 223 184 201 163 78 154 26 123 196 19 61 51 187 227 

98 133 135 30 129 146 229 3 95 93 255 87 64 101 34 238 

24 224 70 130 15 27 42 168 134 235 180 109 56 220 160 36 

149 102 166 79 38 7 88 252 4 127 199 225 44 86 62 50 

Select the first 256 non-repeated elements from the imaginary part of Table 4. Then apply the affine 

permutation map 𝑔(𝑥) = (37𝑥 + 120)(𝑚𝑜𝑑 256), and get the S-box for the C.V.P of QI in Table 6. 
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Table 6. 𝐵 = 8 × 8 S-box by the C. V. P of QI. 

74 202 65 245 15 8 45 254 4 195 11 250 91 87 72 186 

36 25 93 234 94 123 213 142 14 105 3 196 89 228 208 246 

247 119 136 173 183 24 41 141 225 122 157 116 210 42 48 19 

128 185 57 146 249 69 12 232 112 203 163 49 43 75 182 79 

177 82 130 121 29 85 188 46 233 16 53 168 51 171 9 104 

66 252 253 248 102 148 47 86 22 98 149 194 117 239 108 58 

63 23 118 151 13 37 115 77 113 191 167 238 159 140 62 222 

201 235 227 224 88 34 200 156 103 165 10 17 197 50 134 28 

244 220 137 187 78 139 242 33 193 100 0 64 55 175 204 111 

20 133 205 70 209 80 76 240 217 54 114 211 138 160 180 212 

129 144 30 231 241 236 243 199 181 84 161 145 90 39 67 31 

153 106 81 44 60 83 120 150 174 61 176 27 126 169 125 218 

219 109 95 56 73 35 206 26 154 251 68 147 189 179 59 99 

226 5 7 158 1 18 101 131 223 221 127 215 192 229 162 110 

152 96 198 2 143 155 170 40 6 107 52 237 184 92 32 164 

21 230 38 207 166 135 216 124 132 255 71 97 172 214 190 178 

3.3. Inverse S-boxes 

The S-boxes 𝐴, and 𝐵 in 3.1.2 are invertible and bijective. The procedure of inverse S-boxes 

over the residue class of GI is defined by applying inverse permutation through the following affine 

mapping ℎ(𝑥) = (𝑢𝑥 + 𝑣)(𝑚𝑜𝑑 2𝑛), where 𝑢 is the multiplicative inverse of 𝑠 under modulo 2𝑛 

and 𝑣 is the additive inverse of 𝑢𝑡 under modulo 2𝑛. 
The Inverse S-box of A is defined by the map, ℎ1(𝑥) = (201𝑥 + 143)(𝑚𝑜𝑑 256) in Table 7. 

Table 7. 𝑪 = Inverse S-box of 𝐴. 

218 48 160 66 215 248 145 126 245 34 130 156 133 109 39 23 

228 161 171 51 203 85 90 183 99 224 176 200 229 119 42 211 

108 157 170 222 58 239 121 244 106 75 189 230 77 252 35 184 

141 186 64 255 205 158 168 62 36 236 49 15 131 70 204 254 

105 220 136 91 9 27 124 226 167 118 112 1 57 142 146 198 

243 30 148 44 155 159 22 253 219 246 152 191 192 129 217 111 

216 115 40 208 114 29 221 241 163 55 72 19 113 165 235 107 

93 151 164 134 166 128 3 31 32 83 52 11 201 81 82 7 

249 138 212 227 26 8 209 232 210 5 78 122 10 54 100 24 

4 73 123 213 47 144 240 88 97 37 17 199 187 127 68 162 

175 238 135 117 197 16 101 242 173 231 38 45 60 179 6 71 

86 46 59 125 76 234 74 153 140 195 50 95 206 180 185 110 

96 139 2 80 174 202 53 147 250 14 196 0 61 150 103 132 

63 149 178 65 181 169 69 87 13 116 28 172 12 237 18 20 

194 225 251 89 207 137 214 84 120 79 25 177 233 94 193 223 

143 56 104 154 102 43 92 98 33 182 67 41 21 247 190 188 

The inverse S-box of B is defined by the map, ℎ2(𝑥) = (173𝑥 + 24)(𝑚𝑜𝑑 256) in Table 8. 
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Table 8. 𝑫 = Inverse S-box of 𝐵. 

120 37 200 237 180 60 209 49 41 251 225 226 175 107 133 42 

128 132 122 11 142 242 168 212 151 240 56 144 2 236 164 155 

186 51 95 109 230 18 138 29 68 91 47 77 202 6 1 220 

31 241 130 103 75 110 188 174 94 35 177 0 80 149 53 98 

250 72 139 196 113 15 246 167 117 44 17 162 10 234 21 34 

85 252 245 215 229 26 214 55 76 213 66 163 185 172 197 183 

135 170 65 105 5 97 156 179 187 182 194 146 87 52 59 169 

208 238 231 4 112 227 33 158 176 148 61 62 74 106 28 206 

147 81 204 7 64 58 181 136 232 173 54 254 127 108 159 137 

45 247 233 19 191 223 101 111 216 189 219 118 8 116 100 114 

253 84 141 24 152 71 255 184 198 199 210 244 27 211 89 221 

119 70 129 154 143 123 165 32 43 67 16 46 36 239 83 96 

153 201 160 190 23 93 161 79 218 39 157 90 25 140 145 222 

217 63 124 134 126 203 9 40 115 50 82 92 249 205 3 88 

192 131 166 86 235 193 57 125 20 195 22 99 224 14 121 48 

150 78 69 12 228 104 73 13 178 243 207 102 248 30 38 171 

4. Analysis of S-boxes 

The analysis of S-boxes is a crucial part of cryptanalysis, ensuring the security of encrypted data. 

Nonlinearity, output distribution, and resistance to attacks are all important aspects of S-box design, 

and their analysis requires mathematical and statistical tools to measure their effectiveness [31-40]. 

There is the following analysis. 

4.1. Nonlinearity 

Nonlinearity (NL) is a fundamental property of many natural and artificial systems, and it 

describes the behavior of a system that is not proportional to its inputs. In other words, small changes 

in inputs may lead to significant changes in outputs, and the relationship between input and output is 

not a straight line.  Nonlinearity is observed in a wide range of phenomena, such as fluid dynamics, 

electrical circuits, and signal processing. Nonlinear systems can exhibit complex behavior, including 

chaotic dynamics, oscillations, and bifurcations, and they are often more difficult to analyze and 

control than linear systems. Nonlinearity is a critical concept in many fields, including physics, 

engineering, economics, and biology, and it plays a crucial role in understanding the behavior of 

complex systems and designing effective control strategies. The upper bound of NL for the S-box is 

𝑁(𝑓) = 2𝑛−1 − 2
𝑛

2
 −1

 [26]. The optimal value of the NL of the S-box is 120. The NL results of the 

proposed 8 × 8 S- boxes 𝐴, and 𝐵 are given in Table 9. 

Table 9. Nonlinearity of 8 × 8 proposed S-boxes. 

Primes Proposed S-boxes 𝑓1 𝑓2 𝑓3 𝑓4 𝑓5 𝑓6 𝑓7 𝑓8 Average 

7507 𝐴 108 108 106 108 106 106 108 106 107.00 

𝐵 108 108 106 108 106 106 108 106 107.00 
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The proposed S-boxes A and B exhibit a maximum nonlinearity of 108, as well as a minimum 

nonlinearity of 106. Additionally, the average nonlinearity of both S-boxes A and B is calculated to 

be 107.00. 

4.2. Bit independent criterion 

The bit-independent criterion (BIC) is a measure used in cryptanalysis to evaluate the security of 

substitution boxes, or S-boxes, used in block ciphers. The criterion is designed to assess the strength 

of an S-box against differential cryptanalysis, which is a type of attack used by cryptanalysts to recover 

the key used in encryption. The bit-independent criterion measures the ability of an S-box to satisfy 

certain properties that make it resistant to differential cryptanalysis. Specifically, the criterion evaluates 

whether the S-box is balanced, has high nonlinearity, and is immune to linear attacks. A balanced S-

box ensures that for any input, there is an equal number of output bits with a value of 1 and 0. High 

nonlinearity ensures that small changes in input bits result in significant changes in output bits, making 

it difficult for attackers to deduce the key used in encryption. Finally, immunity to linear attacks 

ensures that the S-box cannot be easily broken using linear equations. To evaluate an S-box using the 

bit-independent criterion, a differential characteristic is chosen, and the expected value of the 

characteristic is computed. Next, the number of pairs of inputs that satisfy the differential characteristic 

is counted, and the difference between this value and the expected value is measured. If this difference 

is close to zero, the S-box is said to satisfy the bit-independent criterion [26]. The average value of 

BIC is  
1

2
. The BIC analysis with the pair of proposed S-boxes 𝐴 and 𝐵 are given in Tables 10 and 

11. The BIC of the proposed S-boxes generated by QI is up to the standard in the sense of encryption 

strength. 

Table 10. BIC of S-box A. 

0.0 0.484375 0.5 0.49609375 0.521484375 0.501953125 0.5 0.490234375 

0.484375 0.0 0.51953125 0.48828125 0.51953125 0.505859375 0.509765625 0.4921875 

0.5 0.51953125 0.0 0.501953125 0.521484375 0.50390625 0.533203125 0.494140625 

0.49609375 0.48828125 0.501953125 0.0 0.494140625 0.505859375 0.50390625 0.494140625 

0.521484375 0.51953125 0.521484375 0.494140625 0.0 0.53125 0.513671875 0.50390625 

0.501953125 0.505859375 0.50390625 0.505859375 0.53125 0.0 0.51953125 0.5 

0.5 0.509765625 0.533203125 0.50390625 0.513671875 0.51953125 0.0 0.501953125 

0.490234375 0.4921875 0.494140625 0.494140625 0.50390625 0.5 0.501953125 0.0 

Table 11. BIC of S-box B. 

0.0 0.484375 0.5 0.49609375 0.521484375 0.501953125 0.5 0.490234375 

0.484375 0.0 0.51953125 0.48828125 0.51953125 0.505859375 0.509765625 0.4921875 

0.5 0.51953125 0.0 0.501953125 0.521484375 0.50390625 0.533203125 0.494140625 

0.49609375 0.48828125 0.501953125 0.0 0.494140625 0.505859375 0.50390625 0.494140625 

0.521484375 0.51953125 0.521484375 0.494140625 0.0 0.53125 0.513671875 0.50390625 

0.501953125 0.505859375 0.50390625 0.505859375 0.53125 0.0 0.51953125 0.5 

0.5 0.509765625 0.533203125 0.50390625 0.513671875 0.51953125 0.0 0.501953125 

0.490234375 0.4921875 0.494140625 0.494140625 0.50390625 0.5 0.501953125 0.0 
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The proposed S-boxes (A, B) have been evaluated using the bit-independent criterion (BIC), 

which measures the S-box's resistance to differential cryptanalysis. The BIC values of the S-boxes 

have been calculated as follows: the maximum BIC value for both S-boxes A and B is 0.6094, while 

the minimum BIC value for both is 0.375. The average BIC value for both S-boxes A and B is 0.5054. 

4.3. Linear approximation probability  

Linear approximation probability (LAP) is a measure used in cryptanalysis to evaluate the 

security of substitution boxes, or S-boxes, used in block ciphers. The measure evaluates the probability 

of a linear approximation of an S-box being satisfied, where the linear approximation is a linear 

equation that approximates the behavior of the S-box. Linear approximation probability is based on 

the idea that a good S-box should not be easily modeled using linear equations. If an S-box can be 

modeled using a linear equation, it is vulnerable to linear attacks, where an attacker can use the linear 

equation to recover the key used in encryption. To evaluate the linear approximation probability of an 

S-box, a linear approximation is chosen, and the expected value of the linear approximation is 

computed. Next, the number of pairs of inputs that satisfy the linear approximation is counted, and the 

difference between this value and the expected value is measured. If this difference is close to zero, 

the S-box is said to have a low linear approximation probability and is considered to be resistant to 

linear attacks. The linear approximation probability of an S-box is closely related to its nonlinearity, 

which is another measure used to evaluate the security of S-boxes. A high nonlinearity implies a low 

linear approximation probability, and vice versa. However, nonlinearity measures the S-box's 

resistance to all types of attacks, while linear approximation probability focuses specifically on linear 

attacks [26]. The maximum values of LAP of proposed S-boxes are given in Table 12, which are not 

so bad against linear attacks. 

Table 12. LAP of S-boxes over QI. 

Primes Proposed S-boxes LAP values 

3917 𝐴 0.1328125 

𝐵 0.1328125 

4.4. Differential approximation probability 

The proposed S-boxes have been evaluated using differential approximation probability (DAP), 

which is a measure used in cryptanalysis to evaluate the security of substitution boxes (S-boxes) 

against differential attacks. The DAP value of an S-box measures the probability of a differential 

approximation of the S-box being satisfied. In the case of the proposed S-boxes, the DAP values were 

computed by selecting a differential approximation and counting the number of input-output pairs that 

satisfy the differential approximation. This count was then divided by the total number of possible 

input-output pairs, giving the DAP value. The DAP values of the proposed S-boxes were compared 

with those of existing S-boxes from the literature. The results showed that the proposed S-boxes have 

a lower DAP value than some existing S-boxes, indicating that they are more resistant to differential 

attacks. The DAP results of proposed S-boxes 𝐴 and 𝐵 are given in Tables 13 and 14. 

 

 



21099 

AIMS Mathematics  Volume 8, Issue 9, 21089–21105. 

Table 13. DAP of S-box A. 

0.023 0.023 0.023 0.023 0.031 0.023 0.023 0.039 0.023 0.023 0.031 0.031 0.031 0.016 0.031 0.023 

0.023 0.023 0.023 0.031 0.031 0.023 0.023 0.023 0.031 0.023 0.039 0.023 0.023 0.023 0.023 0.023 

0.023 0.023 0.031 0.031 0.023 0.023 0.016 0.023 0.023 0.031 0.031 0.031 0.031 0.031 0.031 0.023 

0.023 0.016 0.023 0.023 0.023 0.023 0.023 0.031 0.023 0.031 0.023 0.023 0.039 0.023 0.023 0.023 

0.023 0.023 0.031 0.023 0.031 0.016 0.023 0.023 0.023 0.031 0.031 0.031 0.023 0.023 0.023 0.031 

0.023 0.023 0.023 0.023 0.023 0.023 0.031 0.023 0.023 0.039 0.023 0.023 0.023 0.031 0.023 0.023 

0.023 0.023 0.023 0.023 0.023 0.031 0.023 0.023 0.031 0.023 0.023 0.039 0.031 0.039 0.023 0.023 

0.023 0.031 0.023 0.031 0.023 0.023 0.023 0.023 0.031 0.023 0.023 0.031 0.023 0.031 0.023 0.023 

0.023 0.023 0.023 0.023 0.031 0.023 0.031 0.023 0.023 0.023 0.039 0.023 0.031 0.031 0.023 0.031 

0.023 0.016 0.023 0.023 0.023 0.023 0.023 0.023 0.023 0.023 0.031 0.023 0.023 0.016 0.023 0.023 

0.023 0.023 0.023 0.031 0.023 0.023 0.031 0.023 0.031 0.023 0.023 0.031 0.023 0.023 0.031 0.023 

0.023 0.039 0.023 0.023 0.023 0.023 0.023 0.031 0.023 0.023 0.023 0.023 0.023 0.023 0.031 0.023 

0.023 0.031 0.023 0.023 0.031 0.031 0.023 0.023 0.023 0.023 0.023 0.031 0.023 0.023 0.023 0.023 

0.023 0.023 0.023 0.031 0.023 0.031 0.023 0.023 0.031 0.031 0.031 0.023 0.023 0.023 0.039 0.023 

0.023 0.023 0.031 0.031 0.023 0.023 0.031 0.031 0.031 0.023 0.023 0.023 0.023 0.023 0.023 0.023 

0.023 0.023 0.023 0.023 0.023 0.023 0.023 0.031 0.023 0.023 0.023 0.023 0.023 0.031 0.031 0 

Table 14. DAP of S-box B. 

0.023 0.023 0.023 0.023 0.031 0.023 0.023 0.039 0.023 0.023 0.031 0.031 0.031 0.016 0.031 0.023 

0.023 0.023 0.023 0.031 0.031 0.023 0.023 0.023 0.031 0.023 0.039 0.023 0.023 0.023 0.023 0.023 

0.023 0.023 0.031 0.031 0.023 0.023 0.016 0.023 0.023 0.031 0.031 0.031 0.031 0.031 0.031 0.023 

0.023 0.016 0.023 0.023 0.023 0.023 0.023 0.031 0.023 0.031 0.023 0.023 0.039 0.023 0.023 0.023 

0.023 0.023 0.031 0.023 0.031 0.016 0.023 0.023 0.023 0.031 0.031 0.031 0.023 0.023 0.023 0.031 

0.023 0.023 0.023 0.023 0.023 0.023 0.031 0.023 0.023 0.039 0.023 0.023 0.023 0.031 0.023 0.023 

0.023 0.023 0.023 0.023 0.023 0.031 0.023 0.023 0.031 0.023 0.023 0.039 0.031 0.039 0.023 0.023 

0.023 0.031 0.023 0.031 0.023 0.023 0.023 0.023 0.031 0.023 0.023 0.031 0.023 0.031 0.023 0.023 

0.023 0.023 0.023 0.023 0.031 0.023 0.031 0.023 0.023 0.023 0.039 0.023 0.031 0.031 0.023 0.031 

0.023 0.016 0.023 0.023 0.023 0.023 0.023 0.023 0.023 0.023 0.031 0.023 0.023 0.016 0.023 0.023 

0.023 0.023 0.023 0.031 0.023 0.023 0.031 0.023 0.031 0.023 0.023 0.031 0.023 0.023 0.031 0.023 

0.023 0.039 0.023 0.023 0.023 0.023 0.023 0.031 0.023 0.023 0.023 0.023 0.023 0.023 0.031 0.023 

0.023 0.031 0.023 0.023 0.031 0.031 0.023 0.023 0.023 0.023 0.023 0.031 0.023 0.023 0.023 0.023 

0.023 0.023 0.023 0.031 0.023 0.031 0.023 0.023 0.031 0.031 0.031 0.023 0.023 0.023 0.039 0.023 

0.023 0.023 0.031 0.031 0.023 0.023 0.031 0.031 0.031 0.023 0.023 0.023 0.023 0.023 0.023 0.023 

0.023 0.023 0.023 0.023 0.023 0.023 0.023 0.031 0.023 0.023 0.023 0.023 0.023 0.031 0.031 0 

The maximum DAP values of the proposed S-boxes 𝐴 and 𝐵 are 0.039. The comparison of the 

DAP values of the proposed S-boxes with the S-boxes on different structures from the literature is 

presented in the comparison section. 
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4.5. Strict avalanche criterion 

The strict avalanche criterion (SAC) is an important concept in the field of cryptography and 

information theory. It is a mathematical property that measures the sensitivity of a cryptographic 

function to small changes in the input. In other words, it determines how much the output of the 

function changes when a single bit of the input is flipped. The SAC is a fundamental requirement for 

the security of cryptographic algorithms. A function that satisfies the SAC is said to be an "avalanche 

effect" because the output of the function changes drastically (like an avalanche) when the input is 

changed even slightly. This means that an attacker cannot predict the output of the function even if 

they know a small part of the input. The SAC is typically measured using a metric called the "avalanche 

distance," which is the proportion of output bits that change when a single input bit is flipped. A 

function that satisfies the SAC should have an avalanche distance of at least 50% (i.e., half of the 

output bits should change when a single input bit is flipped). This ensures that the function is highly 

sensitive to input changes and provides a high level of security. There are several techniques for 

evaluating the SAC of a cryptographic function, including statistical testing and algebraic analysis. 

These techniques are used to ensure that the function meets the strict avalanche criterion and is secure 

against attacks. The SAC results of the proposed S-boxes 𝐴 and 𝐵 are given in Tables 15 and 16. We 

have come to a close that the value of the proposed S-boxes is approximately equal to 
1

2
. So, we 

conclude that we can make use of proposed S-boxes in block cipher for secure communication. 

Table 15. SAC of S-box A. 

0.53125 0.46875 0.4375 0.4375 0.484375 0.59375 0.484375 0.5625 

0.53125 0.515625 0.4375 0.5 0.5 0.515625 0.4375 0.5 

0.515625 0.515625 0.453125 0.484375 0.53125 0.546875 0.5 0.46875 

0.5 0.515625 0.5 0.53125 0.546875 0.46875 0.515625 0.46875 

0.5 0.5 0.484375 0.546875 0.59375 0.453125 0.5 0.453125 

0.484375 0.484375 0.5625 0.484375 0.515625 0.578125 0.46875 0.53125 

0.40625 0.546875 0.421875 0.53125 0.53125 0.484375 0.5625 0.515625 

0.453125 0.546875 0.5625 0.46875 0.546875 0.484375 0.5625 0.484375 

Table 16. SAC of S-box B. 

0.53125 0.46875 0.4375 0.4375 0.484375 0.59375 0.484375 0.5625 

0.53125 0.515625 0.4375 0.5 0.5 0.515625 0.4375 0.5 

0.515625 0.515625 0.453125 0.484375 0.53125 0.546875 0.5 0.46875 

0.5 0.515625 0.5 0.53125 0.546875 0.46875 0.515625 0.46875 

0.5 0.5 0.484375 0.546875 0.59375 0.453125 0.5 0.453125 

0.484375 0.484375 0.5625 0.484375 0.515625 0.578125 0.46875 0.53125 

0.40625 0.546875 0.421875 0.53125 0.53125 0.484375 0.5625 0.515625 

0.453125 0.546875 0.5625 0.46875 0.546875 0.484375 0.5625 0.484375 

The proposed S-boxes A and B have maximum Strict Avalanche Criterion (SAC) values of 0.594 each, 

and minimum SAC values of 0.406 each. On average, the SAC values of S-boxes A and B are 0.504 each. 

These results indicate that the proposed S-boxes are very close to achieving the optimal possible SAC value. 

Therefore, we can conclude that the SAC of the proposed S-boxes meets the required criteria. 
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5. Comparison 

The former tests are performed on well-known S-boxes over EC, chaotic maps, etc presented in 

[18–24] in order to compare them with the proposed S-boxes 𝐴 and 𝐵 over QI. Table 17 shows the 

results of the EC, CM, and QI analyses for the various parameters. It is discovered that the proposed 

S-boxes have a higher nonlinearity value than EC, CM, and other S-boxes. The intriguing features of 

the proposed technique provide S-boxes pair at a time by fixing three parameters 𝑎, 𝑏, and 𝑝. However, 

the other structures have one S-box at a time by fixing three parameters 𝑎, 𝑏, and 𝑝. Table 17 and 

Figure 1 show the nonlinearity of the proposed S-box. The proposed S-box LAP results are lower than 

those presented in [18–24] and Figure 2. As a result, the proposed S-boxes generate more data 

confusion and are more resistant to linear attack than [18-24]. The proposed S-boxess SAC and BIC 

results are comparable to those of other S-boxes used in Table 17 and Figure 2. As a result, the S-box 

generated by the proposed technique and the S-boxes shown in Table 17 cause equal magnitude 

diffusion in the data. The proposed DAP is comparable to the DAP of S-boxes in [18–24] and Figure 

2. Thus, when compared to the others, the proposed technique generates an S-box with high resistance 

to differential cryptanalysis. 
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Figure 1. Comparison of NL of proposed work with existing techniques works. 
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Figure 2. Comparison of BIC, SAC, and LAP of proposed work with existing techniques works. 

Table 17. Proposed S-boxes comparison with existing techniques S-boxes. 

𝑆 − 𝑏𝑜𝑥𝑒𝑠 𝑇𝑦𝑝𝑒 𝑁𝐿 𝐿𝐴𝑃 𝐷𝐴𝑃 𝑆𝐴𝐶  

𝑀𝑎𝑥 

𝑆𝐴𝐶  

𝐴𝑣𝑒 

𝑆𝐴𝐶  

𝑀𝑖𝑛 

𝐵𝐼𝐶 

𝑀𝑎𝑥 

𝐵𝐼𝐶  

𝐴𝑣𝑒 

𝐵𝐼𝐶 

𝑀𝑖𝑛 

𝐴(Proposed) QI 107.0 0.133 0.039 0.594 0.504 0.406 0.609 0.505 0.375 

𝐵(Proposed) QI 107.0 0.133 0.039 0.594 0.504 0.406 0.609 0.505 0.375 

[18] 𝐸𝐶 104.00 0.148 0.047 0.610 0.516 0.422 0.543 0.503 0.463 

[19] 𝐶𝑀 104.00 0.148 0.039 0.625 0.508 0.391 0.531 0.501 0.471 

[20] 𝐸𝐶 104.00 0.145 0.039 0.610 0.5 0.390 0.531 0.501 0.471 

[21] 𝐶𝑀 106.00 0.148 0.039 0.641 0.5235 0.406 0.537 0.504 0.471 

[22] 𝐶𝑀 106.00 0.148 0.047 0.625 0.5155 0.406 0.539 0.505 0.471 

[23] 𝐶𝑀 106.00 0.188 0.039 0.610 0.508 0.406 0.527 0.496 0.465 

[24] 𝐶𝑀 106.00 0.148 0.023 0.609 0.5 0.391 0.525 0.499 0.473 

6. Conclusions and future directions 

The proposed design methodology for the nonlinear substitution function of a block cipher based 

on quaternion integers has shown promising results in terms of enhancing the security of cryptographic 

applications. The use of quaternions in the design allows for more complex arithmetic operations, 

improving the cipher's confusion and diffusion properties. The implementation of the proposed design 

in a block cipher and extensive security analysis confirms its superiority over existing designs. 

Future research directions could involve investigating the impact of varying parameters of the 

proposed design, such as the number of rounds and key size, on the cipher's security. Additionally, 

exploring the potential of combining the proposed design with other cryptographic techniques, such 

as key exchange or digital signatures, could lead to the development of more secure and versatile 

cryptographic systems. 
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