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Abstract: Security of personal information has become a major concern due to the increasing use of
the Internet by individuals in the digital world. The main purpose here is to prevent an unauthorized
person from gaining access to confidential information. The solution to such a problem is by
authentication of users. Authentication has a very important role in achieving security. Mutually
orthogonal graph squares (MOGS) are considered the generalization of mutually orthogonal Latin
squares (MOLS). Also, MOGS are generated from edge decompositions of complete bipartite graphs
by isomorphic graphs. Graph-orthogonal arrays can be constructed by MOGS. In this paper, graph-
orthogonal arrays are used for constructing authentication codes. These arrays are the encoding
matrices of authentication tags. We introduce the concepts and basic theorems of MOGS, graph-
orthogonal arrays, and authentication codes. After constructing graph-orthogonal arrays by MOGS,
then there is an established mapping between graph-orthogonal arrays and message set. This manages
us to construct perfect non-splitting and splitting Cartesian authentication codes. In both cases, we
calculate the probabilities of successful impersonation attacks and substitution attacks. Besides that,
the performance of constructed non-splitting and splitting authentication codes is analyzed. In the end,
optimal authentication codes and secure authentication codes are constructed.
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Abbreviations: MOLS: Mutually orthogonal Latin squares; MOGS: Mutually orthogonal graph
squares; BIBD: Balanced incomplete block designs; kF: k isolated copies of graph F; K,,:
Complete graph with m vertices; K, ,: Complete bipartite graph with size m + n where vertices
are classified into two sets with sizes m and n; P,: Path graph on m vertices; E(G): Edge set of
graph G; V(G): Vertex set of graph G; G U H: Disjoint union of graphs G and H; P; or P,:
Probability of successful impersonation attacks; P, or P;: Probability of successful substitution
attacks; X,,: The set {1,2,...,n}; L(x,y): Entry inrow x and column y of square matrix L

1. Introduction

Nowadays, information technology is widely used in almost all disciplines around the world.
Convenience to people’s lives has been brought due to the unprecedented revolution of network
technology. At the same time, a huge and tough problem also arises in front of human beings-
information security issues, such as information leakage, viruses, tampering, and so on. Since ancient
times, people have realized the importance of protecting the confidentiality of sensitive messages.
Cryptology (secret writing) has been an established problem. This science was mainly concerned with
diplomatic and military applications for a long period. In the modern era, storing and transmitting
information has become cheap and simple based on strong techniques of information. There is a way
by which a huge amount of information can be transferred, but almost anyone can access it. Security
communications have several problems such as data integrity, confidentiality authentication, secret
sharing, hidden information, and non-repudiation. Such problems can be solved by steganography and
cryptography. Some means and methods are used to prevent information from being stolen or damaged
to ensure information security. In this section, we just introduce a brief overview of previous works
and a summary of our contributions. In 1948, a mathematical theory of communication was presented
by Shannon [1]. This topic gave birth to information theory. In 1974, the authors of [2] proposed
authentication codes. Simmons introduced the authentication code model described in [3-6].
Cryptology is associated with many new problems. For instance, an adversary can read transmitted
messages and change them. Also, an adversary could intervene illegally to construct and send a
fraudulent message to a receiver, and he or she hopes that the receiver takes a wrong decision.

A receiver may be worried about changing the content of a message by an adversary in
transmission. Also, a receiver is worried about knowing a real sender. Authentication of messages takes
care of these two major points. In modern times, the two important aspects of information security are
authentication and secrecy problems. Authentication protection can be obtained by an authentication
scheme, while secrecy protection can be obtained by a secrecy scheme. Authentication and secrecy are
two independent aspects of information security. In some situations, secrecy may be essential, and in
other situations, it is not essential. Moreover, secrecy may or may not be taken into account in the
authentication scheme. Authentication is responsible for the protection of messages from tampering
and impersonating by a deceptive adversary, and secrecy protects sensitive messages from
eavesdropping.

An adversary can cheat a receiver. Before a transmitter sends any message to a receiver, an
adversary can send a bogus message to a receiver, and a receiver will accept it as a genuine message.
This may lead to a wrong decision taken by a receiver. What an adversary did, in this case, is called an
impersonation attack. Also, an adversary can launch another kind of attack called a substitution attack.
Also, an adversary can launch another kind of attack called a substitution attack. In a substitution attack,
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an adversary can change the content of an observed message. And a receiver also accepts it; this will
lead to a different action from what a transmitter intended. Authentication code prevents these attacks.
The probability of a successful impersonation attack is denoted by P; or P,, and the probability of a
successful substitution attack is denoted by P; or P;.

There is a wide and considerable literature on authentication codes. The authors in [7] constructed
authentication codes using groups. Some linear authentication codes were constructed in [8]. Bipartite
graphs were used to construct authentication codes with secrecy [9]. From geometries over finite fields,
several authors constructed Cartesian authentication codes, see, for example, [ 10—17]. Authentication
codes without splitting were studied in several papers [18—26], while De Soete handled authentication
codes with splitting in [27]. Optimal authentication codes also were intensively studied [5, 24, 28-30].
In authentication codes, “optimal” means that the number of keys (encoding rules) and deception
probabilities are as small as possible. Combinatorial structures such as difference sets, BIBDs, external
BIBDs (EBIBDs), splitting BIBDs, and external difference families (EDFs) were used for constructing
optimal authentication codes. And also, in a reverse way, optimal authentication codes were used to
construct some of the aforementioned combinatorial structures. In this paper, we propose a new
combinatorial structure based on MOGS which correspond to mutually orthogonal edge
decompositions of complete bipartite graphs by several graphs such as paths, stars, disjoint union of
graphs, and so on. Additional background material for this field may be found in [31-36].

The main contributions made in this manuscript are the following: The decomposition of
complete bipartite graph K, , can be constructed by a large number of graphs such as stars, paths,
cycles, and so forth. We tried to find mutually orthogonal decompositions of K, ,. These
decompositions can be converted to MOGS. Then these graph squares are used to construct graph-
orthogonal arrays. By these graph-orthogonal arrays, we can construct a large number of authentication
codes where there is a large number of graphs that can be used for decompositions of complete bipartite
graph K, ,,. Hence, if an opponent knows the used code generated by a certain graph, then we can use
another graph for the construction of an authentication code. Also, for each graph, we will get a code
with new characteristics. Our work is considered a directed application for graph decompositions of
K, in coding theory. This is a new proposal, and it will open a new horizon for research in this
direction, and it will be the beginning of a lot of future work. This proposal leads to the construction
of Cartesian authentication codes with splitting and non-splitting. In both cases, we prove that the
constructed authentication codes are perfect. There is a special case of MOGS called mutually
orthogonal Latin squares (MOLS) which are used for constructing optimal authentication codes. Also,
we use Latin squares to construct secure authentication codes.

The remaining part of the paper is organized into the following six sections. Detailed definitions
and basic results on graph-orthogonal arrays and MOGS are found in Subsection 2.1, while
Subsection 2.2 describes basic theorems and definitions of authentication schemes and the probability
of successful deceptions. Section 3 studies the construction of general perfect non-splitting Cartesian
authentication codes based on MOGS. Section 4 studies the construction of general perfect splitting
Cartesian authentication codes based on MOGS. The focus of Section 5 is on the construction of
optimal authentication codes based on MOLS that are considered a special case of MOGS.
Authentication codes with confidentiality based on graph squares are presented in Section 6. Finally,
some concluding remarks are given in Section 7.
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2. Preliminaries
2.1. Related definitions and theorems of graph-orthogonal arrays and MOGS

In this subsection, we present definitions of graph-orthogonal arrays and MOGS, along with a few
basic results.

Definition 1 ([37]). Assume that G is a subgraph of K, , with size n. A square matrix L of order
n is called a G-square if each element in X,, = {1,2,.., n}appears precisely n timesin L, and all the
graphs G; where E(G;) = {(x,y1):L(xo,y1) = i,i € X} are isomorphic to G. The index set for
the rows of L is the set X,, X {0} and the index set for the columns of L is the set X, X {1}. Each G-
square of order n represents an edge decomposition of K, by the graph G.

Example 1. An edge decomposition of K33 by K, 3 is shown in Figure 1. There is a G-square L of
order 3 corresponding to this decomposition, where G is isomorphic to K, 3. Here n=3, X3 =
{1,2,3}. The K, 3-square can be represented as sollows:

ll 21 31
L1
2, 2 2 2

3, 3 3 3

From L, it is clear that the rows are indexed by X5 X {0} = {1, 20, 30}, the columns are indexed by
X3 x {1} = {14,24,31}, and each element in X5 = {1,2,3} appears precisely 3 times in L. From
Figure 1, the edge set and the vertex set for G,,G,, and G, are as follows:

E(Gy) = {(x0,y1): L(x0,y1) = 1} = {(10, 11), (10, 21), (10, 31D}, V(G1) = {14, 11,21, 31},
E(Gz) = {(x0,y1): L(x0,¥1) = 2} = {(20,11), (20, 21), (20,31}, V(G2) = {20, 11,24, 34},
E(G3) = {(x0,y1): L(x0, 1) = 3} = {30, 11), (30, 21), (30, 31), V(G3) = {30, 14,24,34}.

0

Lh 2, 3
K313 o M
11 21 3

1

1, 2o 3o
11 21 31 11 21 31 11 21 31
G 1 Gz GB

Figure 1. An edge decomposition of K33 by Kj .
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Definition 2 ([37]). Let Ly be a G-square of order n with entries from a set A and M, be a G-
square of order n with entries from a set B. Then L, and L, are orthogonal if, for every a € A
and for every b € B, there is exactly one cell (xy,y,) such that Ly(xq,y,) = a and Ly(xq,y;) =
b. A set of k G-squares of order n, say Lq,...,L, are called mutually orthogonal (pairwise
orthogonal) G-squares (MOGS) if L; and Lj are orthogonal forall 1 <i <j <k.

Notice that in this paper, we consider A = B = X,,.

Example 2. Three MOGS for the graph P, are represented by the squares L, L,, and L;. Also,
three MOGS for the graph P3 U K, 1 are represented by the squares My, M,, and Mj3. See Figure 2
for more illustration.

1 1 2 [1 2 1] 1 2 2
Ly = [1 3 3] L,=13 3 1|Lz= [3 2 3]
2 3 2 13 2 2l 1 1 3
1 1 2 1 2 1] 1 3 3
M, = [2 2 3] M, =12 3 2| M3= [2 1 1]
3 3 1 3 1 3. 3 2 2

The superimposition of L; and L, is as follows:

(1) 12 @1
(L, L) =|(1,3) (33) (B1)
(23) 32) (22)

L 2 3 Lo 2, 3o 1, 3o 2, Lo 3 2

2 1, 1, 3; 3 2 L 2,3 L 2,3 L, 2.3

The edge decomposition of K 35 by P, corresponding to L;

I
I
|
I
G, G, Gs } Gy G. Gy
|
| The edge decomposition of K 33 by P; U Ky 1 corresponding to M,
|

1, 2 3 1 20 3 /0\ TO 70\ ]T /30\ f
1, 3 3, 2 2, 1, 1, 312 1L, 312 L 312
G, G, G3 G, G, Gs

30 10 10 20 20 30 K ]IU /30\ Zf /]i Sf
2, 1 3 2 1, 3 2, 311 2, 311 2, 3L
G1 Gz Gg G1 GZ G3

The edge decomposition of K 53 by P; U Ky,1 corresponding to Ms

Figure 2. Three mutually orthogonal edge decompositions (MOEDs) of K33 by Py, and
three MOEDs of K3,3 by P3 V) Kl,l'

All the ordered pairs are different and equivalent to X5 X X5 = {1,2,3} x {1,2,3}. Hence, L, and L,
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are orthogonal. Similarly, the orthogonality between L, and L;, L, and Lz, M; and M,, M; and
M3, M, and M5 can be shown.

Theorem 1 ([38]). For every bipartite graph G with n > 2 edges, we have N(n,G) < n, where
N(n,G) refers to the maximal number of G-squares in the largest possible set of mutually orthogonal
G-squares of order n.

There are several results on MOGS in the literature. For a survey on MOGS, see [37—45].

Definition 3 ([46]). Suppose B is a symbol set with cardinality |B| =m>1, u, and A =2 are
integers. An orthogonal array A is an um? X A array with entries from B such that within any two
columns from A, every ordered pair of symbols from B occurs in exactly p rows of A, denoted as

0A(m, A, ).

Definition 4. If we have A mutually orthogonal m X m G-squares, then by converting each G-
square to an m? X 1 array by juxtaposing the m columns of the G-square, then we have A arrays
with m? X 1 dimension, then by combining these arrays we get an m? X A array which is called a
graph-orthogonal array G-0A(m, A, 1).

Proposition 1 ([40]). If we have A mutually orthogonal m X m G-squares based on m symbols,
then, we can obtain a G-orthogonal array G-0OA(m, A, 1).

Proof. The construction technique is as follows. Convert each of the 4 mutually orthogonal m X m
G-squares to an m? X 1 array by juxtaposing the m columns of the G-square. Then, these arrays
are combined to construct an m? X A array. Since there are 2 mutually orthogonal G-squares based
on m symbols, the number of the levels equals m.Furthermore, since the A G -squares are
mutually orthogonal, then the superimposition of any two columns of the m? X 1 array gives
X X X, i.e.,the m? X A array has strength two. Every ordered pair of symbols from X, occurs
in exactly one row of G-0OA(m, A, 1).

Example 3. We have 3 MOGS A4, A,, and As; (4K,-squares). Then, there is an 4K,-0A(4,3,1)
that can be represented by A,

(R SEES
AN W
N W A
=AW N

(S,
=R W N
BN W
N W =

(R SEEES
N WD =
AW N
BB N W

D WO WD RS P NDWWN =S
B W b B W D WR W N
A RN W R WNN WS R WN RS
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In what follows, we assume that the probability distribution of sources and encoding rules is
uniform.

2.2 Basic theorems and definitions of authentication codes

A transmitter, receiver, and adversary are three participants in the authentication model considered
in this paper. A sequence of source states can be conveyed to a receiver by a transmitter. An adversary
can deceive a receiver by impersonating a transmitter and sending fraudulent messages or tampering
with messages sent to a receiver. Transmitter and receiver must cooperate to deal with a spoofing attack
by an adversary. Both sender and receiver must trust each other in this model.

In what follows, the set of all sources states that a transmitter will send to a receiver will be
denoted by G. Source states are encoded based on one encoding rule for protecting source states from
an adversary attack. The set of all encoding rules will be denoted by H. The set of all possible
encoded messages will be denoted by R. The one-to-one mapping h € H is a mapping from G to
R. There is always an agreement between the transmitter and the receiver on an encoding rule h
before the transmission process. The encoding rule h is considered a secret to an adversary. The
source states are encoded using h by a transmitter. Then, through an insecure public channel, encoded
messages are transferred. A receiver receives a message sent by a transmitter and checks whether it
belongs to the range h( G). Only messages belonging to the range h( G) will be accepted as authentic.
It is assumed that the adversary is fully familiar with the system, including all encoding rules. But, the
particular encoding rule known by a transmitter and a receiver is unknown to an adversary. If the
fraudulent message of the adversary is compatible with the used encoding rule, then the adversary is
successful in his attack. The possibility of successful deception by an adversary can be decreased by
repeatedly alternating the used encoding rule. Formally, the authentication code can be defined as
follows.

Definition S ([47]). Suppose G, H, and R are three non-empty finite sets, where G is the set of
source states, H the set of encoding rules, and R the set of encoded messages. Suppose @ :
G XH = R is a map, then the four tuple (G, H,R; @) is called an authentication code, if

(i) the map @ is surjective and

(ii) for any r € R and h € H, if there is an element g € G satisfying @(g,h) =, then such an
element g is uniquely determined by the given r and h.

Now, we show the parameters of an authentication code as follows: |G| = a, |H]| =, and
|R| = y. Hence, the authentication code can be denoted by AC(a, 8,y). For the authentication code,
we can construct a § X @ encoding matrix (A). Rows of A correspond to the encoding rule of an
authentication code, and columns of A correspond to the source of an authentication code.

Definition 6 ([47]). Let g€ G, put R(g) = {r € R|r = h(g) for some h € H}. The set R
represents messages that can be used to transmit the source state g. If R(g,) and R(g,) are
disjointed, for any two source states g, and g,, the authentication codes, in this case, are called
Cartesian codes. Cartesian codes have no secrecy since one may know the source state once the
transmitted message is observed.

In a simplified way, Cartesian authentication codes can be redefined as follows: regardless of the
used encoding rule, if you know the message r, you can know the corresponding source g, so the
Cartesian authentication codes are without secrecy.

AIMS Mathematics Volume 7, Issue 5, 7349-7373.
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Definition 7 ([47]). Let (G,H,R; @) be an authentication code. This authentication code is called
non-Cartesian if for any v € R and h € H, there is a unique g € G such that ¢(g,h) =r. Non-
Cartesian authentication codes are with secrecy.

Definition 8 ([46]). Let (G, H,R; @) be an authentication code. This authentication code is said to
have splitting if, under the same encoding rule h € H, more than one message corresponds to a
source state g € G.

Definition 9 ([47]). Let (G,H,R; @) be an authentication code. This authentication code is said to
have no splitting if g can only correspond to one message r under the action of h.

Definition 10 ([47]). The Cartesian authentication code (G,H,R; @) is called an optimal Cartesian
authentication code if |G| =a+ 1, |H|=a? |R|=ala+1) and Py =P, = %

Definition 11 ([47]). For the authentication code (G,H,R; ), if log, Py =log, P, = —I(R; H),
then the authentication code, in this case, is perfect, where

I(R; H) = H(R) = HRIH) = £, P(r) 1083 55 = S, P(r ) l0ga 5, (1)

where H(R) is the entropy of R, H(R|H) isthe entropy of R|H, and P refers to the probability.

In perfect authentication codes, it can be seen that P, and P; are the minimum. For the

probability of a successful impersonation attack P,, there is an agreement between a sender and a
receiver about the encoding rule h in advance.

In impersonation attacks, an adversary does not know which authentication tag each source
corresponds to under this encoding rule h. Hence, an adversary arbitrarily selects a source g and an
authenticator a € T (T refers to the set of authentication tags). Impersonation attacks succeed if the
message (g,a) satisfies h(g) = a, and P, can be expressed as follows:

max |{h € f]‘[|h(g) = a}|

__ YEG,a€eT
Py, =

7] - )
For the probability of a successful substitution attack P;, there is an agreement between a sender and
a receiver about the encoding rule h that acts on the message r. A message r = (g,a) is
transmitted by a transmitter to a receiver, where h(g) = a € T. Then, a message 7 = (g, d) is sent
by an adversary to replace the message r = (g, a), where h(§) =4 €T, § # g. Thatis, h isinthe
set {h € H|h(g) = a,h(g) = d}, and the substitution attack is successful. The probability of
substitution attack P; can be expressed as follows:

b _ eedlh € H1h(G) = @, k() = 4
o (7 € #[h(g) = d]] | ©

An authentication code enables a sender to encode a message using a secret key. Then, by the same
key, a designated receiver can decode the message. Flow diagrams for the encoding and decoding for
authentication codes are shown in Figures 3 and 4, respectively [48].
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Encoding

Figure 3. A flow diagram for the encoding of authentication code.

Figure 4. A flow diagram for the decoding of authentication code.

3. MOGS and general non-splitting Cartesian authentication codes

In this section, we will use MOGS and graph-orthogonal arrays to construct general non-splitting
Cartesian authentication codes. We first construct a graph-orthogonal array by k MOGS of order n.
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Then there is a mapping between the graph-orthogonal array and the message set by using the property
of the graph-orthogonal array. And an encoding matrix for the Cartesian authentication code is obtained.
Secondly, we get a perfect Cartesian authentication code when we obtain an encoding matrix by a
graph-orthogonal array. Besides that, in this paper, some new Cartesian authentication codes can also
be obtained by transforming a graph-orthogonal array in column order, or partition of a message set or
changing the mapping between a message set and an authentication tag. Thus, it can be said that the
used construction method has global significance from a theoretical point of view. For more illustration,
see Figure 5 that shows a flow chart for the proposed algorithm in this paper. Also, a pseudo code for
the proposed algorithm can be described as follows:

Input: Complete bipartite graph K, ;.

Output: Authentication code.

1. Constructing k mutually orthogonal edge decompositions of K, , by G.

2. Generating k mutually orthogonal G squares of order n.

3. Constructing a G-orthogonal array OA(n, k, 1).

4. Generating an authentication code using the OA(n, k, 1).

5. End.

Start

Y
Input information
“Complete bipartite
graph K, ,”

Y
k mutually orthogonal
edge decompositions of
Knn by G

y

k mutually orthogonal
G squares of order n

y

G -orthogonal array
“OA(n,k,1)”

Y

Output authentication
code

Y

Stop

Figure 5. Flow chart for the proposed algorithm in this paper.
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Suppose we have k MOGS of order n: M;, M,, ..., M. From Theorem 1, k < n. Suppose
Mg refer to the wth column of M,. Based on Proposition 1, the following graph-orthogonal array

can be constructed.

My m: .. M}
7= |ME ME .. Mg
My MFo.. MR,

The graph-orthogonal array Z is an orthogonal array OA(n, k,1). The matrix Z will be used as
an encoding matrix for the authentication tag.

Let Z = (44,45, ..., Ay), where A, (1 < a <k) is the ath column of Z. Now, n different
symbols inside A, can be represented by A,(1),A4,(2),...,A;(n). In the matrix Z, 1,2,...,n aren
different authentication tags, and the messages set R consists of nk ordered pairs (g,a), where
g € G. Hence, the number of messages is [R| = nk. Then, R can be divided into Ry, R, ..., Ry,
and

U§=1Ra = RI nlézlgza = @, |RO_’| =n. (4)

The n different messages in R, (1 < a < k) can be represented by R, (1), R,(2), ..., R,(n)
respectively. Define the mapping

ll}i:Aa '_)Ra
A(0) > Ry(0), 1<a<k1<o<n (5)

Therefore, (Z,R, (1,5, ..., ¥Px)) is a non-splitting Cartesian authentication code if the
probability distribution of encoding rules and sources is uniform.

Example 4. We have three mutually orthogonal (P, U 2P,)-squares My, M,, and M5 which are
defined as follows:

5 5 2 4 1 5 2 15 4 5 1 4 2 5
21135] [51321] [11253]
My=|1 3 2 2 4|My=|2 1 2 4 3|M;=|4 2 2 3 1
5 2 4 3 3 4 3 2 3 5 2 5 3 3 4
4 1 3 5 4 1 5 4 3 4 5 3 1 4 4

Hence,
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(Mi M; M3
M{ M7 M3

M{ M; Mj
M? M> M3

25%3

N

Il

S

=

=~

||
A WA UTFRLRUDTWNWDSR WDANRNRNWROODOGIFLDNDO
AR UTWR DA WWSARNUUOBDRARDNNWRUIWRRNDRERESDSDNDOU O
AR R WUTES W WUIN R WRNDN DS WUINRFER R UTN DS =

It is clear that Z is a (P, U 2P,)-orthogonal array (P, U 2P,)-0A(5,3,1). Let Z = (A1, A, A3),
where A, (1 <a <3) is the ath column of Z. Now, 5 different symbols inside A, can be
represented by An(1),A,(2),...,A,(5). In the matrix Z,symbols 1,2,..,5 are 5 different
authentication tags, and the messages set R consists of 15 ordered pairs (g,a), where g € G.
Hence, the number of messages is |R| = 15. Then, R can be divided into R,,R,, R3, and

Ug:l:Ra =R, ﬂi:ﬂ% =0,|R,| = 5. (6)

The 5 different messages in R,(1 < a <3) can be represented by R,(1),R,(2),...,R(5)
respectively. Define the mapping

Yo g > Ry
Ag(@) » Ry(0), 1<a<3,1<0<5. (7)

Therefore, (Z,R,(W1,¥2,Y¥3)) is a non-splitting Cartesian authentication code if the probability
distribution of encoding rules and sources is uniform.
For more illustration, let the set of source states be G = {i, ], k}, then the set of encoded messages

R={(g,a)lg €G,ae{12345}}

R={01),((2),13),E4),(15),0,1),0,2),0,3),0G, 4,
U,5), (k, 1), (k, 2), (k, 3), (k, 4), (k, 5)},
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for example, if a receiver receives (i,1), then he or she can deduce that the original message is i
because 1 belongs to the set of authentication tags {1,2,3,4,5}.

Theorem 2. The above constructed Cartesian authentication code is a non-splitting authentication
. 1
code and has the following parameters |G| = k,|H| = n?, |R| = nk. Also, Py = P, = ~

Proof. As shown above, the graph-orthogonal array Z is used as an encoding matrix of an
authentication tag. Encoding rules are represented by rows of Z, and sources are represented by
columns of Z. The graph-orthogonal array Z is an n? X k matrix. Hence, the number of sources is
k, the number of encoding rules is n?, and the number of messages is |R| = nk.

(1) For the impersonation attack, from the graph-orthogonal array Z, we can see that each encoding
rule corresponds to k different messages. Suppose a sender uses the encoding rule h, to send a
message to a receiver. It is known that by the encoding rule h,, k messages can be obtained. Now, if
one of these k messages is used by an adversary, then the adversary succeeds in his impersonation
attack. In this code, the number of all messages is nk. Therefore, the probability of a successful
impersonation attack is:

(ii) For the substitution attack, suppose a message r = (g, a) is sent by a sender to a receiver, because
the graph-orthogonal array OA(n, k,1) is used as an encoding matrix of an authentication tag, so by
the superimposition of any two columns of this matrix, we conclude that every ordered pair of n?
ordered pairs appears exactly once. Therefore, in the column of the source g, the authentication tag
a appears exactly n times and corresponds to n different encoding rules, so we obtain

[{h € H]h(g) = a}| =n. ©)

Suppose that an adversary sends a message 7 = (g, a) (g # g) to a receiver. We know from the
used encoding matrix that the authentication tags a and d can only appear in one row
simultaneously in the two columns of the sources g and g, so we get

[{h € H|h(g) = a,h(g) = d4}| = 1. (10)

Hence

max |{h € 7—[|h(g) =a, h(g) = C'l}

P1 __ g*g€G; a,aeT _ (11)

Juy

{h € H|h(g) = al| n

Now, we want to prove that the constructed Cartesian authentication code, in this case, is a non-
splitting authentication code. It is clear from the above construction that if we have the encoding rule
h and the source g, then g and h can be mapped to only one message r, so we obtain a non-
splitting authentication code.

Theorem 3. The Cartesian authentication code (Z,R, (1,5, ..., ¥x)), which is constructed by k
mutually orthogonal n X n G-squares, is a perfect Cartesian authentication code.

Proof. For the authentication code (Z,R, (W1,¥y, ..., ¥x)), let Z,2,; be an encoding matrix. The
row of Z represents the encoding rule and the column of Z represents the source. An element z,,,
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is in the position (x,y) of Z. The element z,, shows that the source g, is encoded into the
messages 1 = Z,, with the encoding rules h,, where 1 < x < n% 1<y<k
(1) We have

1

P(hy) = 5. P(gy) = (12)

(ii) The elements g, and h, are used to determine the element z,, in the encoding matrix Z,,2y.
It is clear that an encoding rule can encode k sources (g,,1 <y < k) and a source can be affected
by n* encoding rules (hy, 1 < x < n?), so after determining g,, the distribution probability of h,
is

P(hx|9y) = n_12 (13)

If h, is determined, then the distribution probability of g, is

P(gylhy) =1 (14)

Now, the distribution probability of every element z,, in the encoding matrix Z,z,, can be
obtained as follows:

P(Zx,y) = P(hxv gy) = P(gy)P(hx|gy) = P(hx)P(gylhx) = k_‘rllz (15)

(1i1) For the encoding matrix Z,,z,,, the same authentication tag occurs n times in any column. Also,
in each column, the same authentication tag is mapped into a message. Therefore, every message r
occurs n times. We now can obtain

1

P(r) =n.P(zx,y) =n.k—7112=a. (16)

(iv) We know from Z,2,, that each encoding rule corresponds to k messages. Hence, the
distribution probability of the message r given an encoding rule h, is

P@mgzi. (17)
And

P(hy, 1) = P(hy).P(rlhy) = —.— = —. (18)

ol i
=
S
N

Also,
IR, H)=H(R)—HR|H)=HR)+H(H) - HR,H)

1 1 1
= Z P(r) log, m + Z P(hx) log, m - Z P(r, hx) log, W
r hy * Thx o
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1 1 1
I(R; H)=nk.—log, nk +n2.§log2 n? —nzk.ﬁlog2 n%k = log, n. (19)

Since Py =P, = %, then log, P, = log, P; = —log, n.

Finally, we can deduce that log, P, = log, P, = —I(R; ) = —log, n. From Definition 11, the
Cartesian authentication code (Z,R, (Y4,¥5, ...,¥x)), which is constructed by k mutually
orthogonal n X n G-squares, is a perfect Cartesian authentication code.

4. MOGS and general splitting Cartesian authentication codes

In this section, we will construct a general splitting Cartesian authentication code based on graph-
orthogonal arrays which are constructed by MOGS. There is a difference in this section from the
previous section because, in this section, we divide the message set twice. If some or all sources and
encoding rules are determined, then this message set can correspond to multiple messages. Thus this
construction has the characteristic of splitting.

Let Z = (A4, 4,,...,4;), where Ay (1 <a <k) is the ath column of Z. Now, the n
different symbols inside A, can be represented by A,(1),A4,(2),...,A,(n). Here, we divide the
message set R into R4, R,, ..., Ry, where the following conditions are satisfied:

Ug:lﬁa =R, ng:lfRa =@, |Ry|l =tgn,1<a <k, t, =1 (20)
It is clear that
IRl =Xk_t,n=tnt >k (21)

Now, we apply another division on each R, such that R, = {RL, R2,...,R"} and

Uloi Ry =Ry, NIy RY =0, |RY| =t 1<y <k (22)
Define the mapping
Yai Ay = Ry
AP R, 1<a<kl<y<n (23)

Therefore, (Z,R, (Y1, ¥2, ..., Pr)) 1s a splitting Cartesian authentication code if the probability
distribution of encoding rules and sources is uniform.

Example 5. We have three mutually orthogonal (P, U 2P,)-squares My, M,, and Ms which are
defined in Example 4. Hence,

Mi M; M;
M; MZ Mj
7=|M3 M3 M3
M Mz Mg
My M3 Mgl

Let Z = (Aq,A,, Az), where Ay (1 < a < 3) isthe athcolumnof Z. Now, the 5 different symbols
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inside A, can be represented by A,(1),A,(2),...,A,(5). Here, we divide the message set R into
R1,R,, R, where the following conditions are satisfied:

U Ry =R, N3, Ry =0,|Ry| =5t 1< a<3t,>1 (24)

1t is clear that
|R| = ¥3_, 5¢t, =5¢t,t > 3. (25)

Now, we apply another division on each R, such that R, = {RL, R2,..,R3} and

US—1iRY =Ry, N3=1 RY =0,|RY| = t5, 1<y <5. (26)
Define the mapping
lp(l: Aa - R(l
A,())»R), 1<a<31<y<5h. (27)

Therefore, (Z,R, (W1, ¥5,¥3)) is a splitting Cartesian authentication code if the probability
distribution of encoding rules and sources is uniform.

Theorem 4. The above constructed Cartesian authentication code is a splitting authentication code
: 1
and has the following parameters |G| = k,|H| =n?,|R| =tn, t > k. Also, Py = P, = -.

n

Proof. As shown above, the graph-orthogonal array Z 1is used as an encoding matrix of an
authentication tag. Encoding rules are represented by the rows of Z, sources are represented by the
columns of Z. The graph-orthogonal array Z is a n? X k matrix. Hence, the number of sources is
k, the number of encoding rules is n%, and the number of messages is |R| = tn, t = k.

(1) For the impersonation attack, from the graph-orthogonal array Z, we can see that each encoding
rule corresponds to t messages. This is because of the division of the messages into k parts in the
beginning, where each source corresponds to t,n messages, in the second division the messages are
divided into the subsets RL, R2, ..., R%. Therefore, for a given one source and one encoding rule, we
can obtain t, messages, where Y.X_, t, = t. And the previous is the result of the construction of one-
to-one mapping of R and each source corresponding to an authentication tag. Suppose a sender uses
the encoding rule h, to send a message to a receiver. It is known that by the encoding rule hy,t
messages can be obtained. Now, if one of these t messages is used by an adversary, then the adversary
succeeds in his impersonation attack. In this code, the number of all messages is tn. Therefore, the
probability of a successful impersonation attack is:

1

(ii) For the substitution attack, suppose a message r = (g, a) is sent by a sender to a receiver, because
the graph-orthogonal array OA(n, k,1) is used as an encoding matrix of an authentication tag, so by
the superimposition of any two columns of this matrix, we conclude that every ordered pair of n?
ordered pairs appears exactly once. Therefore, in the column of the source g, the authentication tag
a appears exactly n times and corresponds to n different encoding rules, so we obtain
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[{h € H|h(g) = a}| = n. (29)

Suppose that an adversary sends a message 7 = (g,a) (g # g) to a receiver. We know from the
used encoding matrix that the authentication tags a and d can only appear in one row
simultaneously in the two columns of the sources g and g, so we get

[{h € #H|h(g) = a,h(g) = 4}| = 1. (30)

Hence,

P, = gl el € HI() = a,h(g) =a)| (31)

{h € H|h(g) = a}| T

Now, we want to prove that the constructed Cartesian authentication code, in this case, is a splitting
authentication code. It is clear from the above construction that if we have the encoding rule h and
the source g, then the authentication tag corresponded to g and h is A,(y). From the mapping,
we have A,(y) » R , g is mapped under h into a subset R, |R)| =t, and t, = 1. Thus,
there is a possibility to encode one or more messages, so the code is a splitting Cartesian authentication
code.

Theorem 5. The splitting Cartesian authentication code (Z,R,(Y1,V5, .-, Yr)), which is
constructed by k mutually orthogonal n X n G-squares, is a perfect Cartesian authentication code.

Proof. For the authentication code (Z,R, (Y1, Y5, ..., ¥x)), let Z, 24, be the encoding matrix. The
row of Z represents encoding rules and the column of Z represents sources. Let the source g, be

encoded by the message 1, with the encoding rule h,, and |r(x,y)| = ty; T(xym) represents the
mth message of message set,and 1 <x <n?; 1<y <k; m=1.2,..., ty.
(1) We have

P(h) = 7, P(gy) =1 (32)

(ii) It is clear that an encoding rule can encode k sources (g,, 1 <y < k) and a source can be affected
by n? encoding rules (h,, 1 < x < n?), so after determining gy, the distribution probability of h,
is

P(helgy) = (33)

n

If h, is determined, then the distribution probability of g, is
P(gylhs) = (34)
(iii) After determining h, and g,, the probability distribution of the message 7y m) 1s
P(eymlha 9y) = - (35)
And
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1
P(r(x,y,m)'hxlgy) = P(T(x,y,m)lhx: gy)-P(gylhx) = E (36)
Also,
1
P(T(x,y,m)lhx) = Zgyp(r(x,y,m): gylhx) = E (37)
Now, we can obtain

P(T(xym)' x) P(rym b)) P(hy) = (38)

kty n2

H(:/em)—szuhx)—Z D P(rceymy ha) logy o

x= 1r(xym)

P( (xym)|hx)

k
1
=n? x Z y- k logz(kty)
y=1

H(RIH) = - 3k_ log, (kty). (39)

(iv) Let the message set corresponding to the source g, be R,, R, is the vth message of R,,
then and the probability of R, ,, is

P(R,,) = (40)

nkty

H(R) = Z§-1(tyn). P(Ry) l0g2 52— (41)

Z(t n) logz (nkty)

k
1
=+ z log,(nkt,).
y=1
Now, we can deduce that

IR; 3= HR) = H(RIFE) = 1 Thes logy (nkty ) = 3 Bes log (kty) = £ log, (2

1
= log,n (; YK 4 1) = log, n. (42)

Since Py =P; = %, then log, P, = log, P, = —log, n.
Finally, we can deduce that log, P, = log, P, = —I(R; ) = —log, n. From Definition 11, the
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splitting Cartesian authentication code (Z,R, ({1,¥,, ..., ¥x)), which is constructed by k mutually
orthogonal n X n G-squares, is a perfect Cartesian authentication code.

5. Optimal Cartesian authentication codes based on MOGS

In this section, we will handle a special case of MOGS which is called MOLS. If we have a set
of mutually orthogonal G-squares of order n, where G = nK,, then this set is called a set of MOLS.
It is known that for any prime power n, there exist (n — 1) MOLS of order n[46]. Suppose we have
(n —1) MOLS of order n: My, M,, ..., M,_;. Theentries in M,(a = 1,2, ...,n — 1) belong to the set
{1,2,...,n}. Suppose M2 refer to the column of M, Z,=(1,2,..,n)7, Z, = (x,x,..,x)T and
x=1.2...,n

Theorem 6 ([47]). A set of (n—1) MOLS of order n is equivalent to an OA(n,n + 1,1).
Hence, the following graph-orthogonal array can be constructed based on Theorem 6.

Z, Z, M} M} .. M},
7|20 z, M2 Mz .. MZ,
Zo Zn M} MF oo MRl

The graph-orthogonal array Z is an orthogonal array OA(n,n + 1,1). The matrix Z will be
used as an encoding matrix for an authentication tag.

Theorem 7. If the non-splitting Cartesian authentication code (Z,R, (1,5, ..., Px)), constructed
in Section 3, is constructed by (n —1) MOLS of order n, that is k =n + 1, then the code is an
optimal Cartesian authentication code.

Proof. From Theorem 2, the parameters of this authentication code are |G| =k =n+1, |H| =
n? |R| =n(n+1). Also, Py =P, = % Hence, the authentication code is an optimal Cartesian

authentication code from Definition 10.

Theorem 8. If the splitting Cartesian authentication code (Z,R, (1,5, ..., Yx)), constructed in
Section 4, is constructed by (n —1) MOLS of order n, that is k =n+ 1, then the code is an
optimal Cartesian authentication code.

Proof. From Theorem 4, the parameters of this authentication code are |G| =k =n+1, |H| =
n? |R| =nt =n(n+1). Also, Py =P, = % Hence, the authentication code is an optimal Cartesian

authentication code from Definition 10.
6. Authentication codes with confidentiality based on graph squares

An authentication code can be kept secret if an adversary finds a message transmitted through a
channel, but this adversary cannot get any information about the source. Here, we will construct a
security authentication code by using Latin squares that are considered as a special case of graph
squares (G-squares) as mentioned above. The constructed authentication codes in Section 3 and
Section 4 are without confidentiality. Suppose C is the orthogonal array OA(n, kn, k), where C can

be represented as C = (Ci'j)knzxkn’ where i =1,2, ...,knz,j =1,2,..,kn. From Section 3, the
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parameters of the constructed authentication code by the orthogonal array C are |G| = kn, |H| =
kn?, |R| = n|G| = kn?. Then, suppose that it is possible to construct the Cartesian authentication
code (C,R, (WY1, ¥y, ..., Yin)), where C is the encoding matrix.

Now, we will use a Latin square to convert the constructed Cartesian authentication code to an
authentication code with confidentiality. Suppose that the encoding matrix for the authentication code

is D=(dij), 2 L= L2, kn%j =12 . kn
We make a partitioning to D into the following blocks,
Diy D1z o Dign An(x-1)+1y
p=|? 21 b 220 b 2 p, = d"(x‘})”'y sx=y=1,2,..,kn
Diny Drnz =+ Dinkn dn(x-1)+n,y

Suppose that we have any Latin square S of order kn;

S11 S12 - Sikn
S21 S22 " S2kn

S=| " . . ; Sxy €E{1,2,.,kn}, x=y=1,2,.., kn.
Skn,l Skn,z Skn,kn

For the element in row x and column y of the matrix D, the second subscript is replaced with the
element in row x and column Sx.y of the Latin square S. Hence, for the matrix D, the element in
row x and column y is put in the position in row x and column s,,, so the subblocks in rows of
D are rearranged and we get a matrix D. Finally, we obtain an authentication code with confidentiality
(D,C,R,D,S, (Y1, Py, .., Pin)), Where D is its encoding matrix. It seems that the strength of the
proposal is the huge growth in the number of Latin squares of a given order.

Theorem 9. The authentication code (D,C,R,D,S, (W1, Py, ..., Yin)) is a secure authentication code
or with confidentiality.

Proof: 1t is clear that

1 _ 1

—, (43)

P(g) = o =

Each column in D contains all messages, and each message occurs precisely once in this column.
Hence, the conditional distribution probability of source under the message is

1

P(glr) = (44)

Hence,

1

P(g) = P(glr) = —. (45)

Consequently, the authentication code (D, C,R,D,S, (1, ¥5, ..., Wxn)) is secure.

Example 6. Let the matrices C,D,and S be represented by
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B W R WN RS WN R D WN -

OO UTAAUTNN OO UTO I N0 U1 oy

11
12
9
10
12
11
10
9
10
9
12
11
9
10
11
12

167
15
14
13
14
13
16
15
15
16
13
14
13
14
15

16-

Then, the matrix D can be represented as follows:

o>

(S G G
O’#wmm%WNb—\\]OOU'IO\

10
11
12

RGN
ISR N

B W N = oYU 0

BW N EFEOYNUTY OO

For more illustration, if we choose the following Latin square

Then

AIMS Mathematics

BwWw N -

W s RPN

N AW

W N Wb

=R W N
N AW
W N R
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16 11 16
2 5 12 15
3 8 9 14
4 7 10 13
7 1 14 12
8 2 13 11
5 3 16 10
5|6 4 15 9
10 15 1 8
9 16 2 7
12 13 3 5
11 14 4 6
13 9 5 1
14 10 6 2
15 11 7 3
16 12 8 4

It is clear that |G| = 4, || = 16, |R| = 16, and P(g) = P(g|r) = i

7. Conclusions

This paper mainly studies how to use graph-orthogonal arrays and MOGS to construct non-
splitting Cartesian authentication codes and splitting Cartesian authentication codes where the
probability distribution of encoding rules and sources is uniform. We have calculated the probability
of successful impersonation attack and substitution attack of the constructed non-splitting and splitting
Cartesian authentication codes and have analyzed their performance. These codes are proved to be
perfect and optimal Cartesian authentication codes with good performance. Our goal in this paper has
been to develop message authentication schemes to provide a guarantee of integrity: that is, the
assurance that a message was sent by its purported sender. By the way, this paper is the first one that
deals with the construction of authentication codes by MOGS. In future work, we will try to study the
properties of the authentication codes constructed by MOGS as the G-squares are different according
to graph G. The graph G may be a path graph, cycle graph, tree graph, and so forth.
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