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Abstract: This paper mainly studied the stochastic stability and the design of state feedback con-
trollers for nonlinear singular continuous semi-Markov jump systems under false data injection at-
tacks. Based on the Lyapunov function and the implicit function theorem, a basic stochastic stability
condition of the system was given to ensure that the nonlinear singular semi-Markov jump system
under attack was regular, impulse-free, unique, and stochastically stable. On this basis, the stochastic
admissible linear matrix inequality conditions of the system were obtained by using the singular value
decomposition of the matrix and Schur’s complement lemma. To design the state feedback controller,
based on the upper and lower bounds of the time-varying transition probability of the semi-Markov
jump system and the singular value decomposition method, the stochastic stable linear matrix inequal-
ity condition of the closed-loop system under the false data injection attack was established. Finally,
the validity and feasibility of the results were verified by numerical examples.

Keywords: semi-Markov jump systems; singular system; false data injection attacks; state feedback
controller

1. Introduction

A cyber-physical system is a kind of complex feedback control system, which is the product of deep
integration of the physical system and information world. However, with the continuous popularization
of cyber-physical systems in practical applications, the security threats faced by cyber-physical systems
are also on the rise. Network attacks occur frequently, which greatly reduce the performance of the
system and even make the system unstable. Generally speaking, there are three main categories of
network attacks, namely denial of service attacks (DoS Attacks), false data injection (FDI) attacks, and
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replay attacks. In [1], the filter and controller design of the event-triggered Markov transition system
under DoS attacks were studied. Shen et al. [2] studied the secure synchronization control of Markov
jump neural networks under DoS attacks. FDI attacks interfere with system operations by injecting
false data into the system, thereby destroying system performance and reducing its stability. Cao et
al. [3] studied the finite-time sliding mode control problem of Markov jumping systems attacked by
FDI. Xiao et al. [4] designed a new adaptive event-triggered scheme, and studied the adaptive event-
triggered state estimation problem of discrete large-scale systems under FDI attacks. Replay attack
is when an attacker intercepts and resends a client’s data request, thereby destroying the integrity and
security of the data. Guo et al. [5] proposed a coding detection scheme based on state estimation,
and discussed the impact of replay attacks on the security of remote state estimation in cyber-physical
systems. They also introduced a detection scheme based on output coding, and explored the detection
issue of replay attacks on data transmitted through feedback channels in cyber-physical systems [6].
In [7], the authors studied the composite H,, control of hidden Markov jump systems under replay
attacks.

A Markov jump system, as a special kind of stochastic hybrid system, can usually be used to rep-
resent unpredictable structural changes in the system, such as component failures, parameter changes,
and environmental mutations in many practical systems. In [8—16], authors took the Markov jump
system as the research object. For example, Shen et al. [17] studied the mismatched quantized output
feedback control of fuzzy Markov jump systems via a dynamic guaranteed cost triggering scheme.
In [18], they studied fuzzy fault-tolerant tracking control of Markov jump systems with unknown mis-
match faults. However, the Markov jump system also has many limitations in application. Markov
jump systems are difficult to apply in practical systems due to the limitation of residence time. Differ-
ent from the Markov jump system, the residence time of the semi-Markov jump system can not only
obey the exponential distribution but also obey some other distributions such as the Weber distribution,
Gaussian distribution, etc. In practical application, since the semi-Markov jump system can describe a
more general actual system, the application of the model is also more extensive. For example, the semi-
Markov jump system model is used to model the epidemic contagion system [19], and the semi-Markov
jump system is used to describe and model the sociological network [20]. In theoretical research, Mu
et al. [21] studied the stability of semi-Markov jump systems with stochastic pulse jumping. In [22],
the stochastic stability and the design of state feedback controllers for a class of nonlinear continuous-
time semi-Markov jump systems with time-varying transition rates were studied. [23-25] studied the
stability analysis of discrete-time semi-Markov jump linear systems. Zhu et al. [26] studied sufficient
conditions for the stochastic stability of a semi-Markov switching stochastic system without bounded
transition rates. In [27], they studied the H., filtering problem for a class of semi-Markov jump linear
systems with residence time-dependent transition rates. In the above work on the processing of semi-
Markov jump systems, there are two methods for dealing with time-varying transition probabilities
in semi-Markov jump systems. The first method uses the mathematical expectation of the transition
probability to design the sliding mode control rate [28]. The second is to assume that the time-varying
transition probability is bounded. The lower and upper bounds of the transition probability are used
to construct a sliding mode controller for a nonlinear time-delay semi-Markov jump system [29]. It is
worth noting that the authors considered semi-Markov jump systems and used the Lyapunov function
to analyze the stability of the system, but all of them did not consider the possibility of attacks on the
systems.
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The singular semi-Markov jump system is an extension of the semi-Markov jump system, which
can describe the state of the system with different probability distributions in different time periods,
and there may be delays in state transitions. Shen et al. [30] studied the 12-lco control of singular per-
turbation semi-Markov jump systems. Based on this, they studied the optimal control problem of fast
sampling singular perturbation systems [31]. Sivaranjani et al. [32] used singular integral inequalities
to study the synchronization problem of semi-Markov jump complex dynamical networks with time-
varying coupling delays for actuator faults. Kaviarasan et al. [33] used the state decomposition method
to study singular semi-Markov jump systems based on the control design of dissipative constraints.
Ding et al. [34] studied the extended dissipative disturbance rejection control problem for a switched
singular semi-Markov jump system with multiple disturbances and time delays. The nonlinear singu-
lar semi-Markov jump system is a stochastic process model, which combines the characteristics of the
nonlinear system and the semi-Markov jump system, and is used to describe the complex system with
randomness and uncertainty.

Inspired by the above work, this paper focuses on analyzing the stochastic stability and the design
of the state feedback controller for impulse-free nonlinear singular continuous semi-Markov jump
systems under FDI attacks and gives the sufficient linear matrix inequality condition for the stochastic
stability of the system, proving that the system can still achieve stability when it is attacked.

The organization of this paper is as follows: Section 2 mainly gives the preliminaries. Section 3
mainly studies the stochastic stability analysis of singular nonlinear semi-Markov jump systems under
random network FDI attacks. Section 4 mainly studies the state feedback controller design of singular
nonlinear semi-Markov transfer systems under random network FDI attacks. In Section 5, we give
three numerical examples to verify the results.

2. Preliminaries

The main mathematical symbols in this paper are listed in Table 1.

Lemma 1. [35](Lipschitz Condition) For a function f(t,x), if any two points (t,x) and (t,y) in a
neighborhood of point (ty, xo) satisfy the inequality || f(t, x) — f(t,y)|| < L||x —y||, where L is a constant,
then this inequality is called the Lipschitz condition. L is the Lipschitz constant. f(t, x) is the Lipschitz
function about x.

Definition 1. (The Second Equivalent Form of a Singular System) From the theory of linear algebra,
there must be two invertible matrices Q and P so that QEP = diag(I,,0) holds true for any given matrix

E, where r = rank (E). If x = P [il], then the system Ex = Ax + Bu is restricted and equivalent to
2

- A]] A12
R R T AP =
0=Ax1 +Anx + Bzu’ where x; € and x, € , and 0 |:

two block matrices of appropriate dimension.

A2] A22

X = A]]X] + A]zXz + B]M
B,

} and OB = [Bl] are

Remark 1. The second equivalent form of the singular system has strong physical and practical sig-
nificance. lIts first equation is the dynamic equation, which can be regarded as the dynamic terms of
many subsystems of the singular system. The second equation is an algebraic equation, which can be
regarded as the interconnection relationship between the subsystems of the singular system.
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Table 1. Nomenclature.

Symbol Representation

X! The inverse matrix of matrix X

X' The transpose matrix of matrix X

xT The transpose matrix of the inverse matrix X
1 The identity matrix of suitable dimension

0 The zero matrix of suitable dimension

diag{---}  The diagonal matrix
rank(X) The rank of matrix X

det(X) The determinant of the square matrix X
deg {P(x)} The highest degree of a polynomial P(x)
X>0 The matrix X is a positive definite matrix
* Similar parts of the matrix

(1| The Euclidean norm of the vector x

R™" An n % n dimensional real matrix

E{} The mathematical expectation

plA} The probability of event A happening

Definition 2. For a singular system:

1). If det(sE — A;) # O, the singular system is regular.

2). If deg{det (sE — A;)} = rank(E), then the singular system is impulse-free.

3). A system is stochastically stable if for any initial condition, (x(0), ry), and there exists a constant
T (x(0), ry) > O such that E {fomllx(t)llzdt |(x(0), ro)} < T(x(0), ro).

4). If the singular system satisfies the above three conditions at the same time, the system is said to
be stochastically admissible.

Definition 3. For a semi-Markov jump system x(t) = f(x(t), r,), if the Lyapunov function of the system
is V(x(¢), r;), then the weak infinitesimal operator is

E{V(X(t + A)’ rt+A)|x(t)’ rt} - V(.X'(t), rt)

eV (x(®),r;) = lim A

where A is a small positive number.

Lemma 2. [36](Dynkin Formula) If there is a random variable y(t) satisfying y(0) =y, g(x) is a
!

first-order differentiable function of x, then there is E{g(¥(1))} = g(y) + E { f Lg(l//(p))dp}, where L
0

represents the rate of change of g(W(t)) over time t.

Definition 4. (Linear Matrix Inequalities) The general mathematical expression of the linear matrix
!

inequality is F(x) = Fo+ ), x;F; <0, where xi, x», -+, x; is a set of real decision variables, and F; is the
i=1

given symmetric matrix. It can be seen from the above formula that F(x) is a negative definite matrix.
That is to say, for any non-zero vector ¢ € R", ¢' F(x)¢ < 0 holds true. This is the same construction
form V(x) = x” Px of the Lyapunov function commonly used in Lyapunov’s second method.
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3. Stability analysis of singular nonlinear semi-Markov jump systems under FDI attacks

3.1. System model

This paper mainly discusses the nonlinear singular semi-Markov jump system with a Lipschitz
nonlinear term, and the model is as follows:

Ex = A(r)x + B(rp))up + f,,(t, x), (3.1

where x € R" represents the state variable of the system and u;, € R” refers to the control input of the
system. A(r;) € R™" and B(r,) € R™" are known constant matrices. For convenience, let r; = i, and we
define A(r;) = A;, B(r;) = B; and f, (t, x) = fi(t, x). Matrix E € R"™ is an irreversible (singular) matrix
and satisfies rank(E) = r < n. r,,t > 0 means the mode of the system, which is a continuous-time
semi-Markov process taking values on a finite set N = {1,2, - - -, N}, and its transition probability is as
follows:

Aij(WA + o(A) ifi #j

Priria =jln=1 :{ 1+ ;WA +o(A)ifi=j’

where A4;;(h) > 0 is the transition probability of mode i jumping to mode j when i # j, while satisfying
N
Aii(h) = = >, A;5(h),h > 0, and iin(l) %A) = 0. In fact, the transition probability A;;(h) is bounded, and
J=1 -
4; < A i(h) < A;;. Forany i,j € N, A and A;; represent the lower bound and upper bound of the
transition probability A;;(h), respectively.
fi(t, x) is a nonlinear function and satisfies f;(z,0) = 0 and the Lipschitz nonlinear condition, that is

fit, x) = fie, DIl < [ILi(x = DI (3.2)

In the process of signal transmission, it is unavoidable to be affected by network attacks (as shown
in Figure 1). In this paper, the random FDI attack model is mainly considered, and the model is as
follows:

up = u+ o(Wi(t, x), (3.3)

where 1/;(z, x) represents the false system information specifically crafted by the attacker to manipulate
the system, which satisfies ;(t, x) < W;x. ¥; is a known constant matrix. 6(¢) is a stochastic variable
that obeys the Bernoulli distribution and satisfies the following formula. In (3.3), 6(#) = 1 means that
there is an FDI attack, and otherwise, no attack occurs.

Pr{6(r) =1} = E{6()} = p

Pr{s()=0}=1-E{®)}=1-p,pel0,1]

Adding the FDI attack model into the system, the system model of the nonlinear singular semi-
Markov jump system under FDI attacks is obtained by (3.1) and (3.3) as shown in (3.4).

Ex = Ax+ Biu+ 6(t)By(t, x) + fi(t, x) (3.4)
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Figure 1. Cyber-physical system under FDI attacks.

3.2. Stochastic stability analysis

Theorem 1. If the system (3.4) has an invertible matrix P; and a scalar a > 0 for each mode i € N
when u = 0 is the input, and the following conditions are satisfied, then the system (3.4) is stochastically
admissible and has a unique solution when u = 0.

E'P,=PTE>0 (3.5)
N
> A WETP; + ATP; + PTA; + (L; + 6B;Y)" (L + 6B¥,) + al PT
b= i i “1<0 (3.6)
* -1

Proof. We first prove that the system (3.4) is regular and impulse-free when u = 0. According to
N

(3.6), we can get Z Ai(WETP; + Al Pi + P]A; + (L; + 6B;¥) (Li + 6B;¥)) + al < 0. Since @ > 0
=1

N
and Lipschitz constant L; > 0, we have Z A(WE"P; + Al P; + P A; < 0. Because rank(E) = r, there

j=1
exists two invertible matrices M, N € R™" such that

|0 _[An Ap -T _|Pn Pa
MEN = [O 0] ,MA,N = [AB Ai4] ,M"P,N = [PB Pi4:|’ (3.7
where A;, P;; € R™" and Ay, Py € R"7*""_ Then we have
- T pT 1yl Py Pol [1 O] _[PhL O
_ — _ 1 L r _ i1°r
N P,EN=NP;M MEN_[P,g Pi4] [0 O}_[PZI, O]’
I. O||Py P; Pl Ppl
TrTp N = NTETMT v TN = |77 il 12:11r 24y
N'E"P.N=N'E"M "M " P,N [O OHPB Pi4] [ 0 0 ]
According to (3.5), we have
P,‘] > 0, Pig = O (38)
According to (3.7) and (3.8), we can get
N
N'(Y Aif(WE"P;+ Al P + PA)N < 0. (3.9)

J=1
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Then, we have

T
B Aq A P: 0 * *
T AT p _ T T 1 N — il i2 il —
N'A; PN=N"A; M MP;,N [AB Ai4] [PB Pi4] [* A;PM]’

Py 0] [An Ax]_[*x %
Ps Pu| |An Au| |k PlLAu

N"P{AN =N"PIM"M"AN = [

where Y represents the matrix that is not used in the proof process. According to (3.9), there is

* *

* Ai P+ P A
an invertible matrlx That is, A; is an invertible matrix, and then we have det(sE — A;) # 0 and
deg {det(sE — A;)} = rank(E). According to Definition 2, it can be seen that the system (3.4) is regular
and impulse-free when u = 0.

< 0, namely A 4 Pia + P 4Ais < 0. From this, it can be obtained that A; 18

- of;
Next we prove that the system (3.4) has a unique solution when u = 0. First let L; = a—f|x=5c- Then
X
in the neighborhood of X, f(z, x) can be written in the following form:
fit,x) = fi(t, %) + Li(x = %) + o(ll(x — D)) (3.10)

According to (3.4) and (3.10), when u = 0, system (3.4) can be rewritten in the following form:
Ex = (A; + L)x + fi(t, %) — Lix + 6() Bipi(t, x) + o(||(x — D)|]). (3.11)
LetA; = A; + L;, the system can be described as
Ex = Aix + fi(t, %) — Lix + 6(t) Byi(t, x) + o(|l(x — D). (3.12)

According to Lipschitz condition ||fi(r, x) — fi(t, DIl < ILi(x — D)Il, we can get ||fi(r, x) — fit, DI* <
(x — ¥ LT Li(x — %), combined with the following formula:

I1£it, %) = filt, DI = (x = HTL Lilx = 3) + 2(x = DT LT o(ll(x = DII) + oli(x = BN  o(li(x = D).

Let ||x — X|| — 0, and we have
L'L<L'L. (3.13)

LetT; = [ l Multiply 77 on the left side of (3.6) and multiply 7; on the right side, we can get

[Pi_Li —I < 0, and

N
:Z A(WE"P; + (A + L) Pi+ PT(A; + L) + (L + 6BY) (L + 6BY,) + al — LT,

Ai(WETP; + AT P+ PTA; + LTL; - LT L; + 6¥! B! L; + 6L] B)¥Y; + 6*¥] B! B;¥; + al.

N

.
1l
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N
According to (3.13) and @ > 0, we have Z /l,-j(h)ETPj + AiTP,- + P,-TA,- < 0.
=1
Similar to the proof that system (E, A;) is regular and impulse-free, it can be obtained that sys-
tem (E, A;) is also regular and impulse-free. According to the second equivalent form of the singu-

_ I, 0 _ A Ap 7 _ Eil Ziz 1. _ |* _
lar system, let MEN = [0 O] ,MA,N = |:Ai3 Ai4]’ ML;N = [ZiS Zm]’N X = Nk Mfi(t,x) =
fu(t, Xl,xz)} [5(I)Bi1¢11(t,x1,xz)] 7
, and S()) M Bu(t, x) = , where x;, fiy € R",xy, f» € R"",L;; € R,
lfiz(f: X1, X2) (OMBii(t. x) (1) Boin(t, x1, X2) 1 Ji 2 i :

and Ly € R""*"=)_ When u = 0, the system is equivalent to being limited by the following system:
X1 = Apxy + Apxa + 6B (t, x1, x2) + fu(Z, x1, X2), (3.14)
0 =Apx; + Aigxy + 6(0)Bin(t, x1, X2) + fio(t, x1, X2). (3.15)

O(Auxy + fiolt, X1, X2)) _

Ox |X1 =X1,X=%

Since the system (E,A;) is regular and impulse-free, we have
Ais + Liy, where Ay + Ly is the invertible matrix. According to the implicit function theorem, in

the neighborhood of x; = X, x, = X,, there is a unique continuous function x, = f,(z, x;) that satisfies

X, = f(t, X)) and makes the algebraic equation of the system (3.14) valid.

1= Anxy + Apfolt,x1) + 00OBuwin (6. x1, Fiolt, X)) + (8, 31, fiolt 1)

Substituting the above solution into (3.15), we have

0= Anxy + Auf ot x1) + 6O Bawalt, x1, folt, x0)) + falt, X1, folt, x1).

It can be obtained that the system has a unique solution when u = 0.

Finally, it is proved that the system is stochastically stable when u = 0. Consider the stochastic Lya-
punov functional of the following system V(x(z),r,) = x ()E TPr,x(t). Then the infinitesimal operator
of the Lyapunov function is

E{V(x(t + A), rp)Ix(0), 1} = VI(x(0), 1)
A

PV(x(t),r;) = lim

1 N
=1im —{ > Pr{ris = jir = il (t + A)ETPjx(t + A)

LJ#FL

Il
—

J
+ Pr{rpa = jlr, = )27 (t + AETPix(t + A) — xT (1) ET Px(1)).

Since the distribution function of the residence time of the semi-Markov jump system is not memory-
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less in mode i, and according to the nature of the conditional probability, we have

h+ A) - Fi(h)) o

PV(x(0), ) = lim —{ Z 9i(Fi( (t+ AETPx(t + A)

L 0
%(;)A) (1 + AETP(t + A) — X ()ET Pox(0))
{ggéf)T( A”ﬂpx”+A"_T§%%§9]bﬂﬂpﬂr+m
+ —1 I_: gz(;)A) X'(OETPix(r + A) — %(h)) "(OE" Pix(1)
F(h1+_A; (h;*“ i(h) T (OETPx(f),

where £ is the residence time of the nonlinear singular semi-Markov jump system. F;(f) is the cumu-
lative distribution function of the residence time when the system is in mode i. g;; is the probability
density function from mode i to mode j. Based on the properties of the cumulative distribution func-

tion, we can get
. Fih+A)-Fih 1 Fi(h+ A) — Fi(h)
1 lim i(h).
i S =y Sl U 7 S ey A e ()

Furthermore, the above formula can be simplified to

N
QV(x(0),r) = x" (1) Z qijA{(WET Pix(t) + X" ()E" Pix(t) + x" (1) P] Ex(1) — A,(h)x" () E" Pix(2).

Jj=1,j#i

N
When i # j, we have A;;(h) = g;;4;(h) and 4;;(h) = — . A4;;(h), which can be further extended to

Jj=1,j#i

N
@V (x(1),r;) = x' (1) Z Aj(WE" Pix(1) + X" (NE" Pix(1) + x" (t)P;" Ex(1).
j=1

x(1)

Let ¢(z) = [f' T 6B,

]. Multiply the left side of (3.6) by ¢7 () and the right side by ¢(¢), and we have

N
Z /l,](h)ETPJ + AlTPl + PITAZ + (L, + 6B,'\Pl')T(L,' + 6B,\P,) +al PlT

"= ¢t

* -1

N
=x"(1) Z Aij(WE" Pix(t) + x" (DA] Pix(t) + x" (1) P} Aix(1)
j=1
+ x"(t)(L; + 6B¥;) (L; + 6B ¥)x(t) + x" (ax(t) + f' Pix(t)
+ 0y} Bl Pix(t) + x" (OP] f; + X" (t)P] 6By — (f: + 5B (f; + 6Bpy).
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Bringing system Ex(t) = A;x(¢) + 6(t)Buyi(t, x) + fi(t, x) into ¢V (x(¢), r;), we have

N
PV (x(), 1) = X7 (1) ) Aj(WET Pyx(r) + xT (DA] Pix() + x" (1)P] Aix(2)
j=1

+ fIPx(t) + x" P f; + X" (t)PL 6(t) By + S(t)y! BI Pix(¢).

Since the nonlinear function f(z, x) satisfies fi(¢,0) = 0, there is f; < L;x, and according to ;(t, x) <
W, x, we can get x? (£)(L; + B (L; + 6B¥)x(t) — (f + 6B,-¢,-)T( fi + 0Bir;) > 0. Therefore we have

S A{(WETP; + ATP, + PTA; + (L; + 6BY))  (L; + 6BY;) P’

QV(x(0), 1) < 6" (1) {J s(0).

* -1
According to (3.6), we can get

@V (x(0), ;) + ax’ (Dx(1) <

s(r) <0.

j=1

()[Z A (WETP; + ATP; + PTA; + (L; + 6BY)" (L + 6BY)) + al PT

* -1

In other words, we have
eV (x(1), ;) < —ax’ ()x(1). (3.16)

Applying Lemma 2 to (3.16), for each i = r,,i € N,t > 0, we have

E{V(x(t), 1)} = V(xo, 1) = E{ f OV (x(s), ry)ds|(xo, 1)}
0 (3.17)

< —aE{f X ($)x(s)ds|(xo, 1o)).
0

t
1
For any > 0, we have E{ f XL ($)x(s)ds|(xo, o)} < —V(xo,ro) According to Definition 2, it can be

seen that the system (3.4) is stochastically stable at that time. In summary, the system is stochastically
admissible and has a unique solution, and the theorem is proved. O

Remark 2. In a jump system, the dwell time h is a stochastic variable following a continuous-time
probability distribution function F. For example, when F obeys the Weibull distribution, its cu-

1 —exp (—%)ﬁ,h >0

mulative distribution function F(h) = . The probability distribution function

0,h<0
B pp-1 —(hY?
f(h) = {7/’ h e);p(h (7 ()) )hz0 . At this time, the expression of its probability function A(h) is
Jh <
Q) B s
A(h) = =l
) 1-Fth) A
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When the parameter 8 = 1, the residence time h obeys the exponential distribution

1 h
y exp(—;), h>0

ﬂm:{ 0,h<0

At this time, the system changes from a singular semi-Markovian jump system to a singular Markovian
Jjump system, and the transition probability is constant, that is

fiyth) A;je il 2
L= Fy(hy  1-(1—etty

Aij(h) =

The semi-Markov jump system is the generalization of the Markov jump system, and the Markov jump
system is a special case of the semi-Markov jump system.

Remark 3. If the nonlinear term f, (t, x) of the system is equal to zero, the system transforms from a
singular nonlinear semi-Markov jump system to a singular linear semi-Markov jump system. At the
same time, the stochastic stability condition of the singular linear semi-Markov jump system under
FDI attacks when u = 0 is obtained.

Remark 4. If for each mode i € N, there exists a matrix P; > 0 and a scalar @« > 0 such that
N

ETP;, = PiTE > 0, and 3}, /l,-j(h)ETPj + AI.TP,- + Pl.TA,- + 52‘I’iTBl.TB,-‘P,- + al < 0. Then the singular
=1

linear semi-Markov jump system is stochastically stable when input u = 0. Furthermore, if E = I,

the system changes from a singular system to a non-singular system. At the same time, the stochastic

stability condition of the linear non-singular semi-Markov jump system under FDI attacks when u = 0

is obtained.

Remark S. If there exists a matrix P; > 0 and a scalar « > 0 for each mode i € N, the formula
N

> Aij(WP; + ATP; + PTA; + *WIBTBY; + al < 0 holds, and the system x = A(r;)x + B(r)uy is
=1

stochastically stable with input u = 0.

Sll S12

, Where
So1 522]

Lemma 3. [37](Schur’s Complementary Lemma) For a given symmetric matrix S = [

S11 € R™, then the following three conditions are equivalent.
1). S <0.
2).81<0,Sn-ST87/S1<0.
3) SZZ < O,S]] —S1QS£215{2 <0.

Theorem 2. If the system (3.4) has two matrices M; > 0, Q; and a scalar a > 0 for each mode i € N
such that the following linear matrix inequality holds, then the system (3.4) is stochastically admissible
when u = 0 and there is a unique solution.

A, T (SQi+MEN (L +6B¥) (SO +ME"  Z

P | 0 0 0

% % -1 0 0 |<0 (3.18)
* % * —é] 0

* % * * -0,

Electronic Research Archive Volume 33, Issue 1, 1-25.
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AT (SQi+MED (L +6BY) (SQi+ME" 7

x =1 0 0 0

* % -1 0 0 1<0 (3.19)
* % * —é] 0

* * * * _®i

where

A = LEME" + A(SQ; + MiET) + (SQ; + M;ET) AT,
Ai = LEME" + A(S Q; + MiET) + (SQ; + M;ET) AT,

Zi = A EMT, - [ EMV, \[Aio EMiV.- -, \JANEMY,
Z [ V EMV t(l l)EMV /_li(i+l)EMi‘79 ) /_liNEMiVL
®' = dlag{v M1V7 ) V M,'_IV, V Mi+1‘7’ ) VTMNV}a

v=vi o]

Here U and V are orthogonal matrices. After singular value decomposition, we get

s 0],
E_Uh JV. (3.20)

¥, = diag{o - - - 0,} is non-singular and o\ - - - o, is the singular value of matrix E. S € R™"™") is any
matrix satisfying ES = 0 and rank(S) =n —r.

Al A; M, M,
. T A, — il i2 Tag. — il i2 ) — . . R
Proof. First, let U"A;V [AB A,-4]’V MV [M.T Mi}]’ and Q;U [O41 On], where A;; €

R™", Ay € R0 My € R™, Mz € R»*0) 0, € R"™* and Q; € R""*") Furthermore, we

have

1/ UM,,---, l(t 1)UMI-, l(l+1)UM,,-- ,/ UM (3.21)

O, =diag{My,- - -, Mi_1y1, M1y, - - Ma1},

and

M, = [Z,M,; 0]. (3.22)

T S % 0| .
LetV'S = s , and we know that §; = 0 from ES = U 0 0 V'S = 0. That is to say,
2
Vs = [0}, (3.23)
AY)

where S, € R andrank(S,) = n — r. According to (3.18), we can get
U'AU=U"(QEME" + A(SQ; + M(E") + (SQ; + MiET)TAf)U <0. (3.24)
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Due to

T T T _|An Ap o * *
UASQU=UAVVISQU = [AB A; HSz] [Qll le] B [* Ai4S2Qi2}’
TATQT AT T _ TyT e\ 7iT T _ TOTAI'IA!'ZT_* *
U Q;S"A; U =QU)y (V'S) (U AV) = [Qil QiZ] [52] [AB Ai4] = [* QigSzTA;]'

: : * *
Then (3.24) is equivalent to [ * AuS:0n+ QLSTAT

in the proof. From this, AuS>Qn + OLSTAL < 0 can be obtained, so the matrix Qj, is an invertible
matrix. Let X; = SQ; + M;E”, and we have

] < 0, where % means matrices that are not used

(3.25)

Xi:SQi+MiET:V[ MinZ, 0 }UT.

S,01 +MLE, S:20n
From this, it can be obtained that the matrix X; is an invertible matrix, further combined with (3.20),
and we have v N ;
XM, >-M;
T T v—-1 _ ri¥li] —1 | ~rivtil T
DUAXE'X X = 4UU[ 0 ]Mﬂ[ 0 ] U,
J=1j#i j=1,j#i
According to (3.21), (3.22), and (3.25), and using Lemma 2 and (3.18), we can get
Z A XTETX X +XTAT + A; X; +XT(L + 6BY) (L; + 6B;¥)X; +aXTX 1

=ijri

< 0.

* -1

-T

Multiply the above formula on the left by [Xé 7

-1

0 and on the right by [X(’)

(I)] Then we have

Cy .
ALETX '+ ATX !V + XTA + (L + 6BY) (L + 6BY) +al X7
2 AE X AKX ( ) ( yral X7 (3.26)

* -1 |

Similarly, according to (3.19), after the same above-mentioned processing, we can get

. i
LETX '+ ATX !V + XTA + (L + 6BY) (L + 6BY) +al X7
2 BN AT, ( ) ral X7 o, (3.27)

* -1 |

For a particular A, the transition probability A;;(h) can be written as A;;(h) = 9141./. + Hz;lij, where
91+92_191>092>0 We have ‘

2

0 Z /_l ETX_ AITXI_ + Xi_TAl' + (L, + 6B,'\Pi)T(L,' + 6B,\P,) +al XI_T +
1]j=1

* —IA

=

0 Z/_l ETX‘ +ATX7 + XTTA + (L + 0BY) (L + 0BY) +al X7
2 |j=1

* -1 |

2

|2 AGMETX + ATX T + XA + (Li+ 0B (Li + 6BY) +al X7 -0
= jzl .

* -1
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According to (3.25), we can get
EX;=X'E" = EM;E" > 0. (3.28)

Furthermore, we have
XTXTEDX = X7 (EX)X; = E'X = X;"E > 0. (3.29)
Let P; = X; ''=(SQ; + M;E)™", and it can be concluded that

E"P,=P'E >0,
N
Z /ll‘j(h)ETPj + AlTPl + PlTAl + (L, + 6B,'lP,‘)T(L,' + 631‘{’,) +al PlT <0
J=1 :
* -1

According to Theorem 1, it can be obtained that the system (3.4) is stochastically admissible and has a
unique solution when u = 0, and Theorem 2 is proved. O

Remark 6. When the transition probability A;;(h) is constant, that is, /_l,j = 41.]. = Ajj, the system
transforms from a nonlinear singular semi-Markov jump system to a nonlinear singular Markov jump
system. Theorem 2 becomes the stochastic stability condition of the nonlinear singular Markov jump
system under FDI attacks.

Theorem 3. If for each mode i, there exists a matrix M; > 0, Q; and a scalar @ > 0 such that the
following linear matrix inequality holds, then the system is stochastically admissible and has a unique
solution.

A T (SQi+MEN (Li+6B¥) (SQ:+ME" 7z

x =] 0 0 0

* % -1 0 0 |<0
* % * —é] 0

* % * * -0,

In addition,
A; = LEMET + A(S Q; + MiET) + (S Q; + M;ET) AT,
Zi = [NMEMV, - - -, \JAig-y EMiV, [ i) EMiV, - - -, NANEM;V].
Proof. The proof is similar to Theorem 2. O

Remark 7. Furthermore, if the nonlinear term of the system f, (t,x) = 0, the system is further trans-
formed into a linear continuous-time Markov jump system. Theorem 2 becomes the random stability
condition of the linear continuous-time Markov jump system under FDI attacks.

Theorem 4. If for each mode i, there exists a matrix M; > 0, Q; and a scalar a« > 0 such that the
following linear matrix inequality holds, then the system is stochastically admissible and has a unique
solution.
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A T (SQ+MEN 6BY) (SO +ME" Z

1

x* =] 0 0 0

* % -1 0 0 |<O0
* % * —i[ 0

x % % * -0;

Proof. The proof is similar to Theorem 2.

4. Design of state feedback controller under FDI attacks

4.1. System model

The nonlinear singular semi-Markov jump system model is the same as in Section 3. Let u = K;x,

and we can get the nonlinear singular semi-Markov jump system model with a state feedback controller
under random FDI attacks as follows:

Ex = (Al + Bl‘Ki)X + Bié(l)wi(l, X) + ﬁ(t, X). (41)
For the convenience of expression, let A.,; = A; + B;K;, and then we have the closed-loop system:

Ex = A x + Bio(i(t, x) + fi(2, x). 4.2)

4.2. State feedback controller design

Theorem 5. If for each mode i € N, there are two matrices M; > 0, Q,, E* QI.T is an invertible matrix,

and scalar a > 0, so that the following formula holds, then the closed-loop system (4.2) is stochasti-
cally stable and has a unique solution. The controller gain matrix of the system is as follows:

Ki=R(SQ;+ M;E")™",

Electronic Research Archive

2, 1 (SQ+ME" (L +6B¥) (SQ+ME" Z |
T 0 0 0
* % -1 0 0 [<0, 4.3)
% % * —é] 0
* * * * —Ai_
(Z 1 (SQi+MEN (Li+6BY¥) (SQi+ME" 7
T 0 0 0
* % -1 0 0 | <O. “4.4)
* % * —é] 0
EE * * —A;]

Volume 33, Issue 1, 1-25.
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In addition,

= /_1iiEM,'ET + AI(S Qi + M[ET) + BiRi + (S Qi + MiET)TAiT + RITBIT,
= L EME" + A(S Q; + M;iE") + B.R; + (S Q; + M;iE")' AT + R' BT,

Zi = [1’ EMV 1’ EMV (_H)EMiV’ T \,/_l,'NEMi‘_/]’

[ |[n

Zi = [ /lilEMi‘_/7 ) /lz(l I)EMV /_li(i+l)EMi‘7, ) /_liNEMi‘_/],
O; = diag{V"M\V,-- - VIM,_\V, VI M.\ V,-- -, VI M\ V),
V=V o,

where U and V are orthogonal matrices. After singular value decomposition, we get

B D>
E—Uh JV.

Y, = diaglo - - - 0} is non-singular and o\ - - - o, is the singular value of matrix E. S € R™"™" is
any matrix satisfying ES = 0 and rank(S) = n — r. E* € R"™""" is any matrix satisfying E*E = 0 and
rank(E+) = n—r.

Proof. First, let

VIMV = [%Tz %Z],Q,-U:[Qn On|.E'U =|E} Ej].

Since E*E = 0, we can get E*U = [O EZL], where E = 0,Ey € R are two invertible
T

matrices, and since E*Q] = E*UUT Q! = [0 Ezl] [Qil Qiz] = EyQJ, is an invertible matrix, Op

M5, 0

is an invertible matrix. Further from SQ; + M;ET =V
¢ [SZQH +MLE, $200

] UT, it can be seen that

S Q; + M;ET is an invertible matrix.

According to Theorem 2, the closed-loop system (4.2) is stochastically stable if the following con-
ditions are satisfied.

A, I (SQ+ME") (Li+6B¥) (SQi+ME" Z
S 0 0 0
® % -1 0 0 [<O 4.5
x % * —é[ 0
R * * -0,
(A I (SQ;i+ Mz’ET)T(Li +6BY)" (SO + MiET)T Z |
x =1 0 0 0
* % -1 0 0 <0 (4.6)
x % * -1y 0
R * * -0,

Electronic Research Archive Volume 33, Issue 1, 1-25.
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In addition, we have

A:&ﬁmﬁ+m@QﬁMﬂﬁ+@g+mﬂfmﬁ

—Cl

Ai= GEME" + Ai(S Qi + MiE™) + (S Q; + MiET)TAciT-

Let R, = K;(S Q; + M;ET), that is to say, K; = R(S Q; + M;ET)~". In addition, because (4.5) and (4.6)
are equivalent to (4.3) and (4.4), Theorem 5 is proved. O

Remark 8. When the transition probability A;;(h) is constant, that is, A ;= /_ll.j = A;; and the nonlinear
term f,, (¢, x) = 0 of the system, according to Theorem 5, the state feedback stabilization condition for
the system to become a continuous-time singular linear Markov jump system can be obtained, namely

= 1 (SQ+MEN (6BY) (SQ+ME"  Z
x =1 0 0 0
* % -1 0 0 |<O.
% % * —é] 0
® % * * —A;

In addition, we have

Eﬁ&ﬁMﬂ#m@Q+Mﬂﬂﬂﬁ+@Q+Mﬁyﬁ+ﬂﬂ,
Zi = [JVAWEMV,- -, \//L'(i—l)EMiV, Ay EMV, - - -, \JANEM;V].

5. Numerical simulation

In this section, three numerical examples are given to illustrate the validity of the stochastic stability
condition of system (3.4) in Theorem 3 and the state feedback stabilization condition of closed-loop
system (4.2) in Theorem 5.

Example 1. Consider the stochastic stability of a nonlinear singular continuous-time semi-Markov
jump system with the following parameters.

235 086 O -42 -1.12 -0.35

E=(06 072 0|,A; =] O 0 0.84}

0 0 O =22 =264 -0.77
-8.65 -2.54 -2.03 01 0 O 02 0 O
Ay=|-06 -0.72 084 |,L;=|0 01 O0|,L,={0 02 0}
-3.3 =396 -0.77 0 0 0.1 0 0 02

&:p1oﬁmzklo1ﬁ%:p101m¢%:p202aq

Assuming that the residence time A of each mode follows the Weibull distribution of the scale
parameter y = 1 and the shape parameter 5 = 2, the cumulative distribution function is as follows:

1 —exp(=h?),h >0

Hm:{ 0,h <0
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Its probability distribution function is as follows:

2h -h?),h >0
- et

Therefore, the transition probability function is

f(h)

=Tk =

2h.

According to the probability distribution function of the Weibull distribution with scale parameter
v = 1 and shape parameter S = 2, when the transition probability £ is in the interval [0.1000, 4.6000],
the probability of system transition is greater than 0.99. So it can be assumed that the lower and upper
bounds of the transition probability are

01 01] 46 46
[41'1]2*2:[0.1 —0.1]’[/1‘7]2*2:[4.6 —4.6]'

LetS = [O 0 1]T, that is, the conditions ES = 0 and rank(S) = n — r are satisfied, and the linear
matrix inequality (3.18) and (3.19) can be obtained by using the linear matrix inequalities toolbox in
MATLAB.

-26.4673 28.0566  0.0000 =23.7717 23.6364  0.0000

28.6551 -26.4673 0.0000 259485 -23.7717 0.0000
Ml = ’ M2 =
0.0000 0.0000 222.1177 0.0000 0.0000 222.1177

a:0.0041,Q1:[—6.1O74 ~23.0682 19.2619],Q2:[4.7655 —4.7633 3.6497]

For simulation, the nonlinear function is taken as

sin(0.01x; + 0.01xy) sin(0.02x; - 0.02x2)]

fi(t, x1, X2, X3) = l sin(0.05x,) } , bt x1, X2, x3) = l sin(0.1x,)
sin(0.01x, — 0.01x3) sin(0.01x, + 0.01x3)

The network attack function is
l//](f, X1, X2, X3) = SiIl(0.0lX] + 0.01X2 + 0.01)63),

Wo(t, x1, X2, x3) = sin(0.02x; + 0.02x; + 0.02x3),

which satisfies the conditions f;(z,0) = 0, || fi(¢, x) — fi(t, X)|| < ||Li(x — X)||, and ¢;(t, x) < W¥;x. Variable
o(t) obeys the Bernoulli distribution, generating stochastic numbers from O to 1. If the stochastic
number is in the range [0, 5], then 6(r) = 1. If the stochastic number is in [(_5, 1], then 6(r) = 0. Let
0 = 0.49, and we have

Pr{o(r) =1} = E{6(1)} =0.49,Pr{o(r) =0} =1-E{6(1)} =1 -p =0.51.

T
Taking the initial value as Exy = [2.35 0.6 0] , the stochastic false data injected by the attacker into
the nonlinear singular semi-Markov jump system is shown in Figure 2(a). The simulation results of the
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state trajectory of the system and the stochastic mode of evolution are shown in Figure 2(b), and it can
be seen that the system is stochastically stable.

0.01 T T T T T T T T 1 T T T T T T T T
0.008 , 25 (0
- X,(t)
;: 0.006 f ] 08 2 X§(t) 1
= 0004 1 15
B oooﬂ M 1 0.6 1
0 4 A ﬂu A M _Aan_a n " . ! § 0.5
0 2 4 6 8 10 12 14 16 18 % 0 10 22 30 40 50
Time t e 04
2
0.02 2
@
w0015} 1 02
& 001+ 1
= 0
= 0005 HN\ 1 &//J/r
N R e e O s R S O T I
0 2 4 6 8 10 12 4 16 18 "o 2 4 6 8 10 12 14 16 18
Time t Time t
(a) Stochastic false data injected by the FDI attacker (b) State responses of the system

Figure 2. The stochastic stability of a nonlinear singular continuous-time semi-Markov jump
system.

Example 2. Consider the problem of state feedback stabilization of a nonlinear singular continuous-
time semi-Markov jump system with the following parameters. It should be noted that, except for the
following parameters, other parameters are consistent with Example 1.

1 00 1 0 1 -14 -12 1
E=]|0 0 0],A,=|0 7 -1|,A,=] 0 10 -1
0 01 0 2 -1 0 15 -7

LetS = [0 -1 O]T. Solving linear matrix inequalities (4.3) and (4.4), we get

0.0000 10.4026 0.0000 0.0000 10.4026 0.0000

2.3505 0.0000 -1.3271 2.1030  0.0000 -1.3029
M, = M, = ;
-1.3271 0.0000  3.0335 -1.3029 0.0000 3.5680

a:0.0869,Q1:[—0.5049 0.9227 —0.5341],Q2:[—1.5057 0.5769 0.8349],
Rlz[—6.8064 1.2457 —1.1721],R2:[—40.3798 21.8775 27.6501].

According to K; = Ri(S Q; + M;ET)™!, the state feedback gain matrix can be obtained as

KI:[—3.5721 ~1.3501 —1.7114],1(2:[9.3714 ~37.9196 2.2982].

T

Taking the initial value of Ex, = [1 0 —1] , stochastic false data injected by the attacker is shown in
Figure 3(a), and the simulation results of the state trajectory and the stochastic mode of evolution are
shown in Figure 3(b). It can be seen that the closed-loop system is stochastically stable.
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=37 ] 04t
@' 2f 1 06|
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(a) Stochastic false data injected by the FDI attacker (b) State responses of the closed-loop system

Figure 3. Nonlinear singular semi-Markov systems with a state feedback controller.

R
mode 2 <« mode 1
(o]
u(?)
L, i L, %
C= Ci=

Figure 4. An RLC series circuit.
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Example 3. Contemplate an RLC series circuit as depicted in Figure 4, sourced from reference
[38,39]. We define x;(f) = uc(t) and x,(t) = ig(¢) as the state vectors, where uc(f) is the volt-
age across the capacitor and i(¢) is the current flowing through the inductor at that moment. Two
modes are considered to describe the switching behavior regulated by a semi-Markov chain. Ac-
cording to Kirchhoff’s law, we get Li% + uc(f) + Riy(t) = u(t) and C,-% = ip(t). We then

0
derive the following state space x(f) = [ A N ]u(t). Considering the content of

L L L
this paper, we add FDI attack and nonlinear terms and use them as interference terms, so we get
1

0 = 0

x(t) = [ G ]x(t) +| ]ub(t) + fi(t, x), where the resistance R = 50Q, £, = 4H, L, = 8H,
L L L

C, =0.2F, C, = 0.8F, and the other parameters are as follows:

x(r) +

lﬂl(l, X1, .XQ) = Sil’l(O.lel + 0.01)62), lﬁz(l’, X1, Xz) = sin(().02x1 + 0.02)62),

_ [sin(0.01x; +0.01x,) _ [sin0.02x, - 0.02x,)
fl(r’xl””)‘[ $in(0.05x,)) ]’fz(t’x“x”‘[ sin(0.1x,)) }

Solving the linear matrix inequalities, we get

’ 2 —

[ 1.0522 —0.3044]
1 =

2.0297 -1.0834
-0.3044 1.1077 ’

~1.0834  3.0059
a=02082,R, = [—36.9955 47.9857] R, = [—69.9046 119.9846] .
According to K; = R,(S Q; + M;ET)™!, the state feedback gain matrix can be obtained as
K, = [—24.5829 36.5645] Ky = [—16.2626 34.0544] .

Stochastic false data injected by the attacker is shown in Figure 5(a), and the simulation results of the
state trajectory and the stochastic mode of evolution are shown in Figure 5(b).

-3
<10 ‘ ‘ ‘ ‘ ‘ 1

15
0s) x0] |
=} ] ' X0
é’f 0.6
E 05 M 1 0.4+
0 | Ml\ AAAMA_ | I 3 o2t
0 1 2 3 4 5 6 @
Time t € 0
3 <
15F 1 L% 02 25
2
= -04
?\l 1 1 1.5
o -06 1
= o5t |
ﬂ n 081 0‘5:) 10 20 30 40 50
o I\An [N . . 1 | | | .
0 1 2 3 4 5 6 0 1 2 3 4 5 6
Time t Time t
(a) Stochastic false data injected by the FDI attacker (b) State responses of the closed-loop system

Figure 5. Nonlinear non-singular semi-Markov systems with a state feedback controller.
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6. Conclusions

This paper mainly studies the stability analysis and stabilization of nonlinear singular semi-Markov
jump systems under FDI attacks. First, based on the Lyapunov functional and implicit function theo-
rem, the basic stochastic stability conditions of nonlinear singular semi-Markov jump systems under
FDI attacks are obtained. Then, the solvable stochastic stability conditions of linear matrix inequalities
are given by means of matrix singular value decomposition and Schur’s complement lemma. Under the
stochastic stability condition of the linear matrix inequality, the state feedback controller of the system
is designed. Finally, three numerical examples are employed to demonstrate the effectiveness of the
results. The main innovation of this paper is that the FDI attack is introduced in the nonlinear singular
semi-Markov jump system, and the stochastic stability analysis and the design of the state feedback
controller of the system under network attack are studied. In the follow-up, the stability analysis and
stabilization of nonlinear singular semi-Markov jump systems under other forms of network attacks
can be considered in various ways. At the same time, the method adopted in this paper can be extended
to the stability analysis and stabilization problems of singular semi-Markov jump systems with time
delay, and the finite-time control problems of such systems.
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