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Abstract: With the rapid development and application of Internet technology in recent years, the issue
of information security has received more and more attention. Digital steganography is used as a means
of secure communication to hide information by modifying the carrier. However, steganography can
also be used for illegal acts, so it is of great significance to study steganalysis techniques. The
steganalysis technology can be used to solve the illegal steganography problem of computer vision
and engineering applications technology. Most of the images in the Internet are color images, and
steganalysis for color images is a very critical problem in the field of steganalysis at this stage.
Currently proposed algorithms for steganalysis of color images mainly rely on the manual design of
steganographic features, and the steganographic features do not fully consider the internal connection
between the three channels of color images. In recent years, advanced steganography techniques for
color images have been proposed, which brings more serious challenges to color image steganalysis.
Quaternions are a good tool to represent color images, and the transformation of quaternions can fully
exploit the correlation among color image channels. In this paper, we propose a color image
steganalysis algorithm based on quaternion discrete cosine transform, firstly, the image is represented
by quaternion, then the quaternion discrete cosine transform is applied to it, and the coefficients
obtained from the transformation are extracted to design features of the coeval matrix. The
experimental results show that the proposed algorithm works better than the typical color image
steganalysis algorithm.
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1. Introduction

Digital media has now become an important carrier for the military, business and other fields as
well as for individuals to obtain information and transmit it with the development of information
technology. Since, at the same time, because digital communication in the Internet is vulnerable to
malicious threats such as eavesdropping and malicious interference, people are more concerned than
ever about security issues such as privacy protection and data integrity in the process of information
transmission. The traditional solution is to use encryption technology to convert the information to be
transmitted into cipher text for transmission. However, the drawback is that the ciphertext after
encryption is usually disorganized and disorderly, which can easily make attackers notice the existence
of secret communication and lead to the failure of information transmission. In other words,
communication security not only means that the content of the transmitted message is secure, but also
requires that the act of transmitting the secret message itself is also agnostic. Therefore, steganography,
which is characterized by camouflage in the act of transmitting information, is receiving more and
more attention. However, steganography is also a veritable double-edged sword that, while providing
a reliable and secure means of Internet communication, may also facilitate organizations and
individuals with malicious intent or improper purposes. The illegal or malicious use of digital
steganography has already brought serious harm to national information security, business and
personal privacy and property security. Under such circumstances, it has become an urgent need for
the military and security departments of various countries to effectively monitor the use of
steganography in real life, and to prevent or intercept the malicious or illegal use of steganography
immediately. Therefore, steganalysis technology, which is a countermeasure to steganography, has
emerged and received great attention from governments and research institutions. The research of
steganalysis is of great importance for preventing the leakage of confidential information, combating
terrorism and criminal activities, and maintaining Internet security.

Digital steganography embed additional secret information into digital media to achieve covert
communication without unduly affecting the multimedia signal. Steganographic covert
communication in steganography can be established by using text, audio, images, or video as a cover
medium [1]. Image steganography techniques can be divided into two main categories: spatial domain
steganography and transform (frequency) domain steganography. The first type hides secret
information directly in the carrier image pixels, while the second type hides in the transform
coefficients of the carrier image. Spatial domain steganography are widely used in steganography
software, and many steganography tools use the least significant bit to hide secret messages, which is
favored by researchers due to the high capacity and easy implementation of algorithms based on the
lowest bit plane. The principle of spatial domain replacement technique is that any digital media
information, when scanned and sampled, generates physical random noise to which the human sensory
system is insensitive. Most spatial domain steganography algorithms are based on LSB (Least
Significant Bit) [2—6]. The spatial domain algorithms have their own shortcomings in terms of security,
because the secret message is mostly embedded in the insignificant part of the carrier.

The lossy compression of images, signal filtering processing, carrier storage format changes, etc.,
may remove the insignificant information of carriers, which affects the integrity and accuracy of
ciphertext extraction. Therefore, scholars propose to embed information in the transform domain, and
the idea of transform domain steganography is to hide information in some prominent areas of the
carrier to make it imperceptible to human senses while resisting attacks. JPEG images are the most
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widely used and popular images, so JPEG images become the most commonly used images in
steganography algorithms. Common JPEG image based steganography JSteg [7], JPHide & Seek [8],
Out Guess [9] and model-based steganography for the MB (Model-based) system [10]. In the last few
years, steganography has improved in complexity and performance, especially adaptive steganography
based on image content. In the literature [11], the authors proposed the first adaptive steganography
algorithm HUGO (Highly Undetectable stego) in the architecture of an embedding distortion function
and STC (Syndrome Trellis Codes) coding based on the third-order symbiotic matrix features that
portray the correlation of neighboring pixels in the spatial domain image, which improves the security
of the steganography algorithm. The literature [12] and [13] construct the embedding distortion
function based on the quantization rounding error of DCT coefficients in the JPEG compression
process, and achieve the embedding of secret information by interfering with the rounding direction
of DCT coefficients, and propose PQ (Perturbed Quantization) and MMe (Modified Matrix Encoding)
steganography algorithms based on wet paper coding and matrix coding, respectively. The PQ
(Perturbed Quantization) and MMe (Modified Matrix Encoding) steganography algorithms are the
typical representatives of the early design of JPEG image adaptive steganography algorithms based on
the embedding distortion function and steganography encoding architecture. In contrast, steganalysis,
which determines whether a carrier contains steganographic information based on its visual and
statistical properties, has also developed rapidly. Steganalysts currently focus on steganalysis of
steganographic algorithms with grayscale images as carriers [14]. Steganalysis techniques can be
classified according to the scope of adaptation into those that are specific to a particular steganographic
tool or a class of embedding techniques and general methods that do not target specific embedding
methods. Dedicated steganalysis algorithms exploit the security vulnerabilities present in a specific
steganography algorithm for targeted detection. Representative methods include cardinality attack
methods [15], RS methods [16], SPA methods [17], and WS methods [18], which are designed to
address the security vulnerability of the histogram statistical asymmetry phenomenon caused by LSB
steganography to carrier images. Dedicated steganalysis methods generally have higher detection rates,
but are not very practical because new steganographic algorithms are emerging in practical
applications, and not all steganographic algorithms can be exhausted. In this case, the importance of
general-purpose steganalysis is becoming more and more prominent and has become the focus of
research within the field of steganalysis in recent years. In recent years, some steganalysis techniques
based on deep learning have also been proposed [19,20].

However, color images are more widely used in our daily life and work. Some researchers have
also proposed some steganalysis algorithms for color image steganography. These algorithms include
steganalysis algorithm based on the number of pixel color changes [21,22], steganalysis algorithm
based on inter channel texture consistency [23], steganalysis algorithm based on inter channel co-
occurrence matrix [24—26], steganalysis algorithm based on inter channel prediction error [27—29],
and steganalysis algorithm based on different channel feature combinations [30]. Compared with
simply applying the gray image steganography detection algorithm to the three channel then fuse the
results, the above algorithm improves the accuracy of color image steganography detection. Because
the pixels in different color channels have strong correlation and interaction, the current steganalysis
algorithms for color images do not fully develop this correlation. Extracting features from the
differences of different channels can further improve the accuracy of steganalysis of color images. The
color image steganalysis algorithm based on deep learning is difficult to fully develop the correlation
between the three channels of color images, and is easily deceived by adversarial examples. The
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manually designed color image steganalysis feature preserves the strong correlation of three channels,
and slight modifications to the pixels in each layer of channels can affect the entire feature. This means
that the manually designed color image steganalysis algorithm can amplify the steganalysis traces and
improve the steganalysis efficiency. Combining hand-crafted features with deep learning features can
enhance the robustness of steganalysis [31]. Some algorithms also try to use deep learning to improve
the performance of steganalysis [32,33].

In order to solve the problem that the correlation between the channels of color image is not fully
utilized, a color image steganalysis algorithm based on quaternion is proposed. Firstly, the image is
represented by quaternion, and then it is transformed by Quaternion Discrete Cosine Transform. With
the idea of spatial rich model and JPEG rich model, the co-occurrence matrix is extracted from the
transformed coefficients, and the 11,255 dimensional feature of color image steganalysis is designed.
The main contributions of this paper are as follows:

1) The color image is represented by quaternion, and the Quaternion Discrete Cosine Transform
is performed in the transform domain, therefore the three-dimensional data of the color image is
processed as a whole, combines quaternions with color image steganalysis for the first time.

2) Processes the three channels of a color image as a whole, the internal correlation of color image
is more fully developed, and an effective color image steganalysis algorithm is designed.

The rest of this article is organized as follows. The second section briefly introduces the classical
spatial rich model, JRM algorithm, quaternion representation of color image, and the shortcomings
of the rich model. In the third section, a color image steganalysis algorithm based on quaternion is
proposed. The fourth section gives the experimental results. Finally, this paper summarizes in the
fifth section.

2. Related works
2.1. SRM

SRM (Spatial Rich Model) feature is a feature based on multiple residuals. The SRM is based on
the SPAM (Subtractive Pixel Adjacency Matrix) feature, that is, the residual image generated by the
high pass filter is characterized by SPAM. The process of image processing by high pass filter can be
regarded as the process of obtaining the difference between the pixel and its predicted value, that is,
obtaining the residual value. The formula for obtaining the residuals is as follows:

Rij = Xij(Nij) — cXj; (D

Where N, is a number of domain pixels of X, , X.;(¥N,;) predicts cX, through this field.

i,j?

Since the number of pixels in N, ; is equal to ¢, ¢ is called the residual order. The residuals R, ; are

then quantized and truncated as follows.
Rjj « truncy (round(%)) (2)

Where q is the quantization step and the truncation function is defined as
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_ x,x € [T, T]
truncr(x) = {Tsign(x),x ¢ [~T,T] G)

The significance of truncation operation is that, on the one hand, steganalysis is more interested
in regions with strong correlation and small residuals; on the other hand, truncating the residuals is
helpful to reduce the dimension of the last extracted feature. The partial residual pattern of the rich
model is shown in the following figure.
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Figure 1. Partial residual pattern of rich model.

In the SRM feature, the co-occurrence matrix is mainly used to characterize the residual image,
and the co-occurrence matrix is used as the feature of steganalysis. The key of the algorithm is how to
generate features. According to the steganography characteristics of Hugo algorithm, secret
information is embedded into the texture and edge region of the image. Therefore, in order to reflect
the steganography changes well, the algorithm uses 106 sub models to generate residuals, so as to
increase the diversity of features and improve the accuracy of feature detection. In the process of
generating residuals, the algorithm also uses symmetry (Symbolic Symmetry and Spatial Symmetry)
to reduce the feature dimension and increase the robustness of the feature. Due to the large number of
sub models and the large feature dimension of a single model, the feature dimensions of the final two
versions of SRM are 12,753 and 34,671 based on different quantization steps.

2.2. JRM

JPEG steganography is mainly performed on JPEG coefficients. Using the idea of rich model
for reference, Kodovsky proposed the JRM (JPEG Rich Model) steganalysis feature [34]. The JRM
feature also contains several sub models, and each sub model is constructed according to the statistical
correlation of a class of block JPEG coefficients. Therefore, the JRM feature considers the intra block
and inter block correlations of various JPEG coefficients, and detects the disturbance of
steganography on the steganography coefficients from as many aspects as possible, thus improving
the detection accuracy of JPEG image steganography. JRM features are mainly composed of block
JPEG coefficients and the second-order co-occurrence matrix of their differences. Define the
following matrix:
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A =|Dyli=1,...,Mj=1,..,N
A3 = Dyj| = [Dyjea]i=1,...Mj=1,... ,N—1
Ay = |Dyj| = |Digqgli=1....M=1,j=1,...,N
A} = [Dij| = Disajsai=1.. ., M=1,j=1,...,N—-1
AF, = Dyj| = [Dyjegli=1,....M,j=1,...,N—8
Al = |Dij| = |Diygj.i=1,....M=8,j=1,...,N

In JPEG coefficient matrix A°, *€ {x,—,1,%, 3, I}, the 2nd order coeval matrix C1(X,y,A x,A
y) is constructed from the elements on the (x,y) and (x +A x,y +Ay) modes, form a single sub-

model in JRM, (x,y) are also the coordinates within the block, Ax and Ay are a fixed positional

offset, whose offset range can reach other blocks. The elements in Ct are calculated by the
following equation.

CuxyAxAY) =2 N {TEVIT = truncy (A7) TS =k TSN sy = B (4)

Where Z is the normalization constant used to ensure that ZCZ] =1; trunc,(-) denotes the
k,l

truncation operation.

T-sign(x), x| > T
X, other

)

truncy(x) = {

The total dimension of JRM features is 8635 + 2620 = 11,255, and the analysis effect of JRM
features can be further improved through modifications such as Descartes calibration.

2.3. Quaternion

In order to use the color information of a color image and the correlation information between
color channels, Quaternion is used to represent a color image. Quaternion q is composed of one real
part and three imaginary parts, and its form is as follows:

q=a+bi+cj+dk{ab,c,d€R} 6)

where 1, j, k need to satisfy
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(i2:j2:k2:—1
ij=—ji=k
jk=—kj =i @)
ki = —ik =

Color image is a special quaternion. The specific representation is that the three RGB channels
correspond to the three imaginary coefficients of the quaternion, and the real coefficient is 0, that is,
each pixel of the color image is a pure quaternion.

QDCT (Quaternion Discrete Cosine Transform) has the characteristics similar to the DCT
transform that transforms the energy dispersion in the spatial domain to the energy concentration in
the frequency domain, and the coefficients obtained from the color image after the frequency domain
transform have the color information and the inter-channel information of the color image. After the
color image is transformed by QDCT, the original image can be restored by inverse transform of
IQDCT. Take the airplane image as an example. After QDCT transformation, the images of the three
channels restored by inverse transformation are as follows:

| 9
(c) G channel image after IQDC"  (d) B channel image after IQDCT

Figure 2. Three channels restored by inverse transformation.

3. The proposed method

This paper designs a steganalysis algorithm for color images. First, the color images are
represented by quaternions, and then Quaternion Discrete Cosine Transform is performed [35]. With
the help of the idea of spatial rich model and JPEG rich model, the co-occurrence matrix is calculated
for the coefficients after Quaternion Discrete Cosine Transform, and the steganalysis characteristics of

color images are finally obtained according to the co-occurrence matrix. The algorithm framework of
this paper is as follows:
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Figure 3. Framework of the proposed algorithm.

The specific steps of the algorithm are as follows.

1) The image is represented by quaternions.

2) Divide the image into blocks and perform QDCT transformation on each block.

Color image Quaternion Discrete Cosine Transform has two forms, Quaternion Discrete Cosine
Left Transform (L-QDCT) and Quaternion Discrete Cosine Right Transform (R-QDCT). The specific
transformations are:

QDCTg(p, s) = a(p)a(s) Xm=p Ln=o Uq * f(m, n) - N(p, s, m, n) ®)
QDCTg (p, s) = a(p)a(s) Zm=p Ln=o fq(m,n) - N(p,s,m,n) - ug €

f,(m,n) presents an M XN quaternion matrix, u, presents pure unit quaternion (‘uq‘ =1 and

s(u,)=0, in this article for ?i+?j+?k ). ODCT'(p,s) and ODCT'(p,s) present

transformed matrix, @(p), a(s) and T(p,s,m,n) are defined as follows.

J1/M,p=0 (10)
V2/M,p#0

_(V1/N;s=0
Mg_{JHNSiO

n(2m+1)p] cos [n(2n+1)s]
2M 2N

a@)={

(11

T(p,s, m,n) = cos [ (12)

Corresponding to the two positive transformations of QDCT, the two inverse transformations of
QDCT (IQDCT) are as follows.

IQDCTy (m,n) = FpZq X5y a(p)als) - uq - Cq(p, s) - N(p, s, m, n) (13)

IQDCTg (m, n) = 550 X550 a(p)a(s) - Cq(p,s) * N(p,s,m,n) - uq (14)
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C(p,s) represrnts coefficient matrix after Discrete Dosine Transformation of Quaternions. The
positive and negative conversion relations are as follows.

fq(m,n) = IQDCT&“[QDCT&“(fq(m, n))| = IQDCT(?[QDCT(?(fq(m, n))] (15)

The image can be restored by IQDCT after QDCT transformation. Taking the airport.jpg image

as an example, the 8 x 8 block coefficients of imaginary component i after QDCT transformation are

as follows.

Table 1. 8 x 8 block coefficients of imaginary component i after QDCT.

131 92.16 85.16 78.26 65.75 56.63 36.05 15.98

-45.88 | -15.25 9.8 -9.16 -10.89 -8.08 -1.27 -4.66

-7.2 7.48 4.5 5.79 4.28 2.65 1.89 2.49

-7.59 2.92 -0.03 1.31 -0.05 -0.97 0.90 -1.8

-7.87 0.21 117 -0.88 -0.51 -0.67 0.37 1.43

-9.40 -1.33 0.61 3.22 -0.62 -0.44 -0.19 -2.51

-6.63 2.47 1.89 0.91 034 0.96 113 -0.28

-5.31 -1.91 0.24 0.81 025 -0.25 0.80 -0.62

3) QRM (Quaternion Rich Model) mainly consists of a 2nd order co-occurrence matrix of

the block JPEG coefficients of each RGB channel and the difference between them. D, e Z;""

represents the R-channel data of a M XN color JPEG image, D}e’;’jy) represents JPEG
coefficients on the (x,y) pattern in the (i,j) block, (x,y)e{0,...,7}2,1'=1,...,|_M/8—|, and

j=L.., |_N / 8—|. D represents the (X,y) coefficient in the large matrix consisting of the whole

R,xy

R-channel blocks, i=1,...M,j=1...,N.
%ij = Drijli=1,...,M,j=1,...,N
nis = [Drij| = [Drijeai=1.. ., Mj=1,..,N—1
Aki; = [Drijl = IDrissy)i= 1., M=1,j=1,...,N

Akij = |Drij| = [Drisrjeai=1....M=1,j=1,...,N—-1
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ARi; = [Drij| = [Drijssli=1,....M,j=1,...,.N-8
ARij = |Drij| — [Drisgjl.i=1,....M—8,j=1,...,N

In the R-channel JPEG coefficient matrix A; , *€ {x,—,1,, 3, ll}, the 2nd order coeval matrix
Crr(X%y,Ax,Ay) is constructed from the elements on the (x,y) and (x+Ax,y+Ay) modes, form a

single sub-model in QRM, (x,y) are also the coordinates within the block, Ax and Ay are a fixed

positional offset, whose offset range can reach other blocks. The JPEG coefficient co-occurrence
matrices of the three RGB channels are combined to obtain the 3D QRM features: (Cg (X y,A x,A
¥), (Cer(xy,Ax,AYy), (Cr(x,y,A XA y),0). Then find the co-occurrence matrix for each coefficient
block, and the specific method is beyond the design method of the co-occurrence matrix of JRM. The
features of the three channels are accumulated, and the final QRM features are combined by the DCT
mode specific part and the accumulation part. Consistent with the JRM feature, the total feature of
QRM is 8635 + 2620 = 11,255 dimensions, and the relevant sub models and their feature dimensions
are shown in the table.

The calculation method of the specific co-occurrence matrix is consistent with the JRM algorithm
introduced previously, and will not be repeated here. It should be noted that the coefficients obtained
by QDCT are four-dimensional, while JRM is one-dimensional. The processing method in this paper
is to accumulate the three-dimensional features of discarding the real part, so as to reduce the
computational complexity.

Most of the proposed color image steganalysis algorithms simply split RGB three channels, and
then process each channel separately to obtain steganalysis features, ignoring the correlation between
the three channels of color image. The algorithm proposed in this paper uses quaternion to operate
the information of all three color channels. The Quaternion Discrete Cosine Transform has
characteristics similar to the DCT transform that transforms the energy dispersion in the spatial
domain to the energy concentration in the frequency domain, and the coefficients obtained from the
color image after the frequency domain transform have the color information and make use of the
inter-channel information of the color image. The steganalysis features designed on this basis have
more diversity, and develop the internal correlation of color images, which improves the performance
of steganalysis of color images.

Table 2. Relevant sub models and feature dimensions.

Accumulator sub model Left splice Right splice
180,I% 180,1%
224,17 224,1¢ 2241 224,17 224,18 1220,1¢ 2620,1
22417 2241 224,12 224,13 224,14 1220,1,
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Most of the existing color image steganalysis features deal with the three channels of the color
image separately, thus ignoring the correlation between the three channels. In order to solve the above
problems, we innovatively apply quaternions to color image steganalysis. Quaternion treats the image
as a whole, and Quaternion Discrete Cosine Transform can effectively exploit the correlation between
the three channels of color images, which can effectively improve steganography detection efficiency.
Therefore, we use QDCT to design a new algorithm for steganalysis of color images. Technically, we
perform QDCT on color images, process the obtained four dimensional QDCT coefficients, and obtain
color image steganalysis features. Our designed feature preserves the strong correlation of three
channels, and slight modifications to the pixels in each layer of channels can affect the entire feature.
This means that the manually designed color image steganalysis algorithm can amplify the steganalysis
traces and improve the steganalysis efficiency.

In addition, high dimensional steganalysis features increase computational complexity, while
excessive features can affect steganalysis detection results. Therefore, we have designed a feature
optimization selection strategy. The four-dimensional coefficients obtained from the QDCT of an

image consist of one real part ¢, and three imaginary parts c;, ¢j, ¢x. The three imaginary coefficient

parts store the main information of the color image, while the real coefficient part can be discarded.
Excessive redundant features will reduce steganography efficiency. We compared the experimental
results of features that include real coefficients F,.;;, with features that discard real coefficients
F; jx, 10,000 color images with size of 512 x 512 from BossBase image library are selected, the
steganalysis algorithms are LSBM, and the embedding rates are 0.05, 0.1, 0.2, 0.3, 0.4, 0.5 bpc (bits
per channel) respectively. The experimental results are shown in the table 3 below, results show that
the detection error of features discarding the real part is lower than those containing the real part. The
experiment verified that the real part of the coefficients reduce the efficiency of steganalysis, so the
real part of the coefficients was discarded in the designed features.

Table 3. Detection errors between features F,.; ;. and features F; ;.

Payload (bpc) 0.05 0.1 0.2 0.3 0.4
Frijk 0.339 0.252 0.160 0.101 1.069
Fiix 0.331 0.244 0.152 0.093 0.061

At the same time, we also compared the experimental results of concatenating three imaginary
features F; ;) and combining three imaginary features Fi, ;.

Fijx = Fi, Fj,Fy (16)
Fiyjir = Fi + F; + Fy (17)

The same configuration as the above experiment was used, and the experimental results are
shown in the Table 4 below, results show that the detection error of features combining three
imaginary features is lower than those concatenating three imaginary features. The experiment
showed that concatenating three imaginary features not only increased algorithm complexity, but also
reduced detection efficiency. Therefore, we adopted Fi, ;. to obtain a feature of 11,255 dimensions.
The experimental results demonstrate the superiority of our designed feature technology. The
algorithm we proposed is not only a simple combination of quaternions and steganalysis, but also
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involves the selection of steganalysis features.

Table 4. Detection errors between feature F;;, and feature Fiy .

Payload (bpc) 0.05 0.1 0.2 0.3 0.4
Fijx 0.331 0.244 0.152 0.093 0.061
Fiijvk 0.325 0.233 0.140 0.086 0.054

4. Experiment

For the experiment, 10,000 color images with size of 512 x 512 from BossBase image library are
selected, to compare the proposed algorithm with SCRM, the state-of-the-art rich models for color
image steganalysist. The steganalysis algorithms are LSBM and WOW [36], and the embedding rates
are 0.05, 0.1, 0.2, 0.3, 0.4, 0.5 bpc (bits per channel) respectively. The PE (Prediction Errors) of
different algorithms are compared. The experimental results of the proposed algorithm and the
comparison algorithm are as follows.

The embedding algorithm is LSBM:

0.3
—&— SCRM
) O —&— QRM
o
= 02
i}
c
0 0.15
f;
+ 01
[a]
0.05
0
0.05 0.1 0.2 03 0.4 0.5

Payload(bpc)

Figure 4. Detection errors with the embedding algorithm is LSBM.

The embedding algorithm is WOW:

—&— SCRM —@&— QRM

Detection Erroe
= © =] o
[ [N w i

o

0.05 0.1 0.2 0.3 0.4 0.5
PayLoad(bpc)

Figure 5. Detection errors with the embedding algorithm is WOW.
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The detection errors of proposed QRM algorithm and classic SCRM color image steganalysis
algorithm for LSBM with the payloads are 0.05, 0.1, 0.2, 0.3, 0.4, 0.5 bpc respectively are showed
in Figure 4. Figure 5 shows the detection results for the WOW. It can be found that because QRM
algorithm is improved on the basis of the classical SCRM algorithm, the correlation between various
channels of color image is considered by using quaternion impulse division, and the experimental
effect is better than that of SCRM algorithm.

The SRM gray steganalysis algorithm is used for the three channels respectively. The settings
are consistent with the above experimental settings. Under different payloads, the experimental
comparison is as follows. Figure 6 shows the detection errors of our proposed algorithm and gray
image steganalysis algorithm for LSBM and WOW embedding algorithm with different payloads.

0.35
0.3 —&— CRM —@— QRM 0.6
g © _ —+— CRM —— QRM
£ 0.25 o 05
c 02 & 04
0 S 03
48’ 0.15 £ 5
< 01 _% 0.2
© o005 o 01
0 0
0.05 0.1 0.2 03 0.4 0.05 0.1 0.2 0.3 0.4
Payload(bpc) Payload(bpc)
(a) (b)

Figure 6. Experimental comparison with gray steganalysis algorithm, (a): embedding
algorithm is LSBM, (b): embedding algorithm is WOW.

The experiments further show that the gray image steganalysis algorithm is used directly in three
channels, ignoring the correlation among the three channels of the color image. The steganalysis
algorithm proposed in this paper is better than this algorithm. Some content-adaptive color image
steganography techniques select and modify different pixels of different channels, each channel has
different characteristics, thus analyzing each channel separately will reduce the accuracy of the
steganalysis algorithm. The three channels of a color image have a strong correlation, which can be
used to amplify tampering traces and thus effectively improve the detection rate. If the pixels of a
single channel are modified, this modification is amplified to all three channels by the mapping of the
QDCT, which improves the sensitivity of detection features to tampering.

Through the above experimental settings, the performance of the SCRM algorithm [24], the
SCRM+SGF algorithm proposed by Abdulrahman et al. [22], the SCRM+SGF+DSRMQ1+DSGF
algorithm proposed by Feng and Hu [35], and the steganalysis algorithm proposed in this paper are
tested. The average test error of three steganalysis algorithms of WOW and S-UNIWARD under
different loads is shown in the Tables 5 and 6.
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Table 5. Average test error of three steganalysis algorithms of WOW.

Algorithm  Payload (bpc) 0.05 0.1 0.2 0.3 0.4

WOW SCRM 0374 0269 0.156 0.101  0.069
SCRM+SGF 0387 0.276 0.161 0.104 0.070
SCRM+SGF+DSRMQ1+DSGF 0.334 0.243 0.144 0.087 0.060
QRM 0325 0.233 0.140 0.086 0.054

Table 6. Average test error of three steganalysis algorithms of S-UNIWARD.

Algorithm Payload(bpc) 0.05 0.1 0.2 0.3 0.4

S-UNIWARD  SCRM 0.370  0.269 0.156 0.096 0.063
SCRM+SGF 0.379 0.267 0.156 0.097 0.064
SCRM+SGF+DSRMQI1+DSGF 0.333  0.237 0.134 0.084 0.055
QRM 0.325 0.225 0.127 0.072 0.050

It can be seen that the proposed steganalysis algorithm is better than the first two WOW
steganalysis algorithms under different payloads. Specifically, when the payload is small, the
steganalysis algorithm proposed in this paper has more significant advantages. Compared with the
comparison algorithm, the average test error of WOW and S-UNIWARD can be reduced by 4% to 5%.
In addition, with the increase of payload, the success rate of the three algorithms is improved, which
leads to the advantage of the algorithm proposed in this paper is not as significant as that of low payload.

5. Conclusions

Most of the currently proposed color image steganalysis algorithms simply split RGB three
channels, and then process each channel separately to obtain steganalysis features, ignoring the
correlation between the three channels of color image. The algorithm proposed in this paper uses
quaternion to operate on the information of all three color channels. Quaternion Discrete Cosine
Transform has characteristics similar to the DCT transform that transforms the energy dispersion in
the spatial domain to the energy concentration in the frequency domain, and the coefficients obtained
from the color image after the frequency domain transform have the color information and the inter-
channel information of the color image. The steganalysis features designed on this basis have more
diversity, and make use of the internal correlation of color images, which improves the performance
of steganalysis of color images.
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